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1. Injection: 
 
SQL Injection: 

 
 
 
 
Buying a laptop 

 
Forcing application to throw error message by entering a single (‘) in place of a number 

 
 
Result: 
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Bypassing Authentication: 
 
Go to login page: 

 
 
Attempt to fill out login form: 

 
Unable to login to application, but it does give information about how to further attack 
password. 
 

2. Broken Authentication & Session Managment: 
 
Brute Forced Login: 
 
Go to Login Page: 

 
 
Attempt to fill out the page and Capture with Burp’s Proxy: 
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Send to Intruder: 

 
 
Select the attack: 

 
 
Start attack: 
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Attempt information findings: 

 
 
Results: 
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3. Cross-Site Scripting (XSS): 
 
Reflected XSS: 
 
Open Contact Us page: 

 
Injecting string in URL (Keeping extension as usual) 

 
 
Script gets executed: 

 
 
DOM-Based XSS: 
 
Capture desired page in Proxy and Send to Repeater: 
 

 
In Repeater, Change the “User-Agent” to: <script>alert(123);</script> 



 

6 
 

 
Result: 

 
It creates an error giving an attacker an idea about the application 
 
Stored XSS: 
 
Capture desired page in Proxy and Send to Repeater: 

 
In Repeater choose the “Params” tab and inject the script: 
<script>alert(document.domain)</script>: 
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Once again we get another error message, however, it gives the attacker information on 
what to try next: 

 
 
 

4. Insecure Direct Object Reference: 
 
Login to the Application: 
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Capture page in Proxy: 

 
Send to Intruder: 

 
 
In Intruder select attack positions: 

 
 
Go to Payloads and select numbers & Click “Start Attack”: 
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You can see results of the attack in a variety of means. 
 
Looking at the results may require further investigation. 

 
 
 
 
 
 
 



 

10 
 

5. Security Misconfiguration: 
 
Go to the “Target” tab and then the site map in Burp: 

 
 
Select Spider: 
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You can see the directory of the site. 
 
Choose a directory, in our case we’ll choose “images”: 

 
 
Return to the browser and access the directory we selected by adding it to the  URL: 
 
https://phpapp.infosecaddicts.com/images/ 
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Explore the links inside the directory. 
 
 
 

6. Sensitive Data Exposure: 
 
Insecure Processing of Credit Card Data 
 
Select an item you wish to purchase: 
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On the Payment Processing Page, fill out information and submit it: 

 
 
Once you’ve the form has been submitted go back and attempt buy another item, 
 
You’ll see your Credit Card no. has been cached: 
 

 
 



 

14 
 

Right click and choose Inspect element: 

 
 
Select the Credit card section and find the name “credit_card_no”: 

 
 
As you can see, there isn’t any “Auto-complete off” here and that is why the credit card 
number is being cached. 
 
So the we have Insecure Processing of Credit Card Data. 
 
 

 
7. Missing Function Level Access Control: 

 
Testing for Access Controls: 
 
Login using the lower-privileged account: 
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Locate the area we are testing in Burp’s Site map or HTTP history. 
Right click on the entry to bring up the context menu. 
Click “Request in browser”, then “In current session”. 

 
 
The “Request in browser” pop up window allows you to copy the URL of the required 

page.  
 
Click the “Copy” button. 

 
Post the URL into the browser to attempt access the individual page we’re testing: 
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In this case we weren’t successful. So it appears the appropriate controls are in place. 

 
 

8. Cross-Site Request Forgery (CSRF): 
 
Unable to find Cross-Site Request Forgery Vulnerability in this application 
 

9. Test for Components with Known Vulnerabilities: 
 
Go to the “HTTP history” tab: 

 
 

Once you select an item, click on the “Response: tab. 
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In here you can see information regarding the web server used by the web application. 
 
This information can help with information gathering process. 

 
 

10.Redirects and Forwards: 
 
After Intercepting our desired page go to spider: 

 
 
Go to “Site map filter” to search for any redirects or forwards used by the Site map. 
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We can “Filter by status code”: 
 
In this case we are searching for the “3xx” class of status codes. These status codes 
indicate that further action has to be taken by the user agent to fulfil a request. 

 
 
The “Site map” table should now only show HTTP requests of the “3xx” class. 
 
You can now manually step through these requests to look for “interesting” URLs. These 
include any items in which the redirection target appears to be specified within a request 
parameter. 
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Send any HTTP requests that you want to investigate further to the “Repeater” tab. 

 
 
On the “Repeater” tab, Click “Go” to check that the redirect occurs: 
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We get taken to here: 

 
 
So a Re-direction doesn’t happen here. 
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