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1. Injection:

SQL Injection:

<« c D @ https://phpapp.infosecaddicts.com v 17 YN 0@ ® T E @ =
EA(MEL:\PTOF e
L —
Categories Home Buy Career About us. Contact
a8 ok weble whar you 2 sl yur eptop o services
Del ee PC S101

ibm

Buying a laptop

Register
gACMELAPTOP s

Categories Home Buy Career About us Contact
» Compaq
il Ot Compagq | Intel Core 2 Duo 2.1GHz / 4GB memory /
> Gateway 320GB hard drive / DVD@RW/DVD-RAM/DVD+R
B Howieu > T Double Layer

ibm

Sony

Tosniba

Forcing application to throw error message by entering a single (‘) in place of a number

<« c @ p.infosecaddicts.com/acre2.php?

vy in @ @® ® T @ =
-
gacmm’ror - e
Categories Home Buy Career About us Contact
g ou

Compaq | Intel Core 2 Duo 2.1GHz / 4GB memory /
320GB hard drive/ DVD@RW/DVD-RAM/DVD+R
> Howlet . Double Layer

=

> Gateway

> Sony

> Toshiba

Result:

g:kCMELM’IOP - e

Categories Home Buy Career About us. Contact
> Acer
> Compag

Dell

Gateway
> Hewlett
> Ibm

> Sony

> Toshiba

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near "Compaq" at line 1



everywhere
attackers
defenders
addicts

= In FoSecAddic(ErSn

Bypassing Authentication:

Go to login page:

Home Buy

USERNAME: | |

PASSWORD: | |

Login

Attempt to fill out login form:
USERNAME:[shinobbughunter ]
PASSWORD: [+ ]

Login

Hello "shinobibughunter", Password failed, if you have forgotten your password, click on forgot password .

Unable to login to application, but it does give information about how to further attack
password.

2.Broken Authentication & Session Managment:

Brute Forced Login:

Go to Login Page:

Home Buy

USERNAME: | |

PASSWORD: | 1

Login

Attempt to fill out the page and Capture with Burp’s Proxy:
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Reguest | Response
Raw | Params | Headers | Hex

GET /login.php?error=Invalid+Pasaword+kusername=teat HTTP/L.L

Hoat: phpapp.infosscaddicta.com

User-Agent: Mozilla/5.0 (Macintoah; Intel Mac 05 X 10.13; rv:68.0) Gecko/20100101 Pirefox/63.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;9=0.8

Accept-Language: en-Us,en;g=0.5

mccept-Encoding: gzip, deflate

Referer: httpa://phpapp.infosscaddicts.com/login.php?error=Invalid+Pasaword+Eusername=shinobibughunter
Connection: cloas

Cookie: _ cfduid=dc6029645859a793349b3b819dael3f6e1564954
_ tawkuuid=e::infosecaddicts.com
_fbp=fb.1.1564955153850.41704180
Upgrade-Insecure-Regueata: 1

; _9a=GAl.2.781573113.1564954291; _ auc=4s20d75bl6cSed88ealiSblalaf;
< gFFEGWh B8KETQEswvnkEPHURU +58 9KE £d 82 5w0Cn £PQ+3gNYBHXCBhX/ /1 :2; _ atrips mid=b53f835b-625c-4a04 -8fe8-075c TbbcaTe
A1.2.1143145789. 1566082771; PHPSESSID=nglrnadgeZabpadTlnrépdcéad; _gat=l

-
)

Send to Intruder:

6« 71
Taroet | oatianaa] Paoads | Optons |

(@) Payload Position

[ start attack
Configure the positions where payloads will e inserted Into the base request. The attack type determines the way In which payloads are assigned to payload positions - see help for ulldetails.
Attack type: [Sniper v
[Fo5T 7avthanticate ghe WEEE/LT T =
275.0 (wacintosh; Intsl Was 08 X 10.13; rvi6s.0) Gecka/20100101 rirsfox/68.0
nimh anL appiicakion/xmla=0.4,+/*1G0.8 Clear s
2 ([ Auos
[ Refresh
268, _ga=onl.2.781573113. 1564954251, _aa 475b160509880a 135D Lalat;
525w exipo. H Thbcatet;
id=GAL.2. 1133145780 15660827717 PHPESSTO=nalinalgezabpadLncsodceass _gaesl
asxnamastantirasponas=2bd 1267400505200 751 8031200 16065
Target | Postions | payloads | Optons
! Surtanack | 7

You can define one or more payload sets. The number of payload sets depends on the attack type defined n the Positios
can be customized in different ways

tab. Various payload types are avallable for each payload set, and each payload type

Payload set: (1 ¥)  rayload count: 3

Payload type: [ Simple list ) Requestcount &

This payload type lets you configure a simple list of strings that are used as payloads.

paste | [test
Chris
— shinobibughunter
Remove >
Clear
Add

Add from s .. [Pro version only)

Start attack:
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Attack Save Columns

J Results | Target TPnsitions TPavIoads TOptions ]

| Filter: Showing all items CJ
Request 4 | Position Payload | Status Error Timeout | Length Comment
0 302 @] O 580
1 1 test 302 8] O 580
2 1 Chris 302 o a 581
3 1 shinobibughunter 302 (@] (@] 592
4 1 G3tln135 302 a a 584
5 1 password 302 o a 584
6 1 123 302 o o 579
7 2 test 302 a (@) 580
8 2 Chris 302 @) O 580
9 2 shinobibughunter 302 a (@] 580
10 2 G3tlnl35 302 g o 580
11 2 password 302 @) O 580
12 2 123 302 @) O 580

Reguest | Response
Raw | Params | Headers | Hex

POST favthenticate.php HTTP/L.1 A
Host: phpapp.infosecaddicta.com

User-agent: Mozilla/5.0 (Macintosh; Intsl Mac 0S X 10.13; rvi68.0) Gackn/ZDlDUlDl Pirefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Refersr: https://phpapp.infosecaddicts.com/login.php?error=Invalid+Pasaword+kusername=ahinobibughunter

Content-Type: application/x-www-form-urlencoded

Content-Length: €7

connection: closs

Cookie: _ cfduid=dc6029645e59a793349b3b819das03f601564954288; _ga=GAl.2.781573113.1564954291; v
? < + > term 0 matches
Finished | 1

Attempt information findings:
Home Buy

USERNAME: |shinobibughunter |

PASSWORD:

Results:

ﬂacumf’ror’ ’

<
Categories Home Buy Career About us Contact
> Acer Acme is an online website where you can sell your laptop or services
> Dell ee PC S101

02.1GHz/ 4GB
DVDORW/DVD-




everywhere
attackers
defenders
addicts

InFoSecAddic(ErSn

3. Cross-Site Scripting (XSS):
Reflected XSS:

Open Contact Us page:

PRSI @@ wp . s~ @ LIND®~a®FTO X =
@ Register
ﬂf\cmmnop
o
Categories. Home Buy Career About us Contact
> Acer
contactus
> Compaq
> Dell 1116 Old Brike Road, Kensas City, MA
| Cotoway Phone - 1-800-LAPTOP
> Hewlett
Email - info@acmelaptop.com
> Ibm
B oy hitp://acmelaptop.com
> Toshiba

Injecting string in URL (Keeping extension as usual)

://phpapp.infosecaddicts.com/showfile.php?filename:<script>alert(123);</script>| -

kPTOF ‘ Register

Script gets executed:

123

OK

DOM-Based XSS:

Capture desired page in Proxy and Send to Repeater:

f | HTTP history | Websockets history | Options |

(#) B Request to https://phpapp.infosecaddicts.com:443 [104.25.167.6]
Forward | Drop | Interceptison | | Action

Raw | Params | Headers | Hex

GET /ahowEile.php?filename=contactos, txt AOTP/L.L
ost: phpapi dic

Hos
User-Agent: Intel Mac OS % 10.13; rvi68.0) Gecko/20100101 Firefox/68.0
Ao 1,application/xml +/3q=0.8

/showfile.php?filename=33cacriptsdEalert hackable);$3c/acriptsdE

0475b160529886a135b

9a=Gal.2.781573113 35blalaf;
o ipe_mid=b53£835b-625c-4a04 -8£e8-075cTbbcaTet;

In Repeater, Change the “User-Agent” to: <script>alert(123);</script>
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Go

Request

Raw | Params | Headers | Hex

GET /ahowfile.php?filename=contactua.txt HTTP/Ll.1l

Hoat: phpapp.infosacaddicta.com

User-Agent: Facriptralert(l23);</script>

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/+;9=0.8
Accept-Language: en-uUs,en;g=0.5

mccept-Encoding: gzip, deflate

Referer:

httpa: //phpapp.infosecaddicta.com/showfile.php?filename=%3Cacript%3Ealert(hackable);%
3c/acript%3E

Connection: cloae

Cookie: cfduid=dc6029645e59a793349b3b819das03f6e1564954288;
_9a=GAl.2.781573113.15649542491; auc=4e20d75blécS5ed88ealiSblalaf;

__tawkooid= infoaecaddicta.com: : AptkfxgPFEGWh88KETQEEwvukfPHURU+589KE £d 82 5w0Cn £FPO+
aQUYBMXAcBhX//::2; _ atripe_mid=b53f£835b-625c-4a04-8fe8-075cTbbcaTcf;
_fbp=£fb.1.1564955153850.417041806; _gid=GAl.2.1143145789.1566082771;
PHPSESSID=nglrnadge2abpad7lnrépdcéald; _gat=l

uUpgrade-Insscure-Requesta: 1

Cache-control: max-age=0

Result:
Response

[m Headers | Hex [ HTML | Render

Please enable cookies.

Error 1010 Ray ID: 50900937abaa714d &bull; 2019-08-19
23:51:31 UTC

Access denied
What happened?

The owner of this website (phpapp.infosecaddicts.com) has banned your access based on your browser's
signature (5090093 7abaa714d-ua62).

Cloudflare Ray ID: 50900937abaa714d &bull; Your IP: 73.106.77.20 &bull; Performance & security
by Cloudtlare

It creates an error giving an attacker an idea about the application

Stored XSS:

Capture desired page in Proxy and Send to Repeater:

b | TP history | webSockets history | Options |

(#) B Requestto https://phpapp.infosecaddicts.com:443 [104.25.167.6]

Forward [ orop | [ Interceptison | | Action

Raw | Params | Headers | Hex |

GET /ahowfile.php?filename=contactus. bxt HTTR/1.1
Host: phpapp.infosecaddices.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 ¥ 10.13;
Accept: text/heml,application/xheml+xml,application/xml;q:
Accept-Language: en-Us,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: httpa://phpapp.infosecaddicts.com/showfile.php?filename=$3cacriptsitalert(hackable);$3c/acriptsIE
lose.

uid=dc6029645859a793349b3b8190as03£601564954288; _ga=Gal.2.781573113.1564954201; __auc=4620d75b16c5e988salSblalat;

nfosecaddicts.com: : Aptkfxg 8 £d 32 5w0 1 £PO+agNY %//1:2; _atripe_mid=bS3ra3sb-625c-4a04 -8fe8-075cTbbealot;
= 64955153850.4 1704 1806; _gid=GAL.2.1143145789.1566082771; PHPSESSID=nglrnadge2abpadilnrépdc6ad; _gat=1
Upgrade-Tnsecure-Requesta: 1
Cache-Control: max-age=0

v:68.0) Gecko/20100101 Firefox/68.0
<9,%/*;9=0.8

In Repeater choose the “Params” tab and inject the script:
<script>alert(document.domain)</script>:
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Request

[Raw Params | Headers | Hex

GET request to /showfile.php

Type Name | Value |
Add

URL filename |<script>alertidocument.domain) </script>] | ;J
Cookie __cfduid dc6029645e59a793349b3b819dae03f6e... Remove
Cookie _ga GA1.2.781573113.1564954291 L—J
Cookie auc 4e20d75b16c5e988eal3Shlalaf

— Up
Cookie __tawkuuid ezinfosecaddicts.com:AptkfxgFFEGWh88... L—J
Cookie stripe_mid b53f835b-625c-4a04-8fe8-075c7bbca7cf

— = Down
Cookie _fbp fb.1.1564955153850.417041806 ;J
Cookie _gid CA1.2.1143145789.1566082771
Cookie PHPSESSID nglrns9qe2abpsd71nr6p4c6s3
Cookie _gat 1

Once again we get another error message, however, it gives the attacker information on
what to try next:

Response

[Raw Headers Tm HTML | Render
Please enable cookies.

Error 1010 Ray ID: 509016f6bd1bc530 &bull; 2019-08-20
00:00:54 UTC

Access denied

What happened?

The owner of this website (phpapp.infosecaddicts.com) has banned your access based on your browser's
signature (509016f6bd1bc530-ua62).

Cloudflare Ray ID: 509016f6bd1bc530 &bull; Your IP: 73.106.77.20 &bull; Performance & security
by Cloudflare

4.Insecure Direct Object Reference:

Login to the Application:
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ACMELAPTOP

Home Buy Career About us <

Acme is an online website where you can sell your laptop or services

all ee PC 8101
ateway
ewlett

m

ony

sshiba L tured Produc

acer | Intel Core2 Duo 2.0GHz / Glossy 15.6" Compag | Intel Core 2 Duo 2.1GHz / 4GB
WXGA high-definition widescreen display / 2GB memory / 320GB hard drive / DVD@RW/DVD-
DDR2 SDRA RAM/DVD+R Double Layer

gateway | AMD Turion X2 RM-70" dual-core
mobile processor 2.0GHz / 3GB PC6400 DDR2
SDRAM / Multifo

dell | Little Discription about this product as
given by owner

Intel Atom - 1.6GHz / 10.1” TFT-LCD Intel Celeron 2.16Ghz, 2GB RAM, DVD Burner,
widescreen with 1024 x 600 resolution / 1GB 160GB, Vista Home, 15.4" display / Built-in
DDR2/ SSD (Solid S Atheros high

Capture page in Proxy:
ﬁ HTTP history | WebSockets history | Options |

[#) B Request to https://phpapp.infosecaddicts.com:443 (104.25.166.6]
Forward Drop | | Interceptison | Action

Raw | Params | Headers | Hex

GET /index.php WETE/L.1

o PP infosecadd icta.com

User-agent: Mozilla/5.0 (Macintosh; Intsl Mac OS X 10.13; rvi68.0) Gecko/20100101 Firefox/68.0
accept: text/nend, application/snenisanl, application/sm1iqe0.9,+/ia=0.

Accept-Encodin
hetpa://phpapp. infosecaddicts.com/login.php

Connection: cloze

coskie: _ofdnid=dc6020613030a79334 903081904009 60L564934288; _ga=aal.2. TLSTILLI. 1364934291; _suc=d s204T3b16o5e0880a1a5blaLats
atripe_mid=bS3£E3Sb-625c-4a04-8£a8-075cTbboaTof;

AL.o.1195145780 1566082771; PHPEESSTOS nglxn:gq—)*abp:d?lnrsp‘lcsaﬁ

Upgrade-Insscure-Requeat:
cache-control: max-age=0

Send to Intruder:
j—T HTTP history | WebSockets history | Options |

(#) B Request to https://phpapp.infosecaddicts.com:443 (104.25.166.6)
Forward Drop | Action I
Raw | Params | Headers | Hex

GET /index.php WETR/L.L
Host: phpapp.infosscaddicts.com
yser-agent: Kozilla/S.0 (Naoincosh; Intel Hao 08 X 10.19; rvi69.0) Geoko/20100101 rirefos/se.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,+/*;q=0.
Accept-Language: en-us,en;

deflat:

cfduxd’dcs\)ﬂx:-l5359a793349b
:infosscadd

| 15649542015
PQ+aguBHx: ;
evasaezabeed? inreprocss

s20dTakl6x%ad Banal Ah Ly

Send to Spider ipe_mid=553£6350-6250 4 204 -7 a8-075c ThbeaTo

Tpgrade-Tnsecure-Requesia: 1
Cache-control: max-age=0 Send ot en

Send to Repeater R+AHR
Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser >
Engagement tools Pro version only] >

In Intruder select attack positions:

GET /index.php SAS| ATER/L,1
Host: phpapp. infosecaddicta.com
User-Agent: Hozilla/5.0 (acintosh; Intel Hac OS X 10.13; rvi68.0) Gecko/20100101 Pirsfox/62.0
capt: text/hnl, appmauan/xnm»ml application/xml;q /13970,

P, deflat

Referar: htepa://phpapp.infosscaddicts.com/login.php

963681904009£601564934288; _gumcaL.2. T8LSTSLLY. 1964954201, _auo=4e20473blec3e08Renlsblalar;
589 25w0on £ __atripe mid=bS3£835b-6250-4a04 -8£a8-075cThboaTof;

1566082771; PHPSESSZD:"glxn:gq—)zabpad7)nx5p€céa i _gat=l

3
Fop=rb.1.1564955153850.417041806; _gid=Gal.2.1143145783
Upgrade-Inaecure-Requests: 1

Cache-control: max-age=0

Go to Payloads and select numbers & Click “Start Attack”:
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[

You can define one or more payload sets. The number of payload sets depends on the attack type
defined in the Positions tab. Various payload types are available for each payload set, and each
payload type can be customized in different ways

Payload set 1 v Payload count: 1,000

Payload typel  Numbers v Request count: 1,000

This payload type generates numeric payloads within a glven range and In a specified format.

Type @® Sequential (_ Random
From 1

To 1000

Step:. 1

How many:

You can see results of the attack in a variety of means.

Looking at the results may require further investigation.
e0e Intruder attack 3

Attack Save Columns

[Resuks T Target | Positions T Payloads I Options ]

| Filter: Showing all items CJ
Request 4 | Payload Status | Error | Timeout | Length | Comment
o o> o =) e el
84 84 404 o O es2 2
85 85 404 (@] O 652
86 86 404 @] O es2
87 87 404 o O 652
88 88 404 o O 652
89 89 404 (@] O 652
90 90 404 @] O es2
91 91 404 o O 652
92 92 404 o O 652
93 93 404 o O 652
94 94 404 @] O es2
95 95 404 o O 652
96 96 404 O O 652
97 97 404 @] O 652 v

Reguest | Response
Raw | Params [ Headers | Hex

GET findex.php 96 HTTP/L.1 A
Hoat: phpapp.infosscaddicta.com

User-Agent: Mozilla/5.0 (Macintoah; Intel Mac 05 X 10.13; rv:i68.0) Gecko/201l00101 Pirefox/68.0

Accept: text/heml,application/xheml+xml,application/xml;q=0.9,%/*;9=0.8

Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: httpa://phpapp.infosecaddicta.com/login.php
connection: close

cookie: __cfduid=dc6029645659a793349b3b810dae0ifEal5649542
75blécSe988salisSblalaf;

::1infosecaddicts.com: : Aptkf XxQFFEGWh S8KETQEEWVLKEPHURY +58 9KE £d 825900 N £FQ+8gNYEN X4 CBh X/

? < + > y term 0 matches
142 0f 1000 Bl

; _ga=GAl.2.781573113.1564954291;

v
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S.Security Misconfiguration:

Go to the “Target” tab and then the site map in Burp:

Filter: Hiding out of scope and not found items; hiding CSS

v O https://phpapp.infosecaddicts.com
D
i acre2.php
authenticate.php
career.php

| cdn-cgi

[ forgetpassword.php
[~ icons

[ images
[ index.php
)

>

1DOE

js

login.php

[) error=Invalid+Password+&username=shino
[) error=Invalid+Password+&username=test
[) error=Session+expired

[) transfer=laptop:&lap_price=bidamount:
md5.js

registerl.php

shop.php

showfile.php

style

v
o6

vy

Select Spider:

10



everywhere
attackers
defenders
addicts

InFoSecAddiccgg

2 https://phpapp.infosecaddicts com || s
D / 2 https://phpapp.infosecaddicts.com/ —
g ") acrez.php Remove from scope nse
[ authenticate.php . .
[ career.php Spider this host
- - Hea
» | cdn-cgi —
[ forgetpassword.g ; L
> L icons Engagement tools [Pro version only) > 'OZ:
>0 .
\ images Compare site maps
[ index.php el
» [ s Expand branch 111,
¥ & login.php Expand requested items 5? |
[) error=Invalid4 Collapse branch [DS.
[7) error=Invalid4 Delete host BLL:
[} error=Session Copy URLs in this host :gg
! Ei transfer=laptg Copy links in this host B
B md_S'JS Save selected items
> 3 registerl.php - -
[ shop.php Show new site map window
» i showfile.php Site map help
> [ style

You can see the directory of the site.

2.

Choose a directory, in our case we’ll choose “images’:

v 0 https://phpapp.infosecaddicts.com
O
& acre2.php
authenticate.php
career.php
> | cdn-cgi
forgetpassword.php
> | icons
images

[ index.php
[ s
¥ 2 login.php
[#) error=Invalid+Password+&username=shino
[/} error=Invalid+Password+&username=test
[} error=Session+expired
[?) transfer=laptop:&lap_price=bidamount:
md5.js

registerl.php

shop.php

showfile.php

style

>

IDO€

e

v
neDew

Yy

Return to the browser and access the directory we selected by adding it to the URL:

https://phpapp.infosecaddicts.com/images/

11
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&« C @ @@ https://phpapp.infosecaddicts.com/images/

Index of /images

Name Last modified Size Description
4 Parent Directory -
[@) Compagjpg  2018-09-18 16:18 19K
[?) Thumbs.db 2018-09-18 16:18 235K
al jog.jpg 2018-09-18 16:18 16K
[&) a2.pg 2018-09-18 16:18 15K
[&) a3.ipg 2018-09-18 16:18 15K
[&) ad.ipg 2018-09-18 16:18 10K
[@) aS.pg 2018-09-18 16:18 34K
acer.jpg 2018-09-18 16:18 5.3K
cl.jpg 2018-09-18 16:18 59K
c2.jpg 2018-09-18 16:18 7.1K
c3.jpg 2018-09-18 16:18 6.3K
c4.jpg 2018-09-18 16:18 6.7K
c5.ipg 2018-09-18 16:18 8.0K
c6.jpg 2018-09-18 16:18 1.9K
dl.jpg 2018-09-18 16:18 6.3K
d2.jpg 2018-09-18 16:18 6.3K
d3.jpg 2018-09-18 16:18 22K
d4.jpg 2018-09-18 16:18 12K

Explore the links inside the directory.

6. Sensitive Data Exposure:

Insecure Processing of Credit Card Data

Select an item you wish to purchase:

12
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Home

Buy Career About us Contact
acer | Intel Core2 Duo 2.0GHz / Glossy 15.6" WXGA
high-definition widescreen display / 2GB DDR2 SDRA
acer | Intel Pentium M 740 1.73GHz / 512MB DDR2 400 /
60GB hard drive / 14.1-inch XGA TFT LCD / CD-
>

On the Payment Processing Page, fill out information and submit it:

Home Buy

Career About us Contact

BUY
1

Fill buy on Acme
Your Total Price : 599.99
Your Quatity : 1
Your Name : Shinobibughunter
Type of card: VISA |T]

Credit Card no:

CVE number:

Save information

Once you’ve the form has been submitted go back and attempt buy another item,

You’ll see your Credit Card no. has been cached:

Home Buy

Career About us Contact

BUY
1

Fill buy on Acme
Your Total Price : 599.99
Your Quatity : 1
Your Name : Shinobibughunter
Type of card: VISA 1]
Credit Card no: 4
CVE number: 4444444444444444

Save information

13
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Right click and choose Inspect element:

Toshiba l Credit Card no: a

¥ {3 Inspector Console [ Debugger {} StyleEditor () Performance {Jk Memory N Network [ Storage r Accessibility @ Cookie Editor B 4 - X

+ 2 hov cls + B[ Layout Computed Changes Fonts  Animi~

element O { inline v Flexbox
}

" Select a Flex container or item to continue.
Inherited from tr

CSS Grid is not in use on this page

~ Box Model

yrom margin 0
tr > td > table.table tbody > tr > td > form > table. tbody > tr. t td > m—()_|

] Persist Logs X

frors | Warnings | Logs [ info | Debug IEESSRRULILEITEES]

Select the Credit card section and find the name “credit_card no™:
v <td>

<strong>Credit Card no:</strong>
</td>
v <td>
<input id="credit_card_no" class="bg_bid"

name="credit_card_no" type="text" value=""

size="20">
</td>
</tr>
P <tr class="contacttable"> = </tr>
</tbody>
tbody > tr.contacttable > td input#credit_card_no.bg_bid »

As you can see, there isn’t any “Auto-complete off” here and that is why the credit card
number is being cached.

So the we have Insecure Processing of Credit Card Data.

7. Missing Function Level Access Control:

Testing for Access Controls:

Login using the lower-privileged account:
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USERNAME: flest |

= |

Login

PASSWORD:

Locate the area we are testing in Burp’s Site map or HTTP history.
Right click on the entry to bring up the context menu.

Click “Request in browser”, then “In current session”.
(Faree gana e scarver Y rwuter ) epeater  sequencer  ecoder | Comparer | Exiender | Frajcsopvons | useropuons | s )
[ mtercept | HTTP history. | WebSockets history | Options |

Re-enable

| Filter: Hiding CSS, image and general binary content

# | Host Method | URL Para.. v|Edited |[Status [Length |MIMEtype |Extension | Title Comment
14 https://www.google-analytic... GET Jr/collecttv=18& v=j788a=103772.. ¥ 302 1000 HTML 302 Moved
15 https://stats.g.doubleclicknet GET Jr/collectv=18aip=1&t=dc&_r=3 v 302 977 HTML 302 Moved
1 hitps:/, i ic... GET 200 9850  HTML php Acme laptop
2 https://phpapp.infosecaddic... GET | https://phpapp.infosecaddicts.com/login.php 304 711 script is
4 https://ajax.cloudflarecom  GET | Remove from scope 304 695 script is
H https://phpapp.infosecaddic... GET [~ Spiar from here 304 711 script 3
13 hups://www.google-analytic... GET 304 184 script 3
17 htps://ekr.zdassets.com GET 404 904 text com
Send to Intruder R4~
Send to Repeater ®4A4R
Send to Sequencer
Send to Comparer (request)
= Send to Comparer (response) S —
Show response in browser
Request | Response | Request in browser [ - original session
ools [Pro version only) >
[(Raw | params | Headers [ ex | e ion
Show new history window
o i Add comment
Highlight b beox/68.0
*] Delete item
Clear history
] Copy URL
Copy as curl command 954201; __anc=1020475b16c569880al35bLalas;
Copy links /i:2; _stripes 625c-4204-8£68-0750 ToboaTef;
e gezabpadTLnrépdcead
Proxy history help

The “Request in browser” pop up window allows you to copy the URL of the required
'@ O Repeat request in browser

To repeat this request in your browser, copy the URL below and paste into a browser that
is configured to use Burp as its proxy.

http://burp/repeat/2/mjahpl6cOxdnnprtvio4ht8ycj8elt97

C 4
opy ‘
Close |
page. ’

() In future, just copy the URL and don't show this dialog

Click the “Copy” button.

Post the URL into the browser to attempt access the individual page we’re testing:
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http://burp/repeat/1/07hypd3chu8c4totqgseid3i6zrxnge2n -

8 ://burp/repeat/1/07hypd3chu9c4totqseid3i6zrxnge2n — Visit

In this case we weren’t successful. So it appears the appropriate controls are in place.

Not Found

he requested URL /repeat/1/07hypd3chu9c4totgsei43i6zrxnge2n was not found on this server.

pache/2.4.29 (Ubuntu) Server at www.inert.com Port 80

8. Cross-Site Request Forgery (CSRF):

Unable to find Cross-Site Request Forgery Vulnerability in this application

9. Test for Components with Known Vulnerabilities:

Go to the “HTTP history” tab:

[ Intercept T HTTP history T WebSockets history T Options ]

| Filter: Hiding CSS, image and general binary content CJ
# | Host Method | URL | Para.. v|Edited |Status |Length | MIMEtype |Extension | Title | comment ssL | 1P |c
33 https:/ /www.google-analytic.. GET Jr/collect?v=1& v=j78&a=407164... v 302 1002 HTML 302 Moved Vv  64.233.185.138 N
34 https:/ /aspdotnetapp.infose... GET /bookdetail.aspx?id=1 v 200 12948  HTML aspx Book Detail Page Vv 104.25.1676

35 https://aspdotnetapp.infose... GET JBasicSearch.aspx?Word= v 200 16470  HTML aspx Basic Search Page v 104.25.166.6

63 https://aspdotnetapp.infose... GET /BasicSearch.aspx?Word= v v 403 3622 HTML aspx Access denied | aspdo... Vv 104.25.166.6

64 https://clients4.google.com POST Jinvalidation/lcs /request v 204 321 v 173.194.219.102 S
65 https://play.google.com POST /log?format=json&hasfast=true&u... v 200 767 JSON Vv 17221710174 |
66 https://0.client-channel.goo... GET /client-channel/channel/bind?ctyp... v 400 715 HTML Unknown SID v 64.233.177.189 S|
68 https://play.google.com POST  /log?format=json&hasfast=true v 200 929 JSON Vv 172.217.10.174

69 https://play.google.com POST /log?format=json&hasfast=true&a... v 200 763 JSON v 172.217.10.174 S|
70 https://0.client-channel.goo... GET /client-channel/channel/bind?ctyp... v 400 715 HTML Unknown SID v 64.233.177.189 S|
77 https://0.client-channel.goo... GET /client-channel/channel/bind?ctyp... v 400 715 HTML Unknown SID v 64.233.177.189 S|
79 https://0.client-channel.goo... GET /client-channel/channel/cbp?ctype... v 200 599 JSON v 64.233.177.189 S|
83 https://0.client-channel.goo... GET /client-channel/channel/cbp?ctype... v 200 599 JSON v 64233.177.189 sy
11 httnc-f fumsannalaanahtic  CFT Lrieallarthi-1R si—i7RRa=1S1677 i 20> 1002 WTh 202 Movad 4 642331851329

1S J B

Once you select an item, click on the “Response: tab.
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Request | Response ]

J Raw T Headers T Hex T HTML T Render T ViewState ]

HTTP/ 1.1 200 OK

Date: Sun, 18 mog 2019 13:02:08 GHT
content-Type: text/html; charset=utf-8
connaction: cloase

Ccache-Control: private

vary: Accept-Encoding
X-AapWNet-Veraion: 4.0.30319
X-Poweraed-By: ASP.NET
Strict-Tranaport-Security: max-age=0
X-Content-Type-Optiona: noaniff
Expact-CT: max-age=604800, report-uri="httpa://report-vri.clovdflare.comfcdn-cgi/beacon/expact-ct"
Server: cloudflare

CF-RAY: 5084149518d3elea-0RD
Content-Length: 16012

In here you can see information regarding the web server used by the web application.

This information can help with information gathering process.

10.Redirects and Forwards:

After Intercepting our desired page go to spider:

2 https://phpapp.infosecaddicts.com
] How_to_bid.htm

v

Do®0

php
authenticate.php
career.php

cdn-cgi

v

index.php

login.php

md5.js

v
SORD00

regi
» & showfile.php

Go to “Site map filter” to search for any redirects or forwards used by the Site map.
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| Filter: Hiding out of scope, unrequested and non-parameterized items

(2] Filter by request type Filter by MIME type
Q| (/) Show only in-scope items M HTML (/) Other te
o (/] Show only requested items (] Script ) Images
] Show only parameterized requests ] xML ) Flash
[[] Hide not-found items ) css ] Other b
Filter by search term Filter by file extension
|_J Show only: asp,aspx
|| Regex

We can “Filter by status code”:

In this case we are searching for the “3xx” class of status codes. These status codes
indicate that further action has to be taken by the user agent to fulfil a request.

Burp Intruder Repeater Window Melp

lTarqu I Proxy lSm(kt [ Scanner | Intruder ch[w.uer 1 Sequencer 1 Decoder | Comparer [ Extender x Project opt

[ Site map | Scope

Fllter: Hiding out of scope, unrequested and non-parameterized items; hiding 2xx, 4xx and Sxx responses

(? Filter by request type Filter by MIME type Filter by status code Fol
(€ ¥ Show only in-scope items ¥ HTML ] Other text (] 2xx [success)
¥ Show only requested items ¥ Script M Images ) 3xx [redirection)
|¥] Show only parameterized requests M XML o Flash ] 4xx [request error]
Hide not-found items ¥ css ) Other binary (] Sxx [server error)
Filter by search term Filter by file extension Filter by annot.
L Show only: |asp.aspx jsp.php () Show only
Regex
Hide s, gl Jpg.png,css L Show only
Case sensitive | Negative search - J5.9if jpg.png.css

Showall  Hide all

The “Site map” table should now only show HTTP requests of the “3xx” class.
You can now manually step through these requests to look for “interesting” URLs. These

include any items in which the redirection target appears to be specified within a request
parameter.
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[E—

aterized items; hiding 2xx, 4xx and 5xx responses 2J
Host Method | URL | Params | Status 4 | Length | MIME type Title | Comment Time reque...
https://phpapp.infose... POST /authenticate.php v 302 576 09:09:34 20...
https://phpapp.infose... POST Jauthenticate.php v 302 576 09:09:56 20
https://phpapp.infose... POST /shop.php v 302 593

09:09:50 20...

<<
Reguest | Response
Raw ParamsIHeaders Hex

POST fauthenticate.php HTTP/Ll.1l

Hoat: phpapp.infosscaddicta.com

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows WT 6.1; Win6d; x64; Trident/5.0)
connaction: close

Referer: httpa://phpapp.infosecaddicta.com/login.php

O»

>

Send any HTTP requests that you want to investigate further to the “Repeater” tab.

‘ Filter: Hiding out of scope, unrequested and non-parameterized items; hiding 2xx, 4xx and 5xx responses

https://phpapp.infosecaddicts.com Host Method | URL | Params | Status 4 | Length | MIMEtype | Title
} authenticate.php

5
. https://phpapp.infose... POST icate.ohp J_ 302 576
>
>

cdn-cgi https://phpapp.infose... POST

POST: response=&username=
https://phpapp.infose... POST

home
icons Remove from scope
Spider from here

> @& shop.php
> [0 style
Send to Intruder R+~ +
Send to Repeater
Send to Sequencer

Request | Response

Send to Comparer (request)

Params | Headers

POST /authenticate.php HTTH
Host: phpapp.infosscaddict;
Accept-Encoding: gzip, def.
Accept: */+
Accept-Language: en
vasr-agen

®ozilla/5.0 (o
close
httpa://phpapp. in

Send to Comparer (response)

Show response in browser
Request in browser

Engagement tools [Pro version only]
Compare site maps

Add comment

64; Trident/5.0)

Content-Type: application/ Highlight L
Content-Langth: Delete item
cookie: _ cfduid=dc6029645 Copy URL . 781573 1564954291; __auvc
__tawknoT nfosecaddic £d825w0cn £PO+agNYEHXACBRL/ /1:2;
“atripe_mid=bS3£835b-625¢ Copy as curl command 850.417041806; _qid=GAl.2.1143145"
PHPSESSID=nglrnadgsZabpad? Copy links

Save item

response=Eusername=

Show new site map window
Site map help

On the “Repeater” tab, Click “Go” to check that the redirect occurs:
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Go Follow redirection

Request

Raw | Params | Headers | Hex

POST fauvthenticate.php HTTP/L.Ll

A
Hoat: phpapp.infosacaddicta.com r
Accept-Encoding: gzip, deflate
Bocept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windowa WT 6.1l; Winéd;
x6d; Trident/5.0)
Connection: cloae
Referer: httpa://phpapp.infosecaddicta.com/login.php
Content-Type: application/x-www-form-vrlencoded
Content-Length: 19
Cookie: _ cfduid=dcé029645e59a793349b3b2819daalifeaels64954288;
_9a=GAl.2.781573113.1564954291; _ auc=4e20d75blécS5e988ealiSblalaf;
__tawkuovid=e::infosecaddicta.com: :AptkfxgFFEGWhSSKETQEEwvuk{PHURU+589KSE £d
825w0CcntPQ+agNYBMxdcBhX/ f1:2;
__atripe mid=b53f83 625c-4a04-8fa8-075cTbbcaTef;
_fbp=fb.1.1564955153850.417041806; _qgid=GAl.2.1143145789.1566082771;
PHPSESSID=nglrnadgeZabpadTlnréEpdceEal
reaponae=guaername=
We get taken to here:
— -
Response
[ Raw T Headers T Hex T HTML I Render ]
‘ Register

Categories Home Buy Career About us Contact

> Acer

| Compaq USERNAME:

> Dell

> Gateway PASSWORD:

> Hewlett

> Ibm B

> Sony No User found, please register

> Toshiba

So a Re-direction doesn’t happen here.

20



everywhere
attackers
defenders
addicts

InFoSecAddic(ErSn

21



