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1. Injection: 
 
SQL Injection: 

 
 
Changing parameter value shows all books 
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Bypassing Authentication: 
 

 
 
 
 



 

3 
 

 
Username: 'or 1=1— 
Password: 123 
 

 
 
 
Parameter Manipulation: 
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Captured from proxy 
 
Go to Repeater and alter the URL: 
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Click “Go and Choose “Render” on the Response side: 
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SQL Injection Vulnerabilities: THE Union Operator: 
 
Captured from “Proxy”: 

 
 
Go to Repeater and alter the URL: 

 
 
Add a Union SQL command: 
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See Error Message and Code: 
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Blind SQL Injection: 
 

 
 
 
Go to “Intruder”: 
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“Start Attack” 
 

 
When payload matches, it should work 
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2. Broke Authentication & Session Management: 
 
Brute Force a Login Page: 
 
Go to Login page: 

 
 
Capture it in Burp’s Proxy & Send to Intruder: 
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Clear the pre-set payload and highlight “Username” and “Password” values: 

 
 
Go to “Payloads” tab  and ensure that the Sets are ready to go: 
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Start Attack: 
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User the one that is most successful and attempt it: 
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Bypass Authentication: 
 
Performed same way as above in first section 
 
Test Session Token Generation: 
 
Go to Login: 
 

 
 
Capture the information and send to Decoder: 
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On the Decoder Tab attempt to guess the code choose options on the left: 

 
 
In this case there wasn’t anything negative to find, but this is how you would perform a 
Session Token Test. 
 
 
Test Session Token Handling: 
 
Make sure Burp is setup for this task: 
 
1. After checking to make sure the proxy is on, go to the “Target” “Scope” tab and 

ensure that the target application is included in the scope. 
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2. Go the Scanner “Live Scanning” tab. 
Ensure that the live passing scanning is enabled for the in-scope items. 
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3. Go to the Scanner “Options” tabl. 

 
Select the appropriate scanning areas you want Burp to scan for various session token 
handling issues, both actively and passively. In this case “Cookies” 
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4. Walk through the application in the normal way from first access, through the login 

process, and then through all of the application’s functionality. Every URL visited 
can be view in the “HTTP history” table. 
 

 
 

5. If cookies are being used as the transmission mechanism for session tokens, verify 
whether the “secure’ flag has been set, this will prevent them from being transmitted 
over unencrypted connections.   
 
If there are any Results found you should see “SSL cookie without secure flag set” in 
the issues tab: 
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3. Cross Site Scripting: 
 
XSS Reflected: 
 
Go to the website: 
 

 
 
In the search tab, type: <script>alert(hackable)</script>: 
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Click Go to execute the script: 
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It creates an error on the server (normally an alert window should appear) 
 
 
 

 DOM-Based XSS: 
 
Capture the website in proxy: 
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Change the “User-Agent” to a script alert tag: 
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Forward and see the results: 

 
You see an error, and the server shows it is vulnerable to DOM Based XSS. 
 
 
 
Stored XSS : 

 
 
Capture the website in proxy: 
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Go to “Repeater tab”: 
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Type in the script: "><script>alert(document.domain)</script> 

 
 
Click Go and see the Rendered results: 
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4.Insecure Direct Object References: 
 
Insecure Direct Object References: 
 
Capture the application in Burp’s Proxy: 
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Send to Intruder: 
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After selecting the area you want to target, of to the “Payloads section: 

 
 
Choose Numbers for this attack: 



 

29 
 

 
 
Results: 

 
 
In this example we get 404 errors, however, if there was a vulnerability you would investigate 
further to see if there was a vulnerability. 
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5.Security Misconfiguration: 
 
Security Misconfiguration Testing: 
 
Spider the application you wish to attack: 
 

 
 
If you have passive scanning enabled when spidering the application “Directory listing” 
should be included in the results: 
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6. Sensitive Data Exposure: 

 
Capture the Login Details: 
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Attempt an Active scan on the application: 
 
Since there is a “Cleartext submission of password” on this application, there isn’t any sensitive 
vulenrabilities to report. 
 

7. Missing Function Level Access Control: 
 
Difficult to perform without being to able authenticate into Web Application 
 
 

8. Cross-Site Request Forgery (CSRF): 
 
Difficult to perform without being to able authenticate into Web Application 

 

9. Test for Components with Known 
Vulnerabilities: 

 
Go to the “HTTP history” tab: 
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Once you select an item, click on the “Response: tab. 

 
 
In here you can see information regarding the web server used by the web application. 
 
This information can help with information gathering process. 
 

10.Unvalidated Redirects & Forwards: 
 
This application is not vulnerable to redirects. 

 


